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UNITED STATES NAVAL ACADEMY
ANNAPOLIS, MARYLAND 21402-5000
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4/SecOfer
18 October 1989

USHA/AACINST 8500.9

From: Superintendent, U.5. Naval Academy/Annapolie Area Coordinator
Subj: NAVAL ACADEMY LOSS FREVENTION

Ref: {a) USHNAINST 58G0.8
(b) OFNAVINST 5530.14B
{c) SECNAVINST 5500.4E
{d) USNA/AACINST 5500.2C
(e) USNAINST 7321.3E

Encl: (1) Loss Prevention Plan
1. Purpoge. To provide a guide to U.8. Naval Academy (USNA} for policiez and procedures.

2. SHeope. Enclogure {1) addresses loge prevention responsibilities and the procedures to be used for the
protection of government property. Thiz ineludes procedures and necessary reporta required for filing a
Miseing, Lost, Stolen, or Recovered report (M-L-8-K). Thiz ingtruction ig applicable to USNA and all tenant
activities of USNA Annapolis.

J. EResponzibilities. Lose prevention 18 the reaponsibility of all individuals azsigned to USNA. Depariment
heads ghould evaluate their department for loss prevention and have active participation by all perzonnel
assigned in developing and implementing loss prevention methods and procedures.

a. The Command Security Qificer ig the focal point for all M-L-8-R reporta. Aszgistance and guidance fop
filing M-L-8-K and development of a loza prevention program may be obtained from the Phyzical Security Office.

b. All department headz and tenant activity directore are regponsible for developing and overgeeing a loga
prevention program for their department/activity.

4. The Physical Security Specialist will peview the plan annually, making changes ag necegsary.

Deputy for Operationa

Distribution:
AA
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PLAN SUMMARY

1. Purpose. To establigh security and lozz prevention meazurez to maintain an adequate physical zecurity and
loss prevention posture for the command.

2. (eneral. Collectively, security measureg create conditionz favorable to the maintenance of an effective
security pogture. They are designed to develop habite and attitudes conducive to the maintenance of good
gecurity practicez and the elimination of existing ar potential causee of sgecurity breacheg and violations.

3. Implementation. This plan will be implemented by the Superintendent or Deputy for Operationg, USHA.
Annexeg explain the criteria and conditiong for implementation.

4. (perationg to be conducted:

a. Deployment: Not Applicable.
b. Employment: Dutieas and respongibilities will be apecified in Annexes to thiz plan.

2. Forcez Aggigned: All personnel attached or azeigned to U.5. Naval Academy, Annapoliz, Maryland oy
tenant activitiea.

3. Supporting Flang: Not applicable.

§. Command Relationship. Normal.

Enclosure (1)
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TERMS EXPLAINED

Audit - & detailed item/mepchandize audit which 12 conducted to establizh presence of item/merchandize. [t
ghould provide a thorough review of all handiing and accountability procedurez and control aystema.

Casual Pilferer - One who steals primarily becauge he/she is unable to resizt the temptation. Little or na
planning. Takes advantage of opportunity.

Claims - Individual({g) accountable for government property who must be held responzible for negligent loza
claim filed againgt individual(g) for logs recovery.

Deficiency - A ghortage or failure to meet required gtandards of security requirements per {nstructiong ar
poliay.

Exception - A request for long term exception from specific requirementz of gzecurity measurez for at least
three monthe or longer.

ICR - The Incident/Complaint Report made to security police which iz a documented report of theft, vandalism,
asgault, eto.

IDS - An Intrusion Detection System which iz electronically operated to alert security of a breach in gecurity
within a gpecific area,

Ingpection - Physical zecurity inapection of the installation performed initially, annually, biennially,
and supplementally.

LPS - The Loae Prevention Subcommittee whoze memberz meet at least quarterly.
Matrix - An establighed table of items and value for M-L-5-R reporting (Reporting Thresholds Matrixj.
M-1L-5-R - Mizzing, Logt, Stolen, or Hecovered pepart concerning government property.

NISRA - The Naval Inveatigative Service Hegident Agent who will review M-L-3-R reportz for determination of
investigation.

Pilferage - To "zteal,’ "thief,” "larceny’ any property regardless of quantity or monetary value.
PSRB - Phyeical Security Review Board established by the Superintendent which meetz quarterly.
PSRC - Phyzical Security Review Committee which meetz quarterly.

Prosecution - After investigation, factz may indicate referral 4o legal authoritiesz for eriminal prosecution
for viclations of law.

Recorded Identification - Documented serial numbers, marking, model, type, brand of item(z), or zuppliez which
can be identified peadily ae government property.

Enclosure {1} yi
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Report of Survey - An official report of the facts and circumstancez supporting the assesement of pecuniary
charges for lose, damage, or destruction of DOD controlled property (DD Form 200).

Systematic Pilfeper - One who steals according to preconceived planz. Steals any and all typez of supplies to
gell for other commodities.

3 Enclogure (1)
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E
BASIC PLAN

1. Situation: Lose of property may prevent USNA from timely accomplizhment of mizglon requirementg and cause

great financial loga. Lozzes may be minimized by application of a comprehensive losz prevention program. A

method to uge in a lose prevention program to determine itg effectiveneze ig by analyeis procedures and

accountability proceduresz.

2. Migsion: To provide thoge meagures and actiong neceszary to minimize lozs by placing reapongibility an
those individualg accountable for property.

3. Execution:
a. Coneept
{1} Lose Analyasig Procedures
(a) Identify trends and patterns of lozses and gainz.
(b} Location of losa.
(¢) Master Stock Inventory Record (MSIR) locations.
(d} Timeg and datesz of loas.
(e) Activity near to loss area (doorway, pazsageway, loading docks and ramps, parking, ete.:.
(2) Aceountability procedurez
(a) Proper documentation and record keeping.
{(b) Pericdic inventory and inspection of property.
(c) Bequire aignatures and hand receiptz.
(d) Immediate peporting of mizsing, lost, stolen, and recovered praperty.
(3)  Areaz of concern
{a} Financial responazibility
(b} Claim collection procedures
(c) Criminal prosecution

(d) Lose reporting

Enclosure (1) §
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(e} Investigation
b. Logs Prevention
(1) Security Methods and Procedures.
(a) Exterior doors and windows in office buildings, warehougez, atorage buildings, and other
structures which contain high value, sengitive, or pilferable property, supplies, or office equipment will be

afforded gecurity protection commengurate with the value and zenzitivity of the contents.

(b) Hinges will either be nonremovable or be provided with inside hinge protection preventing
locked doors from opening even if hinges are removed.

(¢) Lock and hasp gecurity systems will meet military gpecifications (MILSPEC) standarde. Built-
in dial type Group One combination locks are acceptable and encouraged.

(d} Padlocke should be used to add protection for high value, sengitive, highly pilferable
property (MIL-P-4305] medium gecurity, MIL-L-20181 high gecurity).

(e) When ingtalling heavy duty hardware, remember that a #60 padlock attached to a 50 cent hasp
provides only 80 cente worth of security protection.

(f) A medium or high security padlock and hagp system pealizes ita full potential only when it ie
properly ingtalled on a strong door with appropriate hardware.

(2} Employee Education

(a) Each employee must be indoctrinated in procedures for preventing property loszez az well as
responsibility for the care and protection of government property.

(b) Thie indoctrination should be included in employment briefing and annually thereafter.

(c) The briefing should be coordinated with the Civilian Perzonnel Director, Security Training
Instructor, and Security Officer, USNA.

(d) Included in the briefing ghould be procedures uged for dizcipline. Adminigtrative personnel
actions opr actionz pursuant to the Uniform Code of Military Justice (UCMJ) are exclusive of actiona taken for
recovering government lozgeg through claims 1itigation.

(e) Additionally, civilian authoritieg may impose criminal szanctionz after analysie of applicable
jurisdiction and other legal congiderations.

{3} Financial Responaibility

(a) Procedures for izzue and control of government property will make sure strict accountability
iz establighed for perzons responzible for government property.

5 Enclogure (1)
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{b) Recoupment action should be undertaken against an individual in each cage where the
individual's negligence or noncompliance with procedures, instructionz, or gtatutez haz resulted in mizzing,
loat, or gtolen reportable logz of government property.

(e} The recoupment action iz independent of and may be taken parallel ta, or be exeluzive of, any
formal disciplinary action, criminal procedurez, op progecution ariging from the zame event.

(4) Claims
{a) Individualz accountable for government property must be held responszible for neglident lozs.

(b} The activity having misging, lest, stolen, or recovered reporting responeibility may generate
i claim action to pecoup the value of the loze.

(e¢) Specitic guidance on procedurez may be cbtained from the 5tafi Judge Advocate Office. The
claime collection procedures may regult im civil court action independent of any digeiplinary action or

oriminal pregecution from the same event.

(5) Criminal Prosecution

{a) On command examination of the factz, indication may be peferral to legal authoritiez far
criminal prozecution for violation of law.

{b) Criminal prosecution iz independent of diseiplinary, recoupment, of claima action arizing
from the 2ame incident(s).

{e) The Security Officer, USHA in conjunction with activity legal counael, iz responzible faop
making gure that zecurity portione of criminal caseg (investigationz, evidence, reportz, statements, ete.) are

properly prepared and in aufficient detail to pender them acceptable for progecution in federal, state, and
local courts.

e. Losg Reporting

(1) Migeing, Lozt, Stolen, or Recovered (M-L-5-R) government property reportz (OPNAV 8500-1 and MC-
4340-1 applieg).

{aj All M-L-8-R peportz will be gubmitted per Annex F of thiz instruction.

(b} The Security Officer, USNA will be the focal point for peporting M-L-5-R reporting with the
Phyzical 3ecurity Specializt reviewing and agzieting Unit Idemtification Code (UIC) in peporting lomses.

Enclogure (1) 8
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ORGANIZATIONAL RELATIONSHIFS

1. Purpoge. In the performance of asgigned duties the Security Officer veports to Deputy for Operationz. The
Security Officer or repregentative of the Security Officer will collaborate with officerg, department heads, or
managerg concerning physical gecurity needs, threate, requirementsz, and security implementation.

2. (eneral. To assizt in determining security needs throughout the installation, the Deputy for Operations
will designate in writing a Phyzical Security Review Committee (PSEC) to advize and asgigt in applying the
standards of and implementing the program for phygical security and losg prevention set forth in reference (a).

3. Execution

a. Physical Security Review Committee (PSRC) will:

(1) Ageist in determining requirements for and evaluating security afforded to areas of the
ingtallation.

(2) Advige on eatablizhment of reztricted areas.

(3) Review draft physical security and loss prevention planz or recommended changes before submizsion
to the Superintendent.

(4) Review reports of significant losses or breachez of gecurity and recommend improvementez to the
Physical Security and Loss Prevention Programe.

b. Membership of Committee

(1) Deputy for Operationsz

(2) Security 0fficer

{3) Comptroller

(4) Asgistant Security Manager

(5) Public Worke Officer

(6) Supply Officer

(7) 8taff Judge Advocate

{(8) Naval Inveatigative Service, Resident Agent

(9) Deputy Commandant of Midzhipmen

A-1 Enclogure (1)
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(10) CO, Naval Medical Clinic

(11) CO, Marine Barracks

(12) Management Control and Review Functional Manager
(13) Head, Phyzical Education Department

(14) Physical Security Specialist

(15) Assistant Dean for Faculty and Finance

(16) Chief of Police

(17)  Public Affairs Officer

(18) 0IC, Perasonnel Support Activity Detachment

¢. Meetings and minutes

(1) Committee memberz or their pepregentativesz will meet az required, but at leaat quarterly.

~42). Minuteg of the meeting will be made a matter of record and such recordz will be retained until
completion of the cognizant Inapector General command inspection cycle, or three years, whichever iz greater.

d. Loss Prevention Subcommittee (LPS)

(1) The chairpergon will appoint a Losg Prevention Subcommittee (LFS) which will be required to meet
at least quarterly to review and tabulate losses and action taken or pending.

(2) Meeting summaries will be appended to PSRC quarterly minutes. Management Control and Review
Departmemt (MCRD) participation {n the LPS iz pequired.

(3) At leazt three PSRC membeve (including MCRD participation) will be appointed to serve on the LPS.
(4) Membership of the LPS

(a) Commandant of Midahipmen

(b) Public Works 0fficer

(¢) Head, Physical Education Department

(d) Academic Dean

Enclosure (1) A-2
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(e} Management Control and Review Functional Managen
if} FPhygical Security Specialist

2. Physical Security Review Board (FSEB)

(1) The Superintendent will egtablish a Fhyzical Security Heview Hoard (PSRB) with goals and purpose
aimilar to that of the Physical Security Review Committee.

(2) The specific goal of the board i& coordination of mutually supportive physical security and lose
prevention practices.

(3) Memberghip will include representatives of each tenant activity located on the inatallation Zor
which physical security and law enforcement ape the respongibility of USHA.

{4) The PSRE will meet at leazt annually and minuteg of the meeting will be made a matter of record

and zuch records will be retained until completion of the cognizant Inspector @General command ingpection aycle
op three years, whichever iz greater.

A-3 Enclogure (1)
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WAIVER/EXCEPTION
1. Purpose. All aetivities will review their exizting zecurity posture and determine modificationz necezgary
to conform to reference (a). Deficienciesg which are not corpectable within 12 monthe will be covered by an
approved waiver or exception pending completion of the pequired upgrade effort. Compenzatory zecurity meazures

are required.

2. Missgion. To review and upgrade gecurity measureg per reference (a). If gecurity measureg cannot be met or
corrected, appropriate waivers/exceptiong will be filed.

3. Execution
a. Waivers
(1) Requestz for waivers of zpecific requirementsz will be submitted via the chain of command. U3NA t=
an echelon two command. Echelon two commandz are delegated authority to apprave initial waiverz for
subordinate commands and their own headquarters.

€2) Waiver extengion requests must be forwarded to Chief of Naval Operationz (CNO) (OP-00N).

(3) The pequest for waiver must include a complete degeription of the problem and compenzatory
measures/alternative procedures, az appropriate.

(4) Approved waiverz will exempt the recipient from a gpecific gecurity standard for a periond of at
least il monthsz.

(8) Extenzion of the waiver for an additional I2 monthe must be pequested via the chain of command and
approved by CHG (OP-0ON). Further iZ-month incremental extenziong for the gsame waiver must be alzo approved by
CNG (OP-0ON) .

b. Exceptionsz

(1) Requeste for exceptiong to specific requirements due to permanent long-term (26 months or longer)
inability to meet a gecurity standard must be forwarded via the chain of command to CNO (OP-00N) for
congideration.

(2) Each exception request will describe a comprehensive atudy ¢f the problem and describe
compensatory measurez and procedursz to be employed.

(3) Exception requegte will be reviewed and endorzed by phyzical security and forwarded to the
Superintendent.

¢. Waiver and Exception Requezts

(1) The Physical Sscurity Specialist in the Security Department will aszign the waiver or exception
number to the pequest.

Enclosure (1)
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(2) All information must be provided in waiver, waiver extenzion, and exception (permanent or long-
term) requests.

(3) Requeaste will be in letter format and all elements listed in aub-paragraphaz (d) and (e) will be
addressed. Nonapplicable elementz will be noted az "N/A.°

d. Waiver and Exception Identification

(1) Thiz paragraph provideg guidance for the agzignment of waiver or exception numberz (or long-term
exception and waiver extenzionsz) for deviations from establighed physical gecurity standards.

(2) The basic objective is to provide a ready identification of any given waiver or exception (long-
term exception and waiver extenaion) with regpect to the activity involved, year of izguance, and modification
status.

(3) Each waiver or exceptiocn must be identified as followa:

(a) The first gix digits, beginning with the letters "N for Navy or "M’ for Marine Corpa
represent the Unit Identification Code (UIC) of the activity initiating the request.

(b) The next digit is either "W for waiver or "E" for exception.

(c) The next two digite represent the gerial number of the request beginning annually on 1
January with 01. Waiver and exception numberz will run sequentially together; e.g., WO1-80 by E02-89, then
E03-89, W04-80, ete.

(d) Extengion. Original long-term exception and waiver numbers will alwayz be used when
requesting an extengion.

(e) The last two digits identify the calendar year of the request.
(f) Example:
N00161-W01-89
¥ = Navy activity

00161 = UIC (Unit Identification Code for Naval Academy).

W = Waiver

01 = lat walver request of the calendar year.

89 = 1080 (year initial waiver requested).
Enclosure (1) B-2
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e. Waiver Format
(1) The following format iz prescribed for pequeate for waiverpa:
{a) Line 1 - waiver numbep

(b) Line 2 - Statement of waiver requirement and references of chapter, section, and paragraph 1n
reference (a) which cite the standardz which cannot be met.

{¢) Line 3 - Specific description of condition(z) which caused the need for the waiver and
reason(s) why applicable atandardz in reference (a) cannot be met.

{(d) Line 4 - Degoription of the physical location of affected facilities or area. Identify
structures individually by building number.

(e) Line § - Identify interim mandatory compensgatory meaguresz in effect or planned.

(f) Line 6 - Describe the impact on mizzion and any probleme which will interfere with gafety or
operating requirementg if the waiver iz not approved.

(¢) Line 7 - Identify regources, including estimated cost, to eliminate the waiver.

(k) Line 8 - Identify actions initiated or planned, e.g., local capability or other, to eliminate
the waiver and estimated time to complete.

(i) Line & - Provide point of contact to include name, rank/grade, AUTOVON, and commercial phaone
numbers.

f. Exception Format
(1) The following format iz prescribed for pequeste for exceptions:

(a) Line 1 - Exception number

{b) Line 2 - Statement of the exception requirement and reference to the chapter, gection, and
paragraph in reference (a) which cite the ztandardz that cannot be met.

(¢) Line 3 - Specific degeription of condition(z) which cauged the need for the exception and
reason(s) why applicable standardz in peference (a} cannot be met.

(d) Line 4 - Description of the physical location of affected facilities or area. Identify
structures individually by building number.

te) Line § - Identify, in detail, equivalent security meagureg which are being applied.

B-3 Enclogure (1}
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(f) Line 6 - Degeribe the impact on miseion and any problems which will interfere with zafety or
operating requirementg if the exception iz not approved.

{g) Line 7 - Provide point of contact to include name, rank/grade, AUTOVON, and commercial phone
numbers.

g. Long-term exception requeats must provide the information required by reference (a).
h. Blanket Waiver and Exceptions. Blanket walverz and exceptione are pot authorized. Specific subject

areag, e.g., lighting, fencing, clear zoneg, ete., must be identified separately with individually asgigned
waiver/exception numbers.

i. Walver and Exception Cancellation. Waiverz and long-term exceptions are self-cancelling at the end of
the allocated time, unless renewalz are approved by CNO (OF-00N)/CMC (PO3-43), as appropriate. In addition te
any other veporting requirementz, correction of a deficiency covered by a waiver or long-term exception
accomplished within the time frame mugt be reported to CNQ (OP-0ON)/CMC (P0S-43), ag appropriate, by the
affected activity. Such cancellations do not require CNO/CMC approval.

j. Arms, Ammunition, and Explosives (AA%E). Waiverz, waiver extensions, and exception requests for Arme,
Ammunition and Explosivez (AA%E) and affected material will be completed ag required by reference (a).

k. Cover Letter. Requestz for waivers and exceptionz will be forwarded under a cover letter prepared for
gignature of the Superintendent or hiz designated representative.

Enclogure (1) B-4
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PROTECTION PROCEDURES

1. Purpoge. To establieh security procedurez by developing a plan to minimize the chancez of guccesze
concerning the breach of gecurity and loss of material and property. Security protection procedureg should
congigt of a seriesg or combination of procedures to protect perzonnel, material, supplies, and facility.

2. Migeion. Establish procedures for lozs prevention within the inatallation, activity, and department.

3. Execution
a. Concept

(1) Cloge coordination with the Security Department concerning a plan and implementation of gecurity
procedures ghould be developed.

(2) The plan ghould establizh respongibility for protection and accountability of suppliez, material,
tools, equipment, ete.

(3) Technical agaigtance and pecommendationg may be requeated from the Physical Security Specialist in
the Security Department.

(4) The loss prevention plan should not be made public. The information in regardz to procedures and
implementation should only be made known to those involved in ite implementation and operation.

b. Flanning

(1) The planning should be flexible to cover schedule changes, unexpected work load, and unexpected
occurrences.

(2) Preparation of a protective plan should consider the following:
(a) Migeion.
(b} Concept of operation.
(e) Coordination and liaiaen.
(d) Areas to be protected.
{e) Perzonnel and equipment requirements.
(f) Cooperation.

(g) Logistical support.

Enclosure (1)
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{n} Emergency information (police, recall list for after hoursz, ete.).
(i) Command and control.
(3) The plan ghould be in weiting and produced in gufficient copies to be ataffed with thosze whom
coordination iz necessary. Length of the plan will depend on the szize of activity/department and mizeion to be

performed.

(4) Only key perszonnel need a complete copy, but all peraonnel should be given an orientation on the
plan's contents 20 they will be familiar with itz operation.

c. FProteation Devices

{1} Intruzion Detection Syszteme (IDS) are uzed in unoccupied areas (office, buildings, ete.}.

{a) The alarm annunciation must indicate where the alarm iz emanating from and identify the vital
areas under protection.

(b) The alarm annunciator panel (monitor) iz located at Gate #3 for 214-hour monitoring.
(c) BReaponze by DOD Police/Guards.
(d) Any installation of IDS iz to be coordinated through the Security Officer.

(e) Coordination of IDS information (contractor, teating, maintenance, code words) will be
through the Phyzical Security Specialiast in the Security Department.

(2) Lock and Key Contrel will be per reference ik).

{a; Entrance doors, gatez, storage areaz, high-value items, etc., must be gecured with a locking
device equal to the property to be protected (MIL-F-4305]1-medium security and MIL-L-28151-high security).

(b) Warehougea/gtoreroome where high-value government property iz astored should require az a
ninimm the following devices and procedures:

1. Exterior doors equipped with security locksetz, with one inch throw or case hardened
gteel haspsz and case hardenad steel gecurity padlocks.

X

Locke rotated zemi-annually and recorded on the Key Control Registen.
3. A&il gmall high-value iteme secured in locked containerz/cages/roomg within the wapehouze.
2. MAcoeze pestricted to regponeible peraonsz.

3. Windowsz covered by gecurity mesh or equivalent aesthetic material.

Enclosure (1}
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6. Custodian of keye and locke must be degignated by the OIC, department head, manager, or
gupervisor.
7. Keys made available only to authorized individuala.
8. Key registerg muzt be maintained.

(3) Regular inventories and gpot-check inventories ghould be performed.

{a) Inventoriez should reflect serial numherz, USNA marking or control numberz, quantity, and
documentation for accountability procedurea.

(b) Analysis of vulnerability to lose by pilferage, theft, or willful damage toc equipment or
supplies.

{cj Heport to superviszor immediately any migeing, lost, stolen, or recovered property.
() Cloged Circuit Televieion (CCTV! te used to monitor pergonnel and areaz of high theft.
(a) It will improve security and public safety.

(b) Factors to conzider in the use of CCTV apre: cost of installation, maintenance contract,
amount of hourg per day the system will be in actual uge, and number of pergonnel to monitor the ayztem.

(¢} It iz not cost effective unleszz properly installed, maintained, and monitored or a continual
bagis.

(3) Protective lighting neede to depend upon each situation and the areaz to be protected.

(al FProtective lighting should be conzidered for genzitive areaz op atructurez within the
installation which are under observation.

(b) Apeag to be conzideped are critical buildings, storage areasz, communicationz, power and water
distribution asystems.

(¢} In interior areaz where night operationz are conducted, adequate lighting of the area will
aggigt in the detection of unauthorized personz and attemptz of unlawful actz.

(d) Lighting iz inexpensive to maintain and, when properly employed, may reduce the need of
security forces.

(e} TProtective 1ighting usually requirez legs intenzity than working l{ght.

(f} Protective 1ighting ghould enable gzecurity perzonnel to obzerve activitiesz around or inside
the installation.

C- a4 Enclogure (1)
Annex C



RECOMMENDED SECURITY MEASURES

USNA/AACINST 5500.9

“t ANT 10
8 0CT 1989

INVENTORIED BY

INSPECTED BY

% o
B O
= |- O-
SR e z o o -
2= S A FE =1 & A 5
Ml /A <¢ B 13 et o = o~ ~ A
e =g O <t > = B e O E =]
=1 e R O H e = &~ Ol D0 =0 |=O
Oz o™ 0w o Z S IHEIHIZE IeH [ HH A
Bla e |[Ow |00 OlHo IBHm | aym = <
nitaldAe [ BEEdlEzD D g D lom HK |9 &
v~ [aNEN /s Rat] Mm — A o v |wn o A o w0 O
Arms/Ammunition X X X X X X X X X X
Small Arms X X X X X X X X X X
Com@unications/Electronic x| x X X X X X X X X
Equip.
Handtools, T?Ol Sets/Kits % | x % % % % X X X
and Shop Equipment
Subsistence Iltems X X X X X X X X X
Controlled Substances,
Precious Metals, Tax X X X X X X X X X
Free Items
Accounts X X X X X X
Petroleum Oil Lubricant X X X X X X X X
Repair Parts X X X X X X
Vehicles X X X X X X
Construction Material X X X X
Special Issue Items
X X X
(Clothing, etc.) X X X X
Individual Clothing X X X X X X
and Equipment
Organizational Equip/ X | X * X X X X X X X
Components
Medical Unique Items X X X X X X X X X X
Housekegplng Supplies % % % % % % %
and Equipment
Housing Furniture
Mess Equip. Office
. X X
Machines
Expendable/Consum- X X X *% X X X X
able Supplies

* Depending on facility availability and cost effectiveness.
#% Depending on local policy
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LIGHTING SPECIFICATION TABLE

USNA/AACINST 5500.9

Z 3 “1 nT
) Ui |

1989

LOCATION

FOOT-CANDLES ON HORIZONTAL

PLANE AT GROUND LEVEL

Perimeter of outer area

Perimeter of restricted area

Vehicular entrances

Pedestrian entrances
Sensitive Inner Area
Entrances

Open Yards

Decks on open piers

0.15

0
1
2
1.
0
0
1

o N = O O O B

TYPE OF WIDTH OF LIGHTEL S3TRIP (FEET)
TYPE OF AREA LIGHTING INSIDE FENCE JOUTSIDE FENCE

Isolated perimeter Glare 25 200
Isolated perimeter Controlled 10 70
Semi-isolated perimeter Controlled 10 70
Non-isolated perimeter Controlled 20-30 30-40
Building fence perimeteq Controlled 50 (total

width

from

build-

ing face
Vehicle entrance Controlled 50 50
Pedestrian entrance Controlled 25 25
Vital structures Controlled 50 (total

width

from

structurq)

C-5
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USNAINST 8500.5

PILFERAGE FREVENTION

1. Situation: The complex operation of USNA presentz opportunities for pilferage. It iz a financial menace,
detrimental to operationg, and can jeopardize the mission of the installation. ALl pergonnel, including
management, mugt undepstand the potential loszgesz to the installation on a daily basiz. Accounting methods may
not be designed to pinpoint thefte; consequently, such lozgez remain undisclosed or they are lumped together
with other shrinkages, thua effectively camouflaging them. Thiz iz an undesirable zituation and should be
corrected where posgible. Recommendationez ghould be made that running inventories be maintained.

2. (Qeneral: The degree of risk (variable factorz on which estimatez of expected logses are baged) involved
can be determined only by analyaiz of the relative vulnerability of each area or activity of the installation
to the hazard of pilferage. Both the casual and systematic pilferer have certain problems to sveroome ta
accomplish their objectivez. Some of these are:

a. Benefit from theft of item.

(i) Persgonal uze of 1tem.
(2) 8ell item for monetary gain.
3. Execution

a. Shipping and Receiving operationsz.

(1) One individual should not have contral of all shipping and receiving tranzactions.
(2} Prpeventz manipulation of government Bills of Lading and inaccurate storage.

(3) Will allow one activity to compare bills and invoices with another activity.

(4) FPregente opportunitieg for check and balances.

b. Control meagures for pilferage.

(1) Analyeie of conditions on the inztallation.

(2) Unannounced gate zearchee dezignated by the Superintendent.
{3} Security education program per reference (a).

(4) Supervigory personnel get proper example.

(5) All employees have regpongibility te report any losa.

D~-1 Enclosure (1}
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(6) Adequate inventory and control meaguresz ghould be ingtituted to account for all material,
supplies, and equipment.

(7) Identification of all tools and equipment by a mark or code. BHequire gigning for all toole and
equipment uged by individuals.

(8) Investigate all losges quickly and efficiently.

(9) TUse an effective key control ayatem.

(10) Ingtall and use Intrusion Detection Syatems (IDS) where applicable and practical.
(11) Establish an effective package and material control syatem.

c. Opportunitiez and methods of pilferage.

(1) Methods mogt commonly used:

(a) Pilferage (one item at a time).

(b) Cagh register theft or alteration of cash regizter records.

{(c) Isguance of falge refunds.

(d) TUse of back door tragh containera.

(e) Taking advantage of undersupervision.

(f) Stealing credit carda.

(¢§) Embezzlement.

(h) Manipulating computers.

(i) Night cleaning crews.

(j) Duplicating keys or use of master key that iz not properly controlled.

(k) Submigeion of falge claime or inflated claims for insurance.
(2) TUszeful controlz

(a) Conduct random spot checksz in addition to an audit.

(b) Conduct a physical inventory.

Enclosure (1) D-2
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(c)
{d)
(e)
(f)
(g)
(h)
(i)

)

USHA/AACINST 5500.8
18 OCT 1989

Be able to itdentify equipment and material (ezpecially toolsz).

Separate peceiving, purchagzing, and accounts payable.

Separate accountantz from cagh.

Control payment authorizationz.

Keep blank checks locked, do not pre-zign or use uncoded, unnumbered checks.
Secure exits, restrict employees to one exit. Eatablish atriet package control.
Make sure all employees have proper identification badges.

Establigh a security education program.

d. Lose reporting and investigation.

(1) The individual dizcovering a migaing, loat, stolen, or recovered item(g) should immediately report

the digcovery to his/her aupervizor.

(2) Action should be immediately taken by the supervigor to establish that the item(s) cannot be

accounted for.

(3) Furnigh documentation for investigators concerning the migsing item(s).

{a)
(b)
{c)
(d)

(e)

Requizition (ineluding purchage price).

Bill of Lading (receipt for item(z)).

Degcription of item(s) which should include USNA marking and/or gerial numbers.
Date, time, and location that the item(s) was last observed or accounted for.

Individual (s) or activity which could have had access to item(s).

D-3 Enclosure (1)
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LOCK AND KEY SYSTEMS

1. Furpoge: Throughout the USNA, the lock ig the most accepted and widely used security device of the bazic
safeguards in protecting the ingtallation, activities, personnel, claszified material, and government and
personal property. All containers, rooms, buildings, and facilitiee containing vulnerable or zengitive items
ghould be locked when not in actual use.

2. Qeneral: Locks should be congidered delay devices only, and not pozitive deterrent to entry. Some types
of lockz require considerable time and expert manipulation for covert opening, but will succumb to force and
the proper toolz. Therefore, the locking system must be backed up with other gecurity meagurez. The degree of
protection afforded by any well-constructed vault, safe, or filing cabinet may be meazured in terme of the
resistance of the locking mechanism to picking, manipulation, or drilling.

a. Typeg of locking devicez ineclude:

(1) Key locke - Mogt key locka can be picked by an expert in a few minutes. The pozeibility of the
loss and compromige of a key and the poseibility of an imppeseion being made should be coneidered in
determining the zecurity value of a key type lock.

(2) Conventional combination lockz - This type lock may be opened by a skillful manipulator, who may
be able to determine the gettings of the tumblerz and construction of a three-position dial-type combination
lock through hiz zenge of touch and hearing.

(3) Manipulation-pesigtant combination locks - A manipulation-proof lock iz designed so that the
opening lever doez not come in contact with the tumblerg until the combination haz been set. Such a lock
furnishes a high degree of protection for highly-clasgified or important material.

(4) Other combination locks - Combination locks with four or more tumblerz may be dezirable for
containers of highly important itema.

(5) Relocking devices - A relocking device on a gzafe or vault door furnighez an added degree of
security againat forcible entry. Such a device appreciably increageg the difficulty of opening a combination
lock container by punching, drilling, or blocking the lock or itz partz and iz recommended for heavy gafeg and
vaults.

(6) Interchangeable corez - The interchangeable core system usez a lock with a core that can be
removed and be peplaced by another core uaing a different key. Corea can be quickly changed, all lockz can ke
keyed into an overall complete locking syatem. [t i economical which will reduce maintenance coztz and new
lock expense.

=)
1
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3. Understanding Lock Security:

a. Combination Locks

(1) Thisz popular type of lock ie incorporated in padlocks, vaulte, and door locks. The operator usesz
numbers (op other symbolz) as pefepence pointz to enable him to align tumblers 2o that the lecking partz of the
lock can move to an unlocked poaition.

(2) Expenzive combination padlocks usually have & zerial number ztamped on the back. Thege serial
numberg can be checked in a code book (available from locksmith supply houses) and the combination of any such
lock oan be obtained. This iz one way an intruder can neutralize the combination lock.

(3) There are other wayz to neutralize small combination padlocks. The bolt (that part engaging the
shackle) iz apring-loaded in moet modelz. Therefore, a zharp blow on part of the lock will cause the bolt to
jump toward the blow. If this iz done properly, the bolt will dizengage from the ghackle and the lock will
open.

o, Warded Locks

(1) While combination locks are popular, key-operated lockz are even more popular. (ne type of key-
operated lock ig called the warded lock. Wandz are defined az obstructiong {n the keyway (keyhole) and/or
ingide the lock to prevent all but the properly cut key from entering or working the lock.

{2) There are keyz made tc bypasz most wards in any warded lock. Thege are known ag skeleton keys.
However, a gkeleton key iz not abgelutely necegeary to bypaze & warded lock. A plece of wire bent to the pight
ghape will bypage the wardz yet still make contact with the belt of the lock.

(3) Warded padlocks are frequently zeen in quarterz and on storage zhedaz. These lockz actually affer
very little security. Any lock that reliez entirely upon wardz for ite delay factor iz not a good lock for
security purpoges.

c. Wafer or Digo-Tumbler Locks. Thiz iz a key operated lock. Generally, these devices are more gecure
than warded locks. Wafer locks are uged on mogt automobiles, degke, cabinetz, and in zome padlocks.

¢. FPin Tumbler Loocks

(1) These are uged extenzively in commercial, military, and pezidential zecurity. The pin tumbler
lock generally iz more gecure than the warded or wafer tumbler lock.

In thie lock, pinz are moved by & key 2o that a shear line can be obtained thuz allowing the key to tuen the
plug and operate the lock.

(2) Pin tumbler lockz may be incorporated into padlockz, door locks, switchez, machinery, etc.
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(3) To counter guzceptibility to picking, a mughroom or 2pocl tumbler or pin should be used in the
lock. Thiz type of pin makes pioking conziderably more difficult.

¢, Laver Locks

(1) Some locks uze a system of leverz under spring tengion to provide gecurity. The properly cut key
will move the leverz 3¢ the gates will be properly aligned with the fence, thus allowing movement of the bolt.

(2) Levere are used on zome doorz [(prizon-type doorsz) and padlocks.

i. Dead Bolt Latches

(1} The dead bolt latch may be ugzed on almost any door. It iz eagy to ingtall, inexpensive, and
increages the gecurity pogture of the facility.

(2) For most effective application, the boit of the latch should be applied zo the bolt zlides into
the door cazing fpame op into & keeper firmly attached te the frame (not the door facing).

(3} Chain latchez are not recommended az effective gecurity meagurez. Little effort ig needed ic
force entry with a chain lateh in the zafe position.

¢, Evaluation and use of locks

a. Concept

(1) Certain categories of property must be asseszed for gecurity vulnepability and protective
treatment. If gecurity measurez are implemented uzing established doctrine, they zbould eliminate or reduce
property vulnerability.

(2) The uge af locks 12 only one of the areag to review and conzider when determining methode to
protect property and suppliea. The usze of lockz will reduce the incidentz of theft, pilferage, and
manipulation on the installation.

(3) In evaluating the use of locks, determination should be made ag to the security needed for the
property, pergonnel, and zuppliez. The zelection of a high-security lock for zecurity protection iz of little
use if a low-gecurity hasp (hardware) 12 uged with improper installation. Selection of compatible hagp for the
lock iz nepessary

E-3 Enclogure (1)
Annex E



USHA/AACINST 5500.9
18 0CT 1989

LOSS REFORTING

1. Purpoge. To establigh procedurez for losg reporting of Missing, Lost, Stolen, or Recovered (M-L-8-R)
government property.

2. (eneral. M-L-8-R government property reporte will be submitted as required by reference (f). The Command
Security Officer iz the command’'s focal point for M-L-S-R reporting. Effective reporting of losges and
maintenance of lozs trend analygiz are the bagig for determining the zcope of the logs prevention plan.

3. Migsion. Actual logsez must be reported so that an accurate decizion can be made. To thiz end, steps must
be taken to make sure reportable loszes and individualg are identified. This can be done by matching property
inventories, pequegtz for investigationz, inventory adjustmentz, etc. with losz reportz submitted.

4. Execution. Historically, many audit and inspection reportz have shown that not all required reportz are
submitted and actual loagesz have greatly exceeded reported losgea. Thiz alzo includesz proper reportz to
various departments (police; supply; NIS; NW3C, Crane). The following definitionz are provided to clarify the
uge of terme uged in reference (c) and thiz instruction.

a. M-L-8-R

(1) Missing (M). A mizaing item ie one that iz not readily accounted for.
(2) Lost (L). A lost item iz one that pogitively cannot be accounted fop.

(3) Stolen (8). A stolen item is one that iz either mizsing or logt under circumstances indicating
the poseibility of criminal activity.

(4) Becovered (R). A recovered item iz a unit of material that iz gained by inventory, found, ov-
recovered after previously being reported miegsing, lost, stolen, or guspected to be the remainder of a losg due
to theft or fraud.

(5) M-L-8-R Reportable logs/gaing. Any migsing, loat, astolen, or recovered government property which
meets the sengitivity, material category, or minimum dollar value criteria contained in reference ({).

(6) Serialized Government Property. Any item of government property which has an individual gerial
number affixed by the manufacturer and/or uger activity.

{7) [Ungerialized Government Property. Any item of government property which does not have an
individual gerial number.

(8) Value. The measurement of government property value for M-L-3-R reporting purpozes iz the current
cost of purchazing a new replacement item on the open market (current market value) or the current government
price ligt cost, whichever iz greater. Depreciated values will not be used for M-L-S-R meporting or for the
purpose of reducing single line item threszholdz contained in reference (o).

F-1 Enclosure (1)
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b. Accountability

(1) In each case of losez, theft, or deatruction of property that iz M-L-3-R reportable per reference
(f), effortz will be made to eztablish whether the event involved negligence or noncompliance with eztablizhed
procedures/policies.

(2) The individual(g) responeible will be determined whenever pogsible. Permenz who are determined o
have been negligent op who failed to comply with established procedures or policiez for the handling and
control of government property will be identified by pank, rate, or grade in the M-L-5-F report az required by
reference (d).

c. Investigation

(i) All M-L-8-B peportable property incidents involving migsing, loat, or stolen property, except
stock inventory regults where theit i2 net indicated, must be reported to the Naval Invegtigative Sevvice (NIS)
for invegtigative consideration.

(2) Referral initiation or declination of an inveatigation by NIS will be indicated ir M-L-5-R
property reporte.

(3) Reference {d) explainz reporting procedures and formatting requirementz. M-L-3-E property
incidents not inveztigated by the NIS will be reviewsd to determine {f investigation by detectives (DOD Police)

should conduct an invegtigation.

d. Reporting Frocedures

(1) On determination that government property ig mizeing, logt, or gtolen and a M-L-5-R report iz
required the initial steps will e:

(a) To notify the Security Department (DOD Police) go that an Incident/Complaint Report (ICE)
(OPNAV 58217/1] may be prepared.

{b) To have the DOD Police number the report and inelude date, description of property, and
reported value.

{c) To prepare the M-L-8-RE report with coordination of the Physical Security Office. Azzignment
of the M-L-8-R report number will be by the Phyzical Security Office.

(d) To prepare a Survey Heport (DD Form 200) and submit through appropriate channelz (Security
Officer, Supply, Accounting, ete) for record changes per peference (g).

(e) To make gupe coordination with Accounting 12 performed per reference (g}.
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5. Comments and Action for M-L-S-R

(1) Each M-L-S-R property incident will receive special attention and be carefully described. Stock
phrasesg will not be uged to explain loages.

(2) Repetitive M-L-3-R incidentg involving the same type or clase of material often indicate lack of
adequate local crime prevention or inventory control procedureg, failure to obzerve exizting property controle,
and lozg prevention procedures, or lack of enforcement when procedural violationz occur.

(3) Care must be taken to explain the detailed circumstancesz of a losz in the initial M-L-8-R report or to
estimate the date when an explanation can be expected.

(4) Narrative comments provided in M-L-S-R reports must identity security problems or deficiencies related
to the incident. This im ezpecially crucial if the incident appears to be repetitive in nature. Early
identification of gecurity problem areaz may allow correction before an excesgive number of cogtly, avoidable
losges.

(8) HReporta of disciplinary or administrative action taken should refer to actionz taken againat persona
respongible for theft, fraud, or gimilar acta regarding government property.

(6) Do not confuse thiz with identification/information and diseiplinary or adminiztrative action data
which pertaing to persons gugpected or guilty of negligence or noncompliance with procedures related to
missing, lost, or stolen government property.

(7) Specific security measurez taken az a result of the incidente should refer to corrective physzical
gecurity meagzureg intended to reduce future gimilar logses.
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SURVEY REPORT 18 39
B REPORT OF SURVEY (*) 1R Raport 19867057
— PRIVACY ACT STATEMENT \_TYPE REPORT (X one)
personal infBnstion from the individual s solicited. As required by the Privacy Act 7 ¢ advise: X » RLPORT OF SURVEY

AUTHORITY: 18U S$.C 136, 10U $.C 107Y; Dol instruction 7200 10.
AUTHORITY

pRINCIPAL PURPOSE" To otficially report the facts and ircumitances supporting the assessment of pecuniary
cnarges Tor the 1035, damage. or destruction of DoD-controlied property

b. GOVERNMENT PROPEATY
LOSS/DESTROYED

MOUTINE USES Tointiate investigations of lossesrgaing of DoD-controtied property and record the findings 2 SURVEY NUMBER

and actiors taken N68860-6200-8126
DISCLOSURE 1S VOLUNTARY: Refusal to explain the arcumstances under which the property was lost, 3 DATELOSS/GAIN DISCOVEREQ
damaged. or destroyea may be considered with other factors «n determining if an individual will be held (rymmpp) 86 JUL 19

pecuniar.iy liable

4 NATIONAL STOCK NO S ITEM DESCRIPTION 6 QUANTITY 7 UNIT COSY 8 TOTAL COST
7H
5805-01-069-4362 POWER SUPPLY 5 EA $10,000.00 $50,000.00

K b S, "N

9 CIRCUMSTANCES UNDER WHICH PROPERTY WASM LOST [ cameo [J oamaceo [J oestroveo
(Attach additional pages. as neceisary) STOLEN -
L0SS DISCOVERED DURING AN UNSCHEDULED INVENTORY ON SERTAL #1001. AN INVENTORY LOSS
ADJUSTMENT WAS POSTED ON 6200 AND RESEARCH COMPLETED ON 6220. RESEARCH CONDUCTED THROUGH
5200. ALL RECEIPT DOCUMENTATION AND PROOF OF SHIPMENTS WERE ANALYZED WITH NO DISCREPANCIES

FOUND. A PHYSICAL CHECK OF OLD LOCATIQNS 321 546 123, 346 411 123 WAS MADE BUT SUBJECT
NSN NOT FOUND. SUSPECT MATERIAL STORED' IN UNRECORDED LOCATION.

m (* = Information assigned by

activity secugity office)

10. ACTIONS T
mecessary)

CORRECT CIRCUMSTANCES REPORTED IN BLOCK 9 AND PREVENT FUTURE OCCURRENCES (Artach additiond! pages, as

SPECIFICALLY IDENTIFIED. BUT A SPECIAL REVIEW OF WORK CENTER SAMPLING
S WILL BE CONDUCTED WITHIN 30 DAYS.

(*) NISRA Pensacola notified 25 Ju!' i R

11 _INDIVIDUAL COMPLETING BLOCKS 9 AND 10

a TYPED NAMYE (Last, First, Miadle Inl'!ul)i b. SIGN UREL/ ¢. DATE SIGNED d. AUTOVON NUMBER
BLOCK, GENE B., INVENTORY 5
' SPECIALIST .,j”“ - W f//fj/éyé 922-4140

12 RESPONSIBLE OFFICER

a. ORGANIZATIONAL ADDRESS (Unit Dexrgnation, . b. TYPED NAME (Last, First, Middle Initial} . AUTOVON NUMBER
! )
Office Symbol, Base, State, Zip Code) JAMES, PETER L. DIV. DIR. 1 922-1243

STORAGE DIVISION, CODE 300 e DATE SIGNED

d $IGN
NAVAL SUPPLY CENTER cQ) 0
PENSACOLA, FL 32508 < et "/ ” é
'/

13 ACCOUNTABLE OFFICER
2. NUMBER OF DOCUMENTS USED TO ADJUST PROPERTY RECORD

; SER
b ORGANIZATIONAL ADORESS (Unit Dessgnation, €. TYPED NAME (Last, First, Middie initie)) d. AUTOVON NUM
OMice Symbol, Base, State, 2ip Code) RICHARDSON, THOMAS A. 922-7778

INVENTORY CONTROL DIVISION, CODE 100 [¢ wionaTumt

. (. DATE $IGNED,
NAVAL SUPPLY CENTER /,Wn/ MM
M P4

PENSACOLA, FL 32508

DDF Replaces DO Form 300, 81 MAY. AF Form 194, JAN 83,
s/N O?JFLig?)&?OCO‘; u 00 Form 2090. $EP 77; and DA Form 4697, SEP §1 wihich sre ebsolere.
F-4 Enclosure (1)
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14 FINDINGS AND RECOMMINDATION OF SURVEY OFFICER
a FINDINGS ANO RECOMMENDATIONS (AtTach aakditional pages. a3 necessary)

b DOLLAR AMOUNT OF LOSS/GAIN ¢. RECOMMENDED PECUNIARY CHARGE d. LOSS/GAIN TO GOVERNMENT

1S SURVEY OFFICER
a. ORGANIZATIONAL ADDRESS (Unt Dessgnation, b. TYPED NAME (Last, First, Mrddle initial) C. AUTOVON NUMBER

Office Symbol, Base, State, Zip Code)

d DATE REPORT SUBMITTED TO APPOINTING OFFICIAL e. DATE APPOINTED

f. SIGNATURE ] Q. DATE SIGNED
16 _INDIVIDUAL CHARGED
a | HAVE EXAMINED THE FINDINGS AND RECOMMENDATIONS OF b | AM AWARE OF MY RIGHT TO (1} LEGAL ADVICE AND (2)
THE SURVEY OFFICER AND (X one) APPEAL IF PECUNIARY CHARGES ARE ASSESSED ENLISTED
(1) SUBMIT THE ATTACHED STATEMENT OF OBJECTION PERSONNEL HAVE THE RIGHT TO REQUEST REMISSION OF
(2) DO NOTINTEND TO MAKE SUCH & STATEMENT INDEBTEDNESS
c. TYPED NAME (Last, First, Middie Initial) d SIGNATURE e DATE SIGNED 1. AUTOVON NUMBER
17 APPOINTING OFFICIAL
a RECOMMENDATION (Xone) | b. COMMENTS
X (1) APPROVE
Q) DISAPPROVE
C. ORGANIZATIONAL ADDRESS (Unit Designe tion, d. TYPED NAME (Last, First, Midclc initial)) €. AUTOVON NUMBER
Rase, State, Zip Code) ROSS, MARK R., 922-7632
INVENTORY ACCURACY 'OFFICER, CODE 09 . :

NAVAL SUPPLY CENTER SIGNATURE . DATE SIGNED
PENSACOLA, FL 32508 9 f‘é'

18. APPROVING OFFICIAL

a. ACTION (X one) b. COMMENTS (.) = (Chain of Co l)
b ¢ {1) APPROVED £330 (OP-0O9N)
ﬁ MAVWPNSUFPCEN, Crane (2052)
(2) DISAPPROVED .
¢. ORGANIZATIONAL ADDRESS (Unit Desipnation, @ TYPED NAME (Last, First Moo + initial)) e. AUTOVON NUMSER
Office Symibbol, Base, State, Zip Code) MACHMURPHY, DFENN" S Y., CAPT 922-0029

COMMAND ING “OFF ICER
MAVAL SUPPLY CENTER P ﬁW' *" GN‘

PERSACOLA, YL 32508 W Pé-
DO Form 200 Reverse, OCT 84 s T O Yy L“ oz oes 51
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(*) MLSR Report 198

USNA/AACTNST 55009

L

6 /057 SECN)\VINST 5500

REPORT OF DISCREPANCY (ROD)

\ B SHIPPING

C] PACKAGING

1.0ATE OF PREPAARATION

87 JAN §

3. AREPOAT NUMBTEA

K00129-87-0002

8 TO (Neme end odd rea, L;“ 24P Code)
COMMANDING OFYMRXR -
NAVAL SUPPLY CENTER
NORFOLK, VA 23151

4. PROM (Nems and eddrves. include ZI1P Code)
SUPPLY OFFICER (CODE 300)
NAVAL SUBMARINE BASE NEW LONDON
GROTON, CT 06340

$2. SMIPPERS NAME 3o, NUMBELR AND DATE OF 6. TRANSPORTATION DOCUMENT
INVOICE NUMBER (G, Waybill, TCN., etc.)
SAME AS ABOVE N/A
N/A
Ta. SHIPPERS NUMBER (Purchase T0. OFPICE ADMINISTERING CONTRACT . l!qUISITIDNt RS NUMBER (Requi-
Ovder/SAhipment, Contrect, ate.) {thon, hose Roquant, etc.)
N/A N/A N00129-6310-5287
{ 9. SHIPMENT, BILLING, AND RECEIPT DATA 10. DISCREPANCY DATA ",
AC2
NSN/PART NUMBER AND VT | WANEY L ouanTity Lauan. | unit | ToTAL cooe?] TIoN
NOMENCLATURE 1SSUE BILLED RECEIVED | TITY | PRICE CcOosT CODE
(a) (o) {c) (a) (s) (b) (c) (a)
1H 5999-00-464-6372 EA 3 (] 3 149.00 (447.00 S3 1D
CIRCUIT CARD

RECEIVED TO DATE.

12. REMARKS (Continue on seperule shev! of paper if Aecoseary)

AS1 STATUS INDICATES MATERIAL SHIPPED PARCEL POST ON JULIAN DATE 6319.

(*) NISRA, New London motified 01-24-87, investigation initiated.

MATERTAL NOT

1 DISCREPANCY CODES

CONDITION OF MATERIAL
Cl — In condition gther than thet Indicated on
relesse/roceint document
C2 — Expirea sheif life

Cd — Oama parcel post shipmaent
SUPPLY UMENTATION
D1 — Not received
02 — lilegible Or Mmutliated
L [»F Rt lncompuu Improper or without authority

(Only when recelpt cannot be properly
MISDI‘!CYED LATEI!AL
M] — Addreised 10 wro
OVERAOE/DUPLICAY "IHIWQ,N"
O1 — Quantity in excess of Lhat on receipt docu-

maent
02-Quantity in excess of thet requested (Other
then unit of ssue pach

O3 — Quantijt duplluln shipment
PACKING DIS PANCY

Pl = Improper nvowvubﬂ

P2 = Improper packing

P3 — impropar marking

P4 — Improper unitization

PRODUCT QUALITY DEFICIENCIES
Ql n:_bmu’ materlal (Applicadle to Creant A

and Ixmcuu only)
SHORTAGE OF M 1AL

S1 — Quantity tems than that on receipt documaent
£2 mn!l!Lbu that that requested (Other than
m\l( of -e p-ci)
$3 — Nonrecat o rcwl pOvt shipments
ITEM TECHNI TA

ARKINGS (l.e., Nore
Plotes, Log Books, Omuu H.Mbboh 0 and
{ ucuons. atc.)

natr
T — rvl
T2 — Hegoiw or mutilated
T3 — Precationary 0perational merkings missing
T4 — Inspection data mitsing or iIncomplete
TS — Serviceabiity operating data missing or
Incompiate

Te6 — Warranty dats missing
WRONG ITEM (identify requested item as @
seperete cOPy In liem L] )

W1l — incorrect Hem recéived

W2 — Unacceptable substitute

OTHER DISCREPANCIES

21 — Soe remarxs

2ACTION CODES

1A — Disposition Instructions re-
questec (Reply on reverve)

18 — Materlal being retained (See
ramarks)

1C — Supporting supuly documents-
tion requasted

10 — Material still rtequived expedite
shipment (Nol applicadle to
FMS)

1€ — Local purchase meterial 1o De
returned at supolier’s expense
uniess disposition instructions
to the contrary are u(olvod
witnin 18 days (Rep! re:
varse) (Not applicable (o Fll.l)

1# — Replacement thipment requested
(Not eppliceble to FM3)

1G — Reshipment not required. item
to be revequisitioned

1N — No action required. Information
only

1Z — Otner action requested (See
remaerks)

13. FUNDING AND ACCOUNTING DATA

PARING OF FICIAL

142. TYPED OR PRINTED NWAME, TITLE, AND PHONE NUMBER OF PRE-

MARY SMITH, RECEIVING DIV. DIR. AV 880-5328

140. SIGNATURE M
%/ ‘

13. OISTRIBUTION AODRESSEES FOR COPIES
*) (Chain of Coumand)

S

NAVWPNSUPPCEN, Crane (Code-2052)

(* = Information assigned |
by activity security
office) 4

CNO (OP-O5N)
_v).m

(Previcm edtian is obeolete.)

.

STANDARD FORM 364 (REYV. 2-00)
Prescriped 5y O3A FPMA 101-2048

Enclosure (1)

Annex F
Tab A
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16. PROM!

COMMANDIN® OFFICER
NAVAL SUPPLY CENTER (CODE $3)
NCRFOLK, VA . 23151

17. DISTRIBUTION ADDRESSELI FOR COMIES

18. YO:

SUPPLY OFFICER (CODE 300)
NAVAL SUBMARINE BASE NEW LONDON
GROTON, CT 06340

Use window envelope to mail
this document. Insert name and
address, including ZIP Code,
starting one typing spece below
the left dot. Each address line
must NOT extend beyond right
dot. Address must not exceed
four single space typing lines.

19. IN ACCORDANCE WITH NOTICE OF DISCREPANCY ON FACE OF THIS FORM:

——op, & MATERAT
ro HAS D‘:é‘-‘- SHIPPED

here De:en

DOCUMENT NUMBER

NO RECORD

OF SHIPMENT., RESUBMIT REPORT

TO
b. PROPER DFFICE UNDER APPROPRIATE REGULATION.

PROOF OF DELIVERY (Parcel Post

AN ADIJUSTMENT IN BILL-
D ING HAS BEEAJWILL 13 D D INVOICE |u. Shipments) OR EVIDENCE OF
PROCESSED CREDIT DEBIT ATTACH . SHIPMENT ENCLOSED.
AN ADJUSTMENT IN BILLING FOR THE REPORTED DISCREPANCY WILL NOT BE PROCESSED FOR THE FOLLOWING AEASON
. WHICH IS CITED IN THE INDICATED REGULATION .
(1) REASON FOR NOT PROCESSING (2) PRESCRIBING REGULATION
(a) CHAPTER 5 OF THE GSA HANDBOOK, DISCREPANCIES O®
(2) DISCREPANCY WAS NOT REPORTED WITHIN THE TIME DEFICIENCIES IN GSA OR DOD SHIPMENTS, MATERIAL,
FRAMES ALLOWED AND/O OR BILLINGS (rmn 101-26.6)

CATED IN 191{2)

{b) DOLLAR VALUE DOES NOT MEET THE CRITERIA PRE-
CRIBED IN THE REGULATION DR AGREEMENT INDI- DOO OFFER

{b) CHAP, 2 AND/OR 7 OF DOD 4000.28-
ARDO BILLING SYSTEM (MILSBIL

QA
AND ACCEPTANCE,

20. THE FOLLOWING DISPOSITION IS TO BE MADE OF THE REFERENCED MATERIAL:
DAYS
PROCESS FOR DISPOSAL IN ACC RDANCE REPRESENTATIVE WILL CALL FOR DISCUS-
a. WITH SERVICE/AGENCY DIRECTIVES. b. SION CONCERNING DISPOSITION IN:
DAYS

DREYAIN MATERIAL AT NO CHARGE.

DMATERIAL WILL BE PICKED UP IN:

Dsnw MATERIAL (8pecify location):

’0& (1) DO.L APPROPRIATION CHARGEABRLE,
Aere

(8] D PARCEL FPOST LABEL ATTACHED

() DFRCIOHT PREPAID

postage advanced herewith .

(2) DCHAROES COLLECT-VIA: DFR!IOHT D!XPRI’.“ DPARCEL POST (8
NOTE: Plesse encloss posiage. Material

cannot be returned Parcel Post collect.)

f. EOTHER (Spoeify)

IFMATERIAL (8 STI%L REQUIRED,
2. SUBMIT NEW REQUISITION

REMACEMENT WITH SATISFACTORY
MATERIAL WILL BE MADE ON OR SEFORK:

OATE

23. REMARKS (Continue on sepeareis sheel of papar |f necessary)

PHYSICAL INVENTORY COUNT AND INVESTIGATIVE RESEARCH INDICATES MATERIAL WAS SRIPPED

AS REQUISITIONED. NO CREDIT OR RES

HIPMENT FORTHCOMING.

TYPEC OR PRINT NAME "
O(n or onuAm O(FDFIC?AL ANA‘)/V 05946:4_212]

JOHN PETERS, QUALITY ASSURANCE

24¢, OATE

1/20/817

WU.S. G.P.O. 1981-341-531/1873
Enclodlife (1)
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z: ; (*) MLSR Report 1987/058

DISCREPANGE IN SHIPMENT REPORT | ™" 3 rab et
| (ST TITLE “DSSREP”) 7058 N00000-0000

7 1o . - € MEPORTONG ACTIVITY
GSA Discrepancy Reports Center Naval Supply Center
1500 E. Bannister Road 937 N. Harbor Drive
Kansas City, MO 64131 San Diego, CA 92132
8 CONSIGNOA 8 CONSIGNEE
General Sexrvices Adminstration SAME AS 4
525 Market Street ATTN: 9FSR
San Francisco, CA 94131

7 SrarTER (A oxher e COMBpnar/ | 9. POWNT OF ORIGIN /Cay & Stevre)
SAME AS 5 Stockton, CA
9 IOENTIHCATION IConveyence/vorege Ao | AND CARRIEA ROUTING 10 OESTWATION /Cay & Sasse)
Sears Trucking, INC. (SRTK) National City, CA
. 11. DOCUMENTATION DATA
. w-..g-s PRO-FREIGHT b e OF o GOVEANMENT COMMERCIAL OCEAN
09098 | o™ P p0123456 l B
« uc&l:rnon NOTED ON CARRUA'S DELIVEAY & TYPE OF SraP. ¢ DOCUMMNTS > & 363 PHOTOGARAPHS
MENT COOE ATTACH(D
X ves Ow 0 ves Ow| Oves ]~
. OATE CARRIER SIGNED DATE CONSIGNEE RECEIVED SHIPMENT [ OAT ’ VERED [L DAY
B Cannen s €N OATE DISCREPANCY QESCO mr‘v&a"““
6355 6358 6362 6362
J THIS S A SURVEY DOCUMENT | k. SEAL NOS. AND co«omou ) .
X ves [ wo 3 wracr D mssmc tincim gereds) N /A .
L WSPECTION DATA | DISPOSITION DATA
[ cARRER INSPECTED (Racort ertechedr 7] tNSPECTION WANVED Warver srechea [] ResCTEO (Aocur aneciwas 0 0THER tapien o 2em 134
[[] SOVERNMENT INSPECTED rAapont eracred: . [ nePasneD aT GOVT ExPENSE 18 srvachea
12. DISCREPANCY DATA (Continue in tem 17, & necessary)
ISSUE DATA
: ANTTY
ACOUISiTION DOCUMENT COMMODITY DESCAIP NOMN ,(V;! %'Jscu(r. TYPUAND [ gt UNITS DISCREPANT VALUE OA
AND/OR TRANSPORTATION ANO.OR, NATIONAL PACK ANT caust of BILLED/ COST OF
CONTROL NO STOCK NO. INSN) (PECES) [=1s. S KTV 4 SHIPPED UNITS WEIGHT REPAIRS

(a) ™) () (0 ta} n W o) (0]

u
N0012345678XX {3750-00~82-5741 [BX |500 SS |BX | 800 500 1400 ]2534.00

13 REMARLS [Cowrwe 0 hem 18, 4 necessary) .

CONSIGNOR: Please advxse if shlpped as billed.

CARRIER: Please trace this shortafe azd advise us of your findings.

: (*)= Information assigned by
activity security office
(*) ISRA, Naval Station, notified on 01-03-87

16 RESPONSHLITY

() canmgn [ snerencontracton [ 1RANSSHIPPNG ACTIVITY [ otnen rsoscts
15 DiSTRIUTION OF COPIES (Capmss of Mus o0 el NOT Do Aamushed 10 Comer) a TYPED MAME, TITLE, AND TELEPHONE EXTENSIOMN
*)
Chain ~ and Ve pea. John R. SMITH, TMO, 555-1234
CNO (OP O9N) [t v SIGRATURE
NAVWPNSUPPCEN, Crane (Code 2052) 2 96? é r
NEN 1540-00-0068.240) 301 .108 uemu 31 ALy 1170 STAATION I

e i e RN b i Hvis s
F-8 Enclosure (1)
Annex F

Tab A
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s ANT 1089

-

17. ISCAEPANCY DATA (Coxtinwtin of Suw 12)

) O DOCLARNT COMMOORTY DX 3P T % AR Ve g v Lsats mm“m '
ACOAS T ~ JAJ 1t y
RS T R o e i (SR 2] B [ T o] e
- o~ - w | ®» - [ ®
N/A I
1
18 AEMARKS Contrasiam of dem 13
Loss still exists as 1-30-87
EXHIBITS:
1. GBL
2. Carrier's delivery receipt
3. DD 1348-1
4. Reply from shipper
S. Reply from carrier
19. ACTION BY REVIEWING OFRCIALS
& ABOVE ITEMS MAYE BEEN b, WVENTORY ACCOUNT a CHARGE/TRANSFER 10
[ exremoeo
[ mcxrveo }
4. ACCOUNTIG .
CLASeCATION AA 1234567 8982 111 2222 0 12345 XX 12345678987654321

o APrwOVERG
Orrecaad

TYPED NAME AND TITLR

John Q. DOE

Vit & Bre

DATE
l 15-02-87

20. ACTION BY FIRANCE CENTER

|4

® Gro ; 1984 0 = 430724

Enclosure (1)
Annex F
Tab A
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1000
)

OJ

SECNAVINST 5500.4E - REFERENCES SUMMARY

(a) NAVSUPINST 4440.115G governs the Physical Inventory Program.
It sets dollar thresholds for doing reports of survey and
establishes accountability and responsibility for Navy material
ashore.

(b) NAVSUP Manual Volume II addresses supply accountability
procedures for material on the records of units/activities
including minor and plant. property.

(c) NAVSUPINST 4440.179 governs preparation and distribution of
the Report of Discrepancies (ROD). This covers material lost
while moving from one location/activity to another.

(d) NAVSUPINST 4610.33C deals with the loss or damage of cargo in
transit. It covers reporting requirements for all material lost
in the transportation system. The difference between this
instruction and the ROD manual is that cargo is covered.

(e) NAVSUP P-485 covers supply afloat and contains the Report of
Survey and ROD requirements for afloat units.

(f) OPNAVINST 5530.14A establishes policy and guidance for
effectively using the Missing, Lost, Stolen or Recovered ({(MLSR)
Reporting Program in identifying security deficiencies and
implementing loss prevention measures.

(g) SECNAVINST 5520.3 establishes jurisdictional responsibilities
for the Naval Investigative Service (NIS) in the conduct of
criminal and security investigations and related activities
within DON.

(h) OPNAVINST 5510.1H establishes accountability, control and
security procedures for classifying and safeguarding classified
information and for personnel security.

(i) MCO P4440.150 establishes policy and procedures for reporting
MLSR government property to proper authority within the Marine
Corps.

{j) NAVCOMP Manual Volume III provides additional guidelines 1in
inventory control and accountability for Navy material.

1 Enclosure (1)
F-10 Annex F
Tab B
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MLSR Reporting Thresholds Matrix

- SENSTME TS ALL OTHER
PRECOUS
AMSE METALS PROPERTY
VY/DLA-OWNED CEEONG NAVY - OVER .‘x‘.af‘g, mm
%@W AT NAVY #-L{:QESX.Q_DS N $100 £ST VALLE w% ::ﬁ
STOCK PONTS & ENCLOSUFE (2) PRI LORPS - o 0000
NF ACTIVITES oY) AL oveR 18 o
1) (2 @
PROPERTY OTHER ALL EXCEEDNG NAVY - OVER NAVY: $100.00
THAN *A* THRESHOLDS N 3100 EXT VALLE )
(SHOP STORES. PLANT ENCLOSURE (2) MARNE CORPS -
PROPERTY. ETC) 0@ ALL W@
)
NAVY - DVER
ALL EXCEEDNG NAVY: $10000
STOLEN/SUSPECTED THRESHOLDS N e CORsE @
STOUEN ITEMS ENCLOSUFRE (2) AL MARRE CORPS: ALL
oY) (2
W@
NARCOTIC TEMS NOT MLSR REPORTABLE — REPORT PER NAVMED MANUAL. CHAPTER 21
COMSEC MATERAL NOT M_SR REPORTABLE — REPORT PER COMNAVSECGRU PROCEDAURES

(1) NTIAL® MLSR REPORT REQURED N
ACCORDANCE WITH PAGE 1 ENCLOSURE (3)

Enclosure (1)
Annex I
Tab C




