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choose one: [O Received O Received help from:
(or more) no help [0 Collaborated with:
Homework: /SI110/The Cyber Battlefield/Networks: Wireless Networking
20/16/12/0
1. For each of the network stack layers, Application:
state whether the layer “stays the same”
or “changes” when moving from a wired Transport:
network using Ethernet to a wireless
network using 802.11. Internet:
Link:
Physical:

2. WEP, WPAl, and WPA2 are used not only to provide privacy from host stations
outside the wireless network that might be snooping on the wireless traffic, but 10/8/6/0
also to control

3. Suppose you open up your wireless network control panel and see that the only
available network is one with ESSID “cswlan”. Explain why this does not necessarily mean
that there is only one base station with a strong enough signal for the receiver to

10/8/6/0
detect.

4. Suppose you have a base station with 5.Here’s a picture of

five host stations connected wirelessly a typical home

and that’s it. Explain why any one of the “wireless router”. 10/8/6/0
five host stations can ping any of the It has five ethernet

other host stations, but none of them can ports. However on is

ping any other host? (like rona, 081670 set apart from the

google.com, etc). other four. How is

its function
different from the
other four?
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6. Consider the terminal window to the s I = | B |
right, which shows output from an arp -a C:nUserswchrown.ACADEMY Sarp —a =
mman w r rt’ n n i nfig.
command, two tracert’s and an ipconfig Interface: 10.53.33.223 — Bxb
Below is a diagram in which dots Internet Address Physical Address Type
18.53.33.1 BB—Ad-ed—ab—eh—hf dynamic
represent hosts, each labeled by an IP 18.53.33.285 A-26—h?—e8—Ffe—a2 dynamic
. . 18.53.33.238 R—-21-78-59-87—ea dynamic
address. Given the terminal output, iA.53.33.9255 FF—FF—Ff—FE—FE—FF static
: : 224.8.8.2 B1-0A0-5e—A0-AA—A2 static
draw lines between each palir of dots %%2'3'3'%%2 gi_gg_ge_gg_gg_%ﬁ static
: 8.8 —@8-5e—-00-B0—fc static
that you can tell have a direct 239 .255.255_25@ @1-@A-5e—7f —FF—Fa static
connection from the Internet Layer’s 255.255.255.255 FE—FE—FE—FF—FF—FF static
perspective. In other words, there may C:sUsersswchrown .ACADEMY >tracert —d nsl.usna.edu
be switches or base stations or other Tracing route to nsl.usna.edu [18.1.74.181

. . . i f 38 h H
link-layer devices in between, but from puer a maxinun o ops

. 1 3 ms 1 ms <1 ms 18.53.33.1
the Internet Layer’s perspective they 5 <1 ms <1 ms <1 ms 1P.48.1.93
: 3 {1 ms <1 ms {1 ms 10.48_.1.81
are directly connected because they can 1 I me ams I ome 1851
communicate without a router in between f 5 <1 ms <1 ms <1 ms 18.8.1.2
b <1 ms <1 ms <1 ms 108.1.74.18

them.
Irace complete.

Also, host 10.1.74.10’s default gateway C:xUzerswchrown . ACADEMY >tracert —d blackhoard.usna.edu

router is: i Iracing route to lexington.elearn.usna.edu [18.1.78_321

over a maximum of 38 hops:

1 <1 ms <1 ms <1 ms 18.5%3.33.1
10/8/6/0 2 2 ms <1 ms <1 me 18.48.1.93
3 <1 ms <1 mz <1 ms 18.48.1.81
4 <1 ms <1 mz <1 ms 18.8.2.21
5 <1 ms <1 ms <1 ms 18.8.2.2
6 {1 ms <1 ms {1 ms 18.1.78.32
Trace complete.
C:xUszers wchroun . ACADEMY >ipconf ig
"Mindows IP Configuration E
Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix . : academy.usna.edu
Link—-local IPub Address . . . . . = feBP::9494:354h:2
IPv4 Address. . - - - - - - - . . = 18.53.33.223
Subnet Mask . . . . . . . . . . . = 265.255.255.8
Default Gateway . . . . . . . . . = 18.53.33.1 b
4 fr 3
10.53.75.201 () 10-0-5-2 10.53.33.22
O 10.48.1.86
10.0.2.21 () O

'
10.1.78.32%) ()10.53.33.205

.
10.48.1.98() 10.48.1.93 10.53.33.238

10.48.1.810) O O ©10.53.33.223 30/24/18/0
10.53.53.158 O O
O 10.0.1.21 o 10.53.33.1
10.0.1.20 o 10.1.74.10
O
o 10.1.78.35 o1 % ’ 10.48.1.199
10.53.53.14 .1.78.
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