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MIDSHIPMAN PARTICIPATE IN INTER-SERVICE ACADEMY
CYBER DEFENSE EXERCISE

ANNAPOLIS, Md. — The U.S. Naval Academy will participate in the annual Cyber
Defense Exercise (CDX) conducted from April 18-21. Media are invited to cover the

CDX exercise Tuesday, 19 April, from 2-4 p.m. Contact the Public Affairs office at
(410) 293-2292 for more information.

CDX is an inter-service cyber-security competition. Sponsored and designed by
the National Security Agency (NSA), the exercise involves teams from the Naval
Academy, Military Academy, Air Force Academy, Merchant Marine Academy, Naval
Postgraduate School and Air Force Institute of Technology. During the exercise, service
academies compete to determine which team can most effectively defend their virtual

computer network against malicious attack.

Each year, the exercise is designed around a specific scenario, with constraints

such as time, resources, and information about the "attacker" based on the scenario.
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Teams must choose how to utilize the resources at their disposal to best defend
their virtual network and to keep certain "critical services" running, while the "attackers"
(the NSA team that has designed the competition) attempt to infiltrate the network and

disrupt these services.

The competition is designed to give students experience with designing and
implementing computer security solutions with limited resources (as well as spark some
friendly competition among the services). Students learn how to work with a team to
ensure that their plan will effectively protect their network from attacks, and learn how to
react when the defenses do not work as expected. Additionally, students gain experience
using the tools that are used every day to defend Department of Defense networks against

cyber attacks. The Naval Academy team won the exercise in 2010 and 2005.

The Naval Academy also won the Cyber Security Challenge 1l on March 12, 2010
defeating eleven other teams, including the Military Academy, the Defense Information
Systems Agency (DISA), the Army Intelligence and Security Command, the Department
of Homeland Security, the Naval Criminal Investigative Service, the Army Research Lab,
the Joint Functional Component Command-Network Warfare, the Federal Aviation

Administration and Northrop Grumman.

USNA



	MIDSHIPMAN PARTICIPATE IN INTER-SERVICE ACADEMY
	CYBER DEFENSE EXERCISE

