  NETWORK ADDRESSING

A Practical Exercise       
            

     Name:________________



Objective: To provide hands on experience and further familiarize you with some of the aspects of network addressing.
Part 1. The Physical Address 

 A computer is connected to a network by a Network Interface Card (NIC), also termed a network adapter. That is, the NIC is the physical interface between a computer and the networking medium. The networking medium, in turn, might be a wire, a fiber optic strand, or free space (in the case of wireless networks). 

 The NIC coordinates the transfer of data between the computer and the network. Each NIC is assigned a globally unique address burned into the card's Read Only Memory. All machines on an Ethernet LAN are guaranteed to have unique addresses. No two Ethernet users anywhere in the world can have the same global address. Addresses are 6 bytes, of which 46 bits are used for the unique address. This address is called the Media Access Control (MAC) address.
Question 1. In theory, how many unique MAC addresses are available? 
Question 2. If there are 6.5 billion people in the world, how many unique MAC addresses can be given to each individual before we run out? 

 Question 3. In your estimation, are we in danger of “running out” of MAC addresses? 

Note that all the computers in this lab have (at least) an Ethernet NIC. 

So…now that you know that your computer has a NIC with a unique address, let’s find out what it is.  

Click Start => RUN => cmd => OK  then at the prompt type getmac 
 Question 4. What is your MAC address?____________________________ 

 Question 5. Does anyone else in the world have this MAC address?____________ 

  The MAC address is written in hexadecimal; i.e., each digit you see is a base-16 number. 

 Question 6. Looking at your MAC address in Question 4, what are the last 8 bits of your unique 48-bit MAC address? 

  ___________________________ 

 Recall that a MAC address is 48-bits. The first 3 bytes provide the address of the NIC manufacturer (or vendor). The Institute of Electrical and Electronics Engineers (IEEE) assigns blocks of addresses to various manufacturers. For instance, 3COM has 02608C, Digital Equipment Company (Compaq) has 08002, Cisco has 00000C, etc. 

You can also look up the vendor address by typing it directly into google. Type in the first six hex characters of the MAC to see who the manufacturer of the computer’s NIC is.  Verify the vendor for your NIC card. 

_________________________________________ 

Part 2. Introduction to the ping command 

Ping is a tool that can be used to determine whether your computer can reach another computer across the Internet. From the Windows command prompt, type 

 ping www.espn.com 

You should see something similar to: 

Microsoft Windows XP [Version 5.1.2600] (C) Copyright 1985-2001 Microsoft Corp. 

X:\>ping www.espn.com 

Pinging www.espn.com [199.181.132.250] with 32 bytes of data: 

Reply from 199.181.132.250: bytes=32 time=90ms TTL=114 

Reply from 199.181.132.250: bytes=32 time=90ms TTL=114 
Reply from 199.181.132.250: bytes=32 time=91ms TTL=114 

Reply from 199.181.132.250: bytes=32 time=91ms TTL=114 

Ping statistics for 199.181.132.250: 

 Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

 Minimum = 90ms, Maximum = 91ms, Average = 90ms 

 Ping is a probing tool that sends a packet from our computer to the designated target computer (in this case, the computer with the name www.espn.com) and waits for a reply. The output tells us several things: 

• our ping packet contained 32 bytes of data (it also happens to contain another 28 bytes of header information) 

• we conducted a total of 4 probes 

• we received replies to all four of our probes 

• the round trip time for our four probes were 90, 90, 91 and 91 milliseconds. 

Looking at the ping reply above, notice that www.espn.com is also referred to as “199.181.132.250.” This latter sequence of four numbers (separated by decimals) is termed the computer’s IP address. Thus, the computer named www.espn.com has IP address 199.181.132.250. 

I wonder what would happen if you tried to ping www.espn.com with very large packets and we used many computers to ping at the same time in a coordinated fashion. This would mean that the computer would have to stop for a long time and deal with your request. So, the 

services of www.espn.com would be then be denied to others. You might just call this a denial of service attack.
 Part 3. IP Addressing

ipconfig is another useful utility  and can be used to show your current TCP/IP information.

From the Windows command line type:

ipconfig/all

Question 7: What is the MAC address?

Question 8: What is the IP address?

Question 9: What is the subnet mask?

Question 10: Using the IP address and the subnet mask, calculate the subnet and the host number for your computer.

Now, go to the website  

http://owl.usna.edu/USNAIP.php
Question 11: Find the IP address for the ECE Dept Labs?
Part 4. DNS Servers

Now we have an IP address, but don’t know who owns it. From the windows command prompt type 

nslookup 143.84.217.3

Question 12: Who owns this IP address?

At the command prompt type 

nslookup www.usafa.edu
Question 13: What is the IP address?
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