EE487: Applications of Cyber Engineering Name(s):
SX-3: Lock-picking

Discussion: In this security exercise, students will work in teams to pick
mechanical door locks. This will be a no-technology lab. Students, through a
tangible example with which they have experience, will see that security threats
come simply from people who fully understand a system and use that knowledge to
find ways around the security measures set in place. We should also emphasize that
there are two groups of people who know how to pick locks: Locksmiths and
Burglars. To stop a malicious hacker (black hat) you need to be like the Locksmith
who fully understands your computer system (white hat).

Materials: There are two complete lock-picking sets, consisting of five difficulty
levels, each. Students have two separate reading assignments to complete, so some

will be able to read while other are actively attempting to pick locks.

Goal: Pick as many locks as possible, starting with the easiest and working towards
the hardest lock.

Reading assignments: Erickson, section 0x100, and the “Easy Pickings”
manual.

After completing the reading, answer the following questions:

1. Isitlegal to pick locks (explain your answer)?

2. How does picking a mechanical lock relate to a computer system?
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3. Engineering is all about designing to user requirements, within the
constraints of available time and money. Why make a lock that has more and
more pins? What are the trade-offs for making the lock larger and more
difficult to pick?

4. Assume you are a manufacturer of locks and also assume that you have a
very good patent on a lock design (so your lawyers can protect your
intellectual property). Is it advantageous to you to publish your lock design
to the world? Why or why not? Think about it first; this is a nuanced answer.

5. Isitillegal to break into a classmate’s desk and read his personal letters?
What about breaking into his computer account and reading his emails?
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Now pick as many locks as you can, starting with the easiest. Make notes of your
experience as you go. Be sure to annotate how far you got on each lock, any
strengths or weaknesses of the design, and how you might change things if you
could.
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Conclusion and Results:

Your typed lab report will consist of two paragraphs, in the first paragraph:
¢ Briefly describe what you did in the lab in your own words.
e Discuss something new that you learned.

In the second paragraph, answer the questions:

¢ How could an adversary use this knowledge or these tools for malicious purposes?
¢ How could you use your new understanding to protect your systems and personnel
from attack?

Staple the completed report to the back of your original lab and turn it in to your
instructor at the beginning of the next class.
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