EE487: Applications of Cyber Engineering Name(s):
SX-5: Authentication and Password Cracking

Discussion: This will be a familiarization with authentication measures and their
value. There are many methods of authentication, but passwords are the most
prevalent method on computer systems. Therefore, we want to have a thorough
understanding of what makes a strong password and why only strong passwords
are reliable for authentication.

You may be curious what the other factors of authentication are. In the IT industry,
they are often referred to as “something you know (e.g., password), something you
have (e.g., a CAC), and something you are (e.g., biometrics). Obviously, the more
important protecting the system is, the more authentication measures should be
used, and they can be used in combination. Why not make everything use all of
these measures? What are the trade-offs?

” «

Also realize that “authentication,” “authorization,” and “access” are three different,
but closely related functions. Authentication merely establishes who you are (or
who the computer system thinks you are). That’s essential information to now
determine what you are authorized to do. A common user and an administrator
should be given different authorities on the system. Once authentication and
authorization are determined, the system should properly grant access only to those
programs, files, etc., the user is permitted. How might a hacker take advantage of
this process?

Through use of the password cracking utility John the Ripper (available on the CD),
we will show students why the following things should be avoided in any password:
Personal Information (Publicly available or on Facebook)
Dictionary Words
Commonly used passwords (frequently analyzed from data breaches)
Keyboard patterns
Reduced character sets (only numbers, only lowercase, etc.)
Less than 8 characters

There have been many advances in how computers handle passwords since the
early days. Believe it or not, passwords were originally just stored in a file in the
/etc directory and protected only by the file’s read permissions. The systems have
become more and more creative and complex over the years to match the hacker
threat. We'll learn about “shadow” passwords, “salting,” and “hashing” today.
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Materials: This SX will use the commonly used and freely available program “John
the Ripper” contained on the Virtual Machine.

Before we proceed, we need to get your computer crunching. We'll explain later
what we’re doing, but this gets the password cracker working.

1. Run “John the Ripper” using these commands
cd ~
sudo unshadow /etc/passwd /etc/shadow > mypasswd
john —u=jose mypasswd

Note: This sequence creates a “mypasswd” temporary file in your home directory
that we can use without sudo.

Reading assignment: Erickson, section 0x760, pages 418-424. Optional 424-433.
Read this section in general without paying too much heed to the code. Just get the
idea from the text.

2. In anew Ubuntu terminal tab (bash), navigate to the Zetc directory and list
the contents. Now list the contents along with the following options (often
called “switches”) “~Iha”. These switches merely tell the shell to give you
more information than the basic command does. Find two files: “passwd”
and “shadow” and write down all of the file properties.

3. Use the following command:
Is —lha | grep passwd

This is a VERY useful skill to learn - using a “pipe” to combine two commands
into one. This command asks for a directory listing, but then only produces
any lines that contain the word “passwd.” Now try this “Is —lha | grep
shadow”. Write down the file properties for the other files that are listed that
you did not get in step #1. What are the differences? We’'re going to ignore
the “gshadow” and “gshadow-“ files for now. They have to do with group
instead of users and for now we’re focusing just on users.
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4. The shadow- and passwd- files are backups of the respective files. Look at the
file permissions (the sequence of up ten letters/dashes at the far left of the
output). The very first dash indicates that these are files (and not directories
or links). The remaining nine positions will be the topic for a later lab, but
for now write down the difference amongst these files.

5. Now we will focus only on the passwd and shadow files. Type “cat passwd”
to print the contents of the passwd file to the screen. Find the line for
username “jose” and write it down. Then do a “man 5 passwd” and figure out
what each field means. The “5” option takes you to the help file for the
passwd file, whereas without that option it assumes a “1” and takes you to
the command help file. Why are you able to so readily list the contents of the
passwd file? Is this bad?

6. Now type “cat shadow”. What happened and why? Now type “sudo cat
shadow” and do the same thing that you did in step 5. Type “man 5 shadow”
to see what the shadow file is and what it contains. Why do you think you
need admin rights to list the contents?

7. The “passwd” command (man passwd), is the Linux program that changes
user passwords. What it really does is create the jumble of characters that
you can see in the shadow file. The actual password is no longer stored for
obvious reasons. Instead, the passwd command takes the user password
input and performs a “hash” function. Simply stated, the password is run
through an encryption algorithm called “DES”, along with a “salt” value that is
typically the system timestamp. The salt value precludes any one password
from producing the same hashed output. The “DES” algorithm is run 25
times and in the end a fully garbled value is spit out the other end. This value
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(called a “hash”) and the “salt” are stored in the shadow file. So now we have
a problem. How does the computer later figure out if a password guess is
correct if it never stores that plain-text password? (optional)

8. Now follow the book closely starting on page 422, section 0x762. The
command “tail” is useful because it prints the last # lines of a given file. Often
files we want to look at are so long (like log files) and cat outputs the entire
mess to the screen. Use “tail” to show the last three entries in /etc/shadow.
(tail -3 /etc/shadow)

9. Remember that we started John the Ripper in step 1. Let’s check that tab...

It’s probably still crunching. JtR is designed to run and crunch for a long time
and get progressively more and more complex.

10. While you are waiting, type “top”. What does it tell you? Is john still
running? Do you know what all that other stuff is? Could any of it be

nefarious? Note: Hit “q” to return to the shell prompt and exit top.
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11.

12.

13.

Let’s see what happens when we choose bad passwords. Type the following
to create a new user: “

sudo adduser woop

For the password, type in “army” The rest of the prompts don’t really matter,
but you can fill them in if you like. They are informational and don’t affect
authentication. However, John the Ripper does use them to attempt to guess
a password! So, if you use your office phone number in your password and
type it into the system so others know how to call you, you make JtR’s job
easier.

Let’s look at the password and shadow files again. Use “cat /etc/passwd |
grep woop” and “sudo cat /etc/shadow | grep woop”. Is it what you
expected? Can you figure out the password from this?

Now type “sudo john —session=woop —u=woop /etc/shadow” and hit enter.
How long did it take? Note: There is still another session of “john” running

in the background, so we need to use the —-session switch to tell it we want a
new session to run and not the existing one.

14. Experiment on your own with other passwords and usernames. Use the

“sudo passwd woop” command to change woop’s password.
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Conclusion and Results:

Your typed lab report will consist of two paragraphs, in the first paragraph:
¢ Briefly describe what you did in the lab in your own words.
e Discuss something new that you learned.

In the second paragraph, answer the questions:

¢ How could an adversary use this knowledge or these tools for malicious purposes?
¢ How could you use your new understanding to protect your systems and personnel
from attack?

Staple the completed report to the back of your original lab and turn it in to your
instructor at the beginning of the next class.
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