EE487: Applications of Cyber Engineering Name(s):

SX-9: IP Networking

Discussion: We have discussed the notion of engineering protocols and their
necessity in the world of communications, i.e., without protocols it is impossible to
carry on electronic conversations across a network. In the early days of networks, a
large number of competing protocols were championed by various groups,
governments, and corporations. As is typically the case, however, the open market
tends to determine which survive and which whither into obscurity. The TCP/IP
suite of protocols is clearly one that has stood the test of time - so far at least. While
TCP and IP are each protocols in and of themselves, they were released along with
an entire suite of protocols that have come to be known collectively as “TCP/IP.”

In our last lab we explored the datalink layer, specifically Ethernet, and saw its basic
functionality and limitations, e.g., it uses globally unique, but un-routable, addresses
called MAC or Hardware addresses. Ethernet is great at getting individual data
frames from one computer to another on a local LAN, but we’re going to need
something more sophisticated to turn our LAN into an inter-network and have more
complex data flows and connections. Enter TCP/IP.

Setup: Open your personal Ubuntu Virtual Machine (VM) using VSphere Client and
be sure you are at a CLI with the “midshipman” user prompt. You will have sudo
NOPASSWD privileges on your machine, so be careful!

1. From our last lab, we learned how to view the various network interfaces on the
computer using the command “ifconfig”. Now we are going to use the “ip”
command instead of ifconfig. Since ip essentially “won” the market battle, the
CLI commands have migrated there and the ifconfig command is now
“deprecated.” Bonus - look up “deprecated” as it pertains to software.

a. Type: ip addr show

Does it look similar to the output of “i fconfig”? Your eth1 interface should
have an IP address. Write it down. Note: “brd” stands for broadcast address.
What might that be for?

b. Let’s delete the existing IP address with the command:

sudo ip addr del 192.168.1.XXX/24 dev ethl
(where “XXX” comes from the address from above)

Then enter: ip addr show
and note the difference from the previous time. We’ll explain next lab how
the IP address is formed and what the /24 means.
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c. Try doing a simple
ping —c 4 192.168.1.1

command and note the behavior. Why might this be the case?

Note: Ping is a program included in the TCP/IP suite that allows one to
directly send packets at the IP layer for testing purposes. It is also known as
ICMP Ping. We use the switch “-c 4~ to tell it to send 4 packets and then
stop.

d. Then type:
sudo ip addr add 192.168.1.XX/24 dev ethl

For this XX, use the last 2 digits of your birth year. Use “ip addr show” to
determine what happened.

e. Execute the “ping” command again. What happens now and why? What
does the “ttl” field mean?

f. Isitnecessary for your IP address to be unique? Why do you think we use
alpha codes at USNA?

g. Why do we need to have both an IP address and a HW address (MAC)?

h. Let’s be sure that our eth1 interface is reset to the original IP. Use:

sudo ip addr del 192.168.1.XX/24 dev ethl

sudo dhclient ethl
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2. We know that the computer needs some way to translate HW addresses and IP
addresses on the LAN. If we want to send data directly to our classmate next to
us, there is no reason to send it first to a router (similar to having a thank you
note to send to your neighbor - just ring the doorbell and give it to them rather
than wasting a stamp and putting it in the mail. Both get the job done, but one is
more wasteful.) The computers on the local network use Address Resolution
Protocol (ARP) to get this job done.

a. First we need to cause our computer to try and communicate with all the
other computers on the LAN. Otherwise, it has no reason to try and figure
out the MAC addresses. We'll do that with the nmap scanner program.

nmap 192.168.1.1/24

What does nmap report (in general, not the entire output)?

b. Now type “ip neighbor show” and analyze the output. What conclusions
can you draw? What do you think you are looking at?

c. Ifyour computer wants to send data to one of your classmates, how does
it do this in terms of the TCP/IP reference model (stack)? Sketch a single
Ethernet frame in block diagram format.

d. Assume we are on a switched star-topology LAN with a router connection
to the Internet. Does data destined for our classmate next to us go
through the switch?

e. What about the router?

f.  What would change if we were using a hub instead of a switch?
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3. What happens when we want to send data to the Internet somewhere (not on
our local LAN) in terms of the HW address.

a. Should ARP work outside of our LAN?

b. Thus, can we figure out the HW address of the Internet computer we
want to talk to?

c. Will the IP address (destination and sender) be changed between our
computer and the Internet destination?

What about the MAC address?

d. Type in the command “ip route show”. We'll discuss this much more in
the next lab, but for now, look at the line that starts with “default.” Now
look at “ip neighbor show” again. Via what MAC address will your
computer send data frames to a computer that is located outside of our
LAN on the Internet?
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Conclusion and Results:

Your typed lab report will consist of two paragraphs, in the first paragraph:
¢ Briefly describe what you did in the lab in your own words.
e Discuss something new that you learned.

In the second paragraph, answer the questions:

¢ How could an adversary use this knowledge or these tools for malicious purposes?
¢ How could you use your new understanding to protect your systems and personnel
from attack?

Staple the completed report to the back of your original lab and turn it in to your
instructor at the beginning of the next class.



