Types of Common Access Cards
Proximity Cards


The Common Access Card we will be deploying in Ward Hall is the proximity card.  Proximity cards use radio waves to communicate information between the card and the reader. Inside a proximity card is a small coil of wire. Proximity readers transmit a low level RF signal which creates a magnetic field about the reader.  By moving the card close to the reader, the wire coil moves through the magnetic field which induces a current on the wires. The current allows information from the microchip memory to be delivered to the microchip RF modulator and transmitted back to the reader at an RF frequency of 13.56 MHz.  The modulation scheme in which the data is transmitted is a proprietary binary code with a maximum data rate of 106 kb/s. The reader validates the card ID in the security system database on the control module and unlocks the door. The range of the readers can vary from a couple of inches to many feet. 
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Digital Proximity Readers
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Smartcards

Smartcard technology involves the use of a microchip embedded in plastic cards, with pinouts that temporarily contact the card reader equipment.  The card reader makes physical contact with the “smart chip” contacts and information is exchanged. Smart chips currently have up to 64 KB of memory with efforts to increase it further.  DoD has several initiatives to use smartcards for service member applications.  One is to enhance PKI security. A PIN associated with a smartcard could be used as security access validation.  Service record information as well as security access credentials can easily be implemented into smartcards. In trials, units have used smartcards to speed up routine admin and medical processing for deployments. A service member’s admin and medical information required for deployment is entered onto the smart chip. Those service members with discrepancies are easily identified and processed.  Flight manifests are also completed efficiently.  Interestingly enough, not much effort is being put into smartcards by the major credit card companies.  They feel that the smart card technology is too expensive, and that still more data can be squeezed onto magstripe cards in the future (especially Track 1).  Thus, in the civilian sector, the vast storage capabilities of smartcards are not currently needed.  

The smart chip has eight contact points.  The following table contains the contact point definitions according to ISO7816-2.    
[image: image3.png]1SO 7816-2 |

Govems the dimension and location of
the chip contacts

1 Vee

Vpp-6
3-cLK 107

4RFU ﬂﬂ‘l’—x

Only one location accepted by SO since 1/1/93.
Chip can still be on the front or the back or the
card.

2 RST





  
	Contact 
	Designation 
	Use 

	C1 
	Vcc 
	Power connection through which operating power is supplied to the microprocessor chip in the card 

	C2 
	RST 
	Reset line through which the IFD can signal to the smart card's microprocessor chip to initiate its reset sequence of instructions 

	C3 
	CLK 
	Clock signal line t hrough which a clock signal can be provided to the microprocessor chip. This line controls the operation speed and provides a common framework for data communication between the IFD and the ICC 

	C4 
	RFU 
	Reserved for future use 

	C5 
	GND 
	Ground line providing common electrical ground between the IFD and the ICC 

	C6 
	Vpp 
	Programming power connection used to program EEPROM of first generation ICCs. 

	C7 
	I/O 
	Input/output line that provides a half-duplex communication channel between the reader and the smart card 

	C8 
	RFU 
	Reserved for future use 


Additional Card Technologies

There are several different card technologies that were invented and some that are available today. Below is a brief discussion of the most common card technologies.
HOLLERITH - With this system, holes are punched in a plastic or paper card and read optically.  One of the earliest technologies, it is now seen as an encoded room key in hotels.  The technology is not secure, but cards are cheap to make.
BAR CODE -  The use of bar codes is limited.  They are cheap, but there is virtually no security and the bar code strip can be easily damaged.       
INFRARED -  Not in widespread use, cards are factory encoded by creating a "shadow pattern" within the card.  The card is passed through a swipe or insertion reader that uses an infrared scanner.  Infrared card pricing is moderate to expensive, and encoding is pretty secure.           Infrared scanners are optical and therefore vulnerable to contamination. 

PROXIMITY - Hands-free operation is the primary selling point of this card. Although several different circuit designs are used, all proximity cards permit the transmission of a code simply by bringing the card near the reader (6-12").  These cards are quite thick, up to 0.15" (the ABA standard is 0.030"!).  
WIEGAND -   Named after its inventor, this technology uses a series of small diameter wires that, when subjected to a changing magnetic field, induce a discrete voltage output in a sensing coil.  Two rows of wires are embedded in a coded strip.  When the wires move past the read head, a series of pulses is read and interpreted as binary code.  This technology produces card that are VERY hard to copy or alter, and cards are moderately expensive to make.  Readers             based on this tech are epoxy filled, making them immune to weather conditions, and neither card nor readers are affected by external magnetic fields (don't worry about leaving these cards on top of the television set...you can't hurt them!).  Here's an example of the layout of the wires in a Wiegand strip: 
               ||| || ||   | ||| | || ||    |  ||  ||    |   |  ||  

                  |  |    | |   | |     ||||     ||  ||||     ||

            The wires are not visible from the outside of the card, but if your card is white, placing it in front of a very bright light source and peering inside will reveal the wires.  Notice that the spacings between the wires is uniform.

BARIUM FERRITE - The oldest magnetic encoding technology which has been around for 40               yrs!  It uses small bits of magnetized barium ferrite that are placed inside a plastic card.  The polarity and location of the "spots" determines the coding.  These cards have a short life cycle, and are used extensively in parking lots (high turnover rate, minimal security).  Barium Ferrite cards are only used with insertion readers.

Biometrics 

Biometrics is the technology based on reading the physical attributes of an individual through fingerprint scanning, pupil scanning, face scanning, signature verification, voice verification, and other means.  The scanner records a fixed number (12) of identifiable characteristics of the object and compares them with security database information. Access is then authorized or denied based upon this comparison. 


Biometrics were once limited to government use and to supersensitive installations.  However, biometrics will soon become more prevalent in access control systems because of higher certainty in access validation.  Biometrics should also soon acquire a larger market share in access control sales because much of its development stage has passed and costs will be within reach of more buyers. Eventually, we can expect biometrics to replace all cards because all the primary purpose of plastic cards in your wallet is to help companies identify you.  With biometrics, your identity will be unique and certain.
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