Information Warfare    
                                          Answer Key
1. What is the mission definition of Information Warfare?

Information Warfare involves action taken to achieve information superiority by affecting adversary information, information-based processes, information systems, and computer based networks while defending one’s own similar resources.
2. What are two ways of using bearings to locate a threat? 

Lines of Bearing (LOB) and cross-fixing are two ways that bearings can be used to locate a threat.

3. Deliberate jamming is accomplished through the use of high-powered transmitters normally conducted by an EA-6B Prowler, but if conducted mechanically, what is used to confuse and saturate enemy radars.

Chaff

4. Name and define three types of electromagnetic deception.

a. Manipulative deception – actions to prevent revealing electromagnetic telltale indicators or convey misleading indicators that may be used by hostile forces.

b. Simulative deception – actions to simulate friendly, notional, or actual capabilities to mislead hostile forces.



c. Imitative deception – the introduction of electromagnetic energy into enemy systems that imitates enemy emissions.
5. True or False: Both Counter-C4I and C4I-Protection are closely related and it is hard to distinguish one from the other.


True

6. What are the five pillars of C4I Warfare?

a. Operations security (OPSEC)

b. Military deception (MILDEC)

c. Psychological Operations (PSYOPS)

d. Physical destruction

e. Electronic warfare (EW)

7. True or False: Information warfare helps to eliminate the need to employ forces in a combat situation.


True
8. What is the purpose of PSYOPS?

To induce or reinforce foreign attitudes and behavior favorable to the originator’s objectives.
9. Place an “X” next to what is not a measure of Anti-ES?

___ Tactical evasion

_X_ Electronics intelligence

___ Emissions control


10. Name three examples of Communications Intelligence.

a. Telephones

b. Radio telephones – HF/VHF/UHF

c. Data links

11. During the 1990s, what was the United States primarily concerned about in the Fergana Valley region? 

Islamic fundamentalism 

12. What are the two most common forms of EA available to a commander? 

a. Jamming

b. Deception

13. To determine which contacts represent a threat, analysis of received signals consists of reviewing what parameters?

a. 
Frequency 

b. Pulse Repetition Rate

c. Pulse Width

d. Scan-type and rate

14. What is the difference between Counter-C4I and C4I-Protection?

Counter-C4I prevents the effective use of C4I by and adversary by denying information to, influencing, degrading or destroying their C4I system.  C4I-Protection is the effective use of one’s own C4I system and forces to negating an adversary’s efforts to deny information to, influence, degrade or destroy their C4I system.

15. How is the OPSEC process different from other traditional security programs?

OPSEC is an active procedure designed to thwart specific adversary information gathering, whereas the traditional security programs act as a passive mechanism established to counter a general threat.

16. What is a drawback to using EMCON?

The drawback is the possibility of “blinding” friendly units by denying the use of active detection methods while applying total or partial EMCON to your unit/units so as to destroy the enemy use of their equipment.

