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General User’s Manual 
 

Finding ESAMS 
 
The web site login can be accessed directly by using the following URL:   
 
https://esams.cnic.navy.mil/ESAMS_Gen_2/loginESAMS.aspx 
 
Users can also find the login at http://www.hgwllc.com 
Select the “Customer Links” hyperlink; then click on the “ESAMS Login” link that is located at the top of the 
Customers Links page. 
 
Logging into ESAMS 
 
The initial User ID is the full last name and last five digits of his/her social security number.  For first 
time users, the default password is the last five digits of his/her social security number. 
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First time users will not be allowed to enter the system until the User ID and password are each changed 
from the initial settings and a security question has been entered.  User IDs are not case sensitive so do not 
worry about capitalization; Passwords are case-sensitive and require both capital and lower-case letters. 
The user will first be required to change the User ID.  The user must enter the Current User ID (the User ID 
that was used to login to the ESAMS website), then enter a new User ID.  The User ID must be re-entered 
to ensure that the user is certain of the ID being entered.  Clicking the “Continue” button takes the user to 
the next step. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The next step in the first time login process, the user must change the Password.  The user must enter the 
Current Password (the Password that was used to login to the ESAMS website), then enter a new 
Password.  The Password must be re-entered to ensure that the user is certain of the password being 
entered.  Clicking the “Continue” button takes the user to the next step. 
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Next, first time users will see a screen in which they must select the specific security question using the 
drop-down box, then must enter the correct answer to the security question (shown below).   Once this 
information is entered, the user should click the “Continue” button to move to the next step. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

The next step is for the user to select the Login Preference option.  This will determine how the user is 
allowed to log into the ESAMS website in the future.  The user may choose to login: 1) using PKI/CAC only, 
2) using User ID/Password only, or 3) using both PKI/CAC and User ID/Password, which allows the user to 
login with either procedure.  The user should click the desired option and click the “Continue” button. 
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ESAMS Login page when they return to Login to ESAMS in the future.  Clicking on the “PKI Login” button 
will allow the user to login using only the PKI/CAC card.  Note: The PKI/CAC certificate must be in the 
PKI/CAC reader of the computer for the PKI/CAC login to work. 

 

 

 

 

 

 

 

 

 

 

 

The last step in a first time login, the user must confirm the email address that is associated with the user’s 
account.  The current email address is listed in an open text field, in which the user may type any 
corrections to the address that are needed.  Clicking on the “Continue” button completes the first time login 
process, and takes the user to the ESAMS Main page. 
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Users who have had the password reset by the ESAMS Help Desk will see the screen below, which will require 
them to change their password before entering the ESAMS website – they may change their security question 
and email at this point as well, but this is not required.  The security question is used to identify the user in the 
case he/she cannot remember his/her login at a later date. The ESAMS Help Desk may ask for this information 
to verify the identity of a caller. 
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ESAMS Account Retrieval 
 
 Forgot Password 
 
 Users who cannot remember their Password for ESAMS can click on the “ESAMS Account Retrieval” 
link to see the “Forgot Password” link.  Clicking on the “Forgot Password” link opens a new window in which 
the user can retrieve his/her Password.  After passing the web security page, the user must enter his/her 
correct User ID and answer the Security Question correctly.  The answer to the Security Question must be 
typed exactly as it was entered (including capitalization) or the system will not recognize the answer.  Once 
these actions are completed, ESAMS will send the user’s password to the email address on the user’s 
record.  Alternatively, users logging in with a CAC/PKI certificate can change their password and then enter 
directly into the website. 
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 Forgot User ID 
 
 Users who cannot remember their User ID for ESAMS can click on the “ESAMS Account Retrieval” link 
to see the “Forgot User ID” link.  Clicking on the “Forgot User ID” link opens a new window in which the user 
can retrieve his/her User ID.  After passing the web security page, the user must enter his/her Last Name 
and Social Security Number, and answer the Security Question correctly.  The answer to the Security 
Question must be typed exactly as it was entered (including capitalization) or the system will not recognize 
the answer.  Once these actions are completed, ESAMS will display the user’s current User ID.  Users who 
have not yet changed their User ID will be informed that the Login is the user’s Last Name and Last 5 digit 
of the SSN. 
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Logging into ESAMS – Motorcycle Safety 
 
 Before reaching the Change User ID/Password page, first time users will see a screen asking them 
whether or not they own, plan to own or ride a motorcycle.  (According to OPNAVINST 5100.12H, all military 
personnel who operate a motorcycle on/off base, and all DoD civilian personnel who operate a motorcycle 
on base are required to complete a COMNAVSAFECEN approved motorcycle rider safety course.)  If the 
user selects “No”, they are checked as a non-motorcycle rider and allowed to go on the ESAMS Main page.  
If the user selects “Ask me later”, this page will continue to appear each time the user enters ESAMS until a 
choice is made on this page or the user’s Profile page. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 If the user selects “Yes”, two things will happen: 1) The “Motorcycle Operator Initial” duty/task training 
requirement will be attached to the user’s Profile, and 2) A new page will display in which the user must fill 
out the Motorcycle Information form.  (For user’s that require greater motorcycle safety training, a TRMS 
Administrator or supervisor must add the extra requirement.)  This form can also be reached in the user’s 
Profile (found under “My Links”) by: 1) the user, 2) the user’s supervisor, and 3) a TRMS Administrator.  At 
any time, the user or supervisor may go back into the Profile and click the “No Longer Motorcycle Rider” 
button – this will denote the user as no longer being a motorcycle rider, but a TRMS Administrator must 
remove the “Motorcycle Operator Initial” duty/task for the training requirement to be removed.  Note: When 
completing the Motorcycle Information form, the user must select the “Save” button to retain the 
information; clicking the “Close” button will exit the page without saving the information, requiring 
the user to input the information again.   
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Becoming Familiar with ESAMS 
 

Quick Launch Box 
 
The Quick Launch box is divided into My Links (for 
standard level access), Supervisor Links, News and 
Events, Help and Admin Links.  It should be noted that 
users will only see Quick Launch links pertinent to their 
access in the system. The Quick Launch contains the 
following sections:  

• My Links 

• Supervisor Links  

• News and Events 

• Help 

• Admin Links  
My Links 
 
My Links contains all the basic areas that a standard 
user would need to access in ESAMS.  
 
Supervisor Links 
 
Supervisor Links contains all the links that a person 
with supervisor access would need in ESAMS. 
 
News and Events 
 
News and Events will contain the most recent ESAMS 
Newsletter and any messages that the region or 
claimant wishes to post.  Personnel with higher 
administrative access may see the Executive Safety 
Summary. 
 
Help 
 
 Navy POCs (Points of Contact) 
 FAQs (Frequently Asked Questions) 
 ESAMS Documents contains detailed instructional 

manuals for each application and quick reference 
guides. 

 Help Desk Number and Hours of operation 
 Email the Safety Office to contact the Regional 

Safety Manager or Claimant Safety Manager. 
 Questions and Comments should only be used for 

problems specific to the web application functions 
and should not be safety program issues. 

 
Admin Links 
 
These links are used only by ESAMS Administrators 
with specific access for each application.  

 

 



ESAMS System Basics 
 
Navigating and Exiting 
 
Users should try to refrain from using their browser “Back” or “Forward” buttons.  
Each page in ESAMS should have an “Exit,” “Return to Main Page” link, or a 
“Back” button within the web application that will allow users to navigate properly 
through the application screens.  When a user is finished using the system, he or 
she should log off the system by using the “Log Out” link that can be found 
throughout the applications. 
 
Contacting ESAMS 
 
The Request/Message Tracker application will make it easier for users to make requests of the ESAMS 
Technical Support / Help Desk and even to track the progress of those requests, facilitating easier contact 
for all users, especially those who cannot contact the Help Desk during normal business hours or do not 
have a valid email address.  There are several areas within the website that personnel may use to contact 
ESAMS: 
 
• Bugs (Most pages) 
• Training Questions (Web Training Pages) 
• Questions or Comments (Main Page – Help) 
• Data Change Request (Administrators Only) (Main Page - Administrative Links) 
• Personnel Update Request (My Links – Profile) 
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Utilizing one of these links/buttons creates a Request 
Message in ESAMS and associates that request with a 
Request ID number.  This Request Message appears in the 
Request & Assignment Tracker of the appropriate Technical 
Support personnel (Bugs, Webmaster, Data Change, etc) at 
the ESAMS home office, as well as appearing in the 
requester’s Message Box area (My Links).  The user can track 
the progress of requests in the Message Box area, viewing 
the status of their request: 
 
• New – Request is newly submitted 
• Open - Personnel working on Request 
• Completed – Request completed 
 
 
 
The user will also be able to submit further messages relating to the request through the Message Box, 
allowing for communication between the requesting personnel and the ESAMS personnel working the 
request.  By clicking on the Request ID number, the user may open the window with an open data field in 
which to post comments.  Clicking the “Submit Message” button sends the comments to the ESAMS 
personnel working the request.  ESAMS personnel may make comments in this area as well, 
communication with the requester to ensure that the request is worked properly. 
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Using Other Pop-Up Types 
 
Pop-Up Selection windows are used throughout the ESAMS system to 
populate data fields.  To the right is an example of the triangle to click to 
access these pop-up selection boxes.  The triangle refers to a pop-up 
selector.  Whenever possible, select the triangle to generate a pop-up 
selection menu.  

 
DO NOT TYPE INTO THE FIELDS WHEN THERE IS A POP-UP 

SELECTOR AVAILABLE TO USE! 
 
 
There are four basic types of Pop-Up Types: 
 

 Calendar/Time 
 Fill-In Search 
 Single Select 
 Multi-Select 

 
Calendar/Time Pop-up Selection  
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To the right is an example of a calendar pop-up 
selection window used to select dates for fields in the 
system.  Notice the default selection is the current 
date. 
 
To select a date follow these steps:  
Select the year and then select the month. 
Click on the desired date next. The calendar 
pop-up window will disappear and the date 
selected will appear in the text box.  Also to 
the right is an example of a time pop-up 
selection window. The window displays 
military time in 15-minute increments.  
Users should select the time closest to the 
actual desired time.  The pop-up window will 
disappear and the time you selected will 
automatically populate the text box.  

 
The Fill-In Search Selection Pop-Up 
 
To the right is an example of a Fill-In Search Selection Pop-Up. To begin your search, type in the first 
part of the name and then select the “Search” button.  Below and to the right is an example of the 
results of search criteria that was typed in above.  In this case, the result happens to be a Single Select 
Pop-Up. 

 
 
 
 
 
 
 
 
 
 
 



Single Select Pop-Up Windows 
 
Single Select, as the name implies, only allows the user one item 
in the list as shown to the right. Left mouse click on the correct 
item; this action will populate the field and the window will 
disappear.  If the desired record did not appear, try the “Search 
Again” button and change the search criteria. 
 
Multi-Select Pop-Up Windows 
 
Multi-Select pop-up lists allow the users to select more than one 
item.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Note: Pop-Ups Can Hide.   
Pop-ups are really only little browser windows and can sometimes hide behind a larger browser window.  If 
a Pop-Up won't open, it may be because it's already open; check the status bar for multiple browser 
windows.  
 
Change Logs 
 
All Users should be aware of the change 
logs that are located throughout all the 
applications but only viewable by 
administrative personnel. The Change 
Log is an expandable memo field that is 
appended each time a user makes a 
change to a record. The system logs a 
date, time, user's name and the action 
taken. This allows system administrators 
easily to view who, when and why a 
record may have been changed. This 
also serves as an electronic trail to help 
identify users who choose to abuse the 
system or are consistently careless in 
entering data. To the right is an example 
of a change log. 
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On-Line Help  
There are multiple ways to get assistance with ESAMS. 

1. Review the ESAMS for Supervisors On-line training 
2. Utilize the “Request Message” function for assistance (see above, pg 6) 
3. Download manuals from the “ESAMS Documents” link  on the main page 
4. Send a Bug Message for assistance 
5. FAQs (Frequently Asked Questions) page 
6. Call the Help Desk during hours of operation  

 
Bugs  
 
“Bugs” was referred to in the Contacting ESAMS section (pg 6).  Administrators will see the “Bugs” button in 
most of the applications.  This is yet another way to get assistance from ESAMS technical support.  Any 
problems or errors experienced should be pasted into this request along with a name and number to 
expedite the process of contacting the user concerning the resolution of the error or problem.  The button 
can be found in several places across the ESAMS system. 

 

 

 

 

 

 

 

 

 

 

 

ESAMS Main 

This button returns the user to the ESAMS main page.  The link can be found in several places across the 
ESAMS system.  

Log Out 

This link logs the user completely out of ESAMS.  It is important for security reasons to always completely 
log out of ESAMS properly, using the appropriate links available.  Avoid closing a session by clicking on 
the red “X” button at the top of your internet browser.
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My Links Section: 
 
 
Messages/Not Read  
 

The “Messages/Not Read” link is used to view messages sent within 
the ESAMS system.  These messages occur as a result of users 
who have input a Bug report of an error in the system, or have 
requested a change to data within the system.  This internal 
messaging system allows users and the ESAMS Technical Support 
personnel to communicate securely and quickly about the issue they 
are discussing.  Users may click on the message to read it, and may 
send return messages back to the Technical Support personnel. 

 
 
 
 
Profile  

The "Profile" link is accessible by all users. The "Profile" contains 
information about the user such as command, installation, 
supervisor, etc.  The "Profile" page is divided into seven sections:  

Section 1 - Personal Info 

 The “Personnel Info” page is the initial page that will show upon selecting the Profile link.  
This page contains all personal information on the user, including access levels.  Other sections 
of the Profile area can be viewed by clicking on the appropriate link at the top of the page.  For 
example, if a user wished to view mishap history in the profile, the user would click on the 
“Mishaps” link. 
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To Edit profile

1. Click the “Edit Profile” button. 

2. The white fields on the profile can be modified by using the triangles or the text fields 
provided.  The text fields must be typed in and saved.  Clicking on the triangles will display a 
pop-up and will automatically save the data.  The top portion of the “Edit Profile” window 
cannot be changed.  For any information that cannot be edited, the profile displays the name 
and contact information for an administrator.  Clicking on the provided email address will 
open a new window in which the user may email the change/correction request. 
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Section 2 - Duties/Tasks 

This section lists the user’s assigned duty/tasks.  Each duty/task is listed with the associated training 
requirements, medical surveillance programs (Stressors), and PPE requirements. 

 

 

 

 

 

 

 

 

Section 3 - Training 

This section provides both the outstanding requirements and the training history for the user.  The initial 
page shows training requirements coming due and the immediate training history of the user.  
Outstanding requirements will display the due date in red.  Clicking on the link under the “Course 
Availability” column for any class will direct the user to the proper area to receive the training.  If the 
course is available on ESAMS, the user will be taken directly to the training.  If the course is classroom 
training, the user will be able to search for and enroll in available classes.  If the user is already enrolled 
in a scheduled class, clicking on the number in the “Class ID” column will display the class info for each 
class selected. 
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Training History 

The “Training History” button displays the user’s full training history.  In the training history pop-up, 
the course listings can expand (using the “+” next to each course) and provides a detailed list of 
each class taken for that specific course as shown above.  The user can also sort the lists by 
clicking on the heading of the columns.  (Example:  If a user wanted an alphabetic listing of his/her 
historical training, he/she can click on the “Course Title” heading and this will sort the training list 
alphabetically.  The action will be the same for the other columns as well.)  Finally, the user may 
print out their own training history by clicking on the “Printable” link, located just above the list of 
classes.  The user will be shown a preview of the training history as it will be printed.  Clicking the 
“Print Report” button in the top right corner will send the training history to the printer.  Users may 
also print certificates for any OJT or Web-based courses taken on ESAMS by clicking the “+” next to 
the desired course.  The expanded list will show the “Print Certificate” link.  (This action can also be 
performed from the “Needed Training” link.) 

 

 

 

 

 

 

 

 

 

 

 

 

 

Section 4 – Mishaps 

This section provides a list of mishaps that have been filed on the user; it displays the mishap date and 
the status of the mishap. 
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Section 5 - Medical 

This section displays the Medical Surveillance Programs the user is enrolled in and the information 
associated with physical exams and medical stressors.  It includes past evaluation results, the dates 
until which those physical exams are good, the next scheduled physical, and a list of the 
“Physician/Designee” for each past evaluation. Clicking on the “detail” link will open a window allowing 
the user to view the medical surveillance record for each evaluation. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Section 6 – Respirator  
 

This section displays the user’s participation in a respirator program (if any).  It includes all fit tests taken 
by the user and the results of those tests. 
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 Section 7 – Equipment 
 

This section displays any equipment that has been placed under the user through the E-Tracker 
system.  Pertinent data about the equipment can be viewed in this section. 
 
 
 
 
 
 
 
 
 

 
 
Web Training 
 

Click the “Web Training” link to view any web training that is needed or a complete list of all web-based 
courses that are available in ESAMS. 

The top section has the requirements for the individual user and the bottom section is the complete list of 
training that is available to the user. 
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Classroom Training Schedule 
To enroll in upcoming training classes, the user may click the “Classroom Training Schedule” link to 

display the available class schedules (including the class title, date/time, facility/Installation, location, etc).  
Some classes require quotas needed for the instructor to teach the class. If quotas are not met, the class 
may be canceled. Check this area to verify any classes that may have been canceled.  There is a “Help” 
button to assist with any questions or problems the user may have. 

Enroll On-line 

Individuals can enroll themselves into training classes.  

To Enroll in a Class 

1. Click the “Classroom Training Schedule” link. 

2. Click “Enroll Me” after searching through and finding an upcoming class to enroll in it.  A screen 
will display confirming the enrollment for the class.   

3. Click the “Close Window” button and the full classroom training schedule will display once 
again. 
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Check/Remove Enrollment 

Users can view a list of individuals enrolled in a class.  There is also a “Remove” link that allows 
personnel to remove only themselves from the class.  An administrator must use the TRMS “New/Edit 
Class” to remove a student from the class roster (See TRMS Manual, pg 36, or the TRMS Class Admin 
Only Manual, pg 9).   

Check Enrollment in a Class 

1. Click the “Classroom Training Schedule” link. 

2. Search through the upcoming classes and click “Enrolled.”  A screen will display showing a 
roster of the personnel enrolled for that specific class.   

3. Users may click the “Remove” link to remove themselves from the class roster. 

 
 
Outstanding Training 

The “Outstanding Training” link opens a window that displays an individual’s mandatory and non-
mandatory outstanding training.  To take this training, the user must go to the “Web Training” link either 
under “My Links” or in the navigation bar at the top of the page. 
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My Inspections 
 
 The “My Inspections” link takes the user to a new page that displays inspections with which the user is 
associated.  Users listed as Point of Contact (POC) will only be able to view upcoming scheduled inspections, 
while users with Inspection, Deficiency and Abatement Tracking System (IDATS) access will be able to see 
scheduled, open, or reopened inspections through this link.  Clicking on the Inspection ID number will open a 
new window containing the inspection information. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Report Near Miss 
 
A Near Miss Report should be submitted for an act or event in which injury or property damage was avoided 
merely by chance.  You are encouraged to verbally report this event to your supervisor prior to submitting this 
report to ensure immediate steps are taken to prevent the injury or property damage that was avoided this time. 
 
 To submit the Near Miss: 
   - Click on the "Submit Near Miss" button. 
   - Complete all fields on the Near Miss Report. 
   - Click the "Submit" button. 
 
You supervisor and safety staff will be notified of this event via e-mail. 
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My Hazard Abatements 
The “My Hazard Abatements” link takes the user to a new page that displays inspected deficiencies 
(hazards) for which the user has been assigned as a Person responsible for Abatement (PRA).  Clicking on 
the Deficiency ID number will open a new window containing the deficiency and abatement information. 
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Report Unsafe/Unhealthful 
The “Report Unsafe/Unhealthful” link allows the individual user to input an unsafe/unhealthful for an 
administrator to evaluate, or check the status of an existing report.  Users can also print out a blank form to 
file an Unsafe/Unhealthful report physically, or find instructions on filing an appeal. 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
Safety Survey 
The “Safety Survey” link allows the 
individual user to submit several different 
surveys.  These surveys include 
Personnel Critique of the NAVOSH Safety 
Office, NAVOSH Interview Questionnaire 
for Supervisors, Safety Inspection 
Customer Satisfaction Survey, Safety 
Climate Survey, and Self Assessment 
Process Survey.  A description of each of 
the surveys is briefly noted to the right of 
each survey. 
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Change My Password/User ID 
 
 Clicking on the “Change My Password/User ID” link takes the user to the Password page.  From this 
page, the user may create a new password, change the listed security question and/or answer, alter the listed 
E-mail address, or change the User ID.  Clicking the “Save Above Changes” button will save all changes made 
in the top portion of the page, then take the user to the main page.  Clicking the “ESAMS Main” button will take 
the user to the main page without saving any information.  Any time the user wishes to change information in the 
top portion of the page, the password must be changed. 
 In the lower portion of the page, the user’s Current User ID is displayed, along with an open field into 
which the user can enter a New User ID.  The User ID must be between 8 and 30 characters long, using letters 
and numbers.  Clicking on the “Save New User ID” button will make the change to the User ID; the user can 
click the “ESAMS Main” button to return to the Main page.   
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