IT 430 – Lab 1 – VMWare, Unix, Linux and Windows Familiarity

Names: ________________________________, ________________________________

Goal: Understand command line UNIX/Linux and Windows structure and commands well enough to implement advanced software packages and settings in future labs.
Task:  Groups of 2, complete and hand in prior to the start of the next Wednesday class.  You are encouraged to discuss subject matter with other groups, but final answers should come from your group.

Part I - VMWare and Windows basics
· Open VMWare Workstation.    Then open the MS Windows XP located in  c:\Information Assurance\Green XP\ (Don't start it yet).  Go to VM->Snapshot->Take Snapshot.  Name it with your initials.    Then repeat these actions for the Fedora Files Linux in 
c:\Information Assurance\Fedora 7\.  Whenever using VMWare you will ALWAYS take a snapshot (so that it can be left in the state you found it!)
· In your own words, describe what VMWare does, and how it works?

· Describe how Green XP and Fedora Linux images were created before you arrived

· In VMWare, what is the difference between the Host and the VMImage?

· How much RAM/memory does the Windows XP image have?

· What is the maximum hard drive space allocation for the Windows XP image?

· Double click on the Ethernet Setting.  Should you be able to get to the internet from the VM Image, why or why not?

· Start the Windows XP VMWare student Password: GoNavy1!
· Note that all of the following commands will be from inside the VMWare image that you just started…not the desktop “host”

· Go to the control panel – What user accounts are set up and with what privileges?
· Create a new account with limited privileges.  Try to delete the student account.  If there are multiple users on a single XP box, what is the minimum number of accounts with full access to everything?
· From Start/Run type cmd  At the command prompt type ipconfig
· What is your IP address?

· From Start/Run type cmd  At the prompt type netstat /?  Do as it tells you and type in netstat with the appropriate  “switches” to answer
· What protocols are running?

· Press the uparrow key and note that you won’t have to do as much typing

· At the command prompt type lusrmgr.msc
· Which accounts are there that you did not list above (and are they currently active)?

· How could this be used against you by an “insider” wishing to get into your system?

· From the control panel go to scheduled tasks and schedule a game of solitaire in 2 minutes (Use the time listed on your VMImage)
· What are the security implications of scheduled tasks (assuming someone can get into your system?

· From the command line type taskmgr   Go to the processes tab.  Try to delete the smss.exe process

· From the start menu, right click and explore to the Windows.  Right click on Notepad and copy the file.   Copy to your desktop and rename it smss  Now click on that icon.  From the command line type taskmgr   Go to the processes tab.  There should be 2 smss.exe files (not smss.exe.exe).  Try to delete the smss.exe processes

· What does this imply about how hackers might use smss.exe?
· From the start menu/all programs/games open minesweeper
· Go to the task manager and see that winmine.exe was added

· From the command line type taskkill /? to see the options.  
Try taskkill –im winm* (* is a wildcard, meaning anything that follows)

· Now start the minesweeper again

· From the Start/Run type tasklist (you’ll notice that it goes by quickly)

· From the command prompt (after typing in cmd in the Start/Run type tasklist and then taskkill /PID [process number]

· How does the fact that these commands can be made on the command prompt give the hacker a possible advantage?

· Now you will leave the VM image and go to the Host (the original computer you logged into) Hint:  <Ctrl> + <Alt> releases the cursor
· At the command prompt type ipconfig 

· What do you have additional that you did not have on the image that you opened in VMWare and Why?
· Log out of the VMWare Windows image and shutdown the image

PART II -  Unix Basics

· Now, go back to the VMWare and click on the Fedora Linux Tab.  You will use this image for the rest of the tasks
· Run the Linux Fedora Image in the VMWare Workstation – Remember, EVERYTHING in Linux/Unix is Case Sensitive!
· Login with ID: student Password: GoNavy1!
· Right Click on the Applications->System Tools->Terminal
· Type man ls  What does the man and command give you (hint:  type man man)?

· What is the difference between an ls and ls –a command…try it and see (files starting with something are hidden)

· How do you think files starting with this could be used by a hacker?

· Type cd /etc and then list the files again (note it should be /etc NOT \etc).  Then try pwd    what does this command do?

· Type ls -al Note the passwd file.  Try to look at the passwd file…a few different ways
· Type cat passwd  What does this command do? (hint refer to the man command)

· Type more password  What does this command do?
· Type tail passwd  How does this differ from cat?

· Type cat passwd | more  In this case it looks just like more passwd but what you are really doing is… (Hint Type ls | more)
· Which accounts have a User ID of 0? 
· Try to delete some data in this directory or try to change it…Why won’t it let you?

· Try a long listing (man ls to find out how)…what are the Student permissions for /etc/passwd? (Hint:  1st position says whether it’s a directory ,  2,3,4 say what the owner can do, the next 3 show the group permissions and the next 3 show “everyone else”

· From the /etc directory type ls –l shadow  What permissions are assigned?

· Now you are going to “switch user” to the all powerful root.  Pay close attention to what you are doing as root since you can pretty much bypass all of the controls.  
Type su root   The password is GoNavy1!
· Now, type cd /etc and then cat shadow
· What are the similarities and differences between the /etc/passwd and /etc/shadow files?  (Hint: man shadow or google)
· Sign out as root (type exit).  Then type cd which without any arguments takes you to your home directory (/home/student).  Type mkdir beatarmy  to make a test directory , then cd beatarmy
· To create a new file gedit test_permissions and type into the file Go Navy – Beat Army   Save and close the file.  Now you want to change the permissions.  Type 
chmod 740 test_permissions  then ls –al
· What permissions are listed now for the test_permissions file?
· What command would you type if you wanted to change the permissions to rwxrwxrwx?  (Hint: man chmod)

· Now type md5sum test_permissions  What are the first 5 digits of the result? 
· gedit test_permissions add to the file an ! after Beat Army
· Once again type md5sum test_permissions.  What are the first 5 digits of the result?  Why is it different than before (hint man md5sum)?

· So now you are going to create two new users
· Go to the System->Administration->User and Groups  Type in the root password and add user.  Username: student10, Full Name: student 10, Password: GoNavy1!  Then double click on student10, go to Groups tab and add to the Student Group
· Go to the System->Administration->User and Groups  Type in the root password and add user.  Username: student20, Full Name: student 20, Password: GoNavy1! (Do Not add to the student group)  
· Now close out of that window.  Go back to your terminal and su student10
· Now cd /home/student/beatarmy and try to change the test_permissions file.  Why can you read but not write to the file?

· Now exit then, su student20  Again cd /home/Student/beatarmy and try to change the text.  Why can’t you even read it?

· Now, Switch User to root, cd /etc and then gedit passwd  
· Change both the UserID and Group ID of Student20 from (something like 502) to 0, then save and exit out of gedit

· exit out of root,  su student20  then whoami

· Who does it say you are?

· What are the implications of changing someone to userID 0?

· Now remove the student 10 and student20 accounts and all of their directories…do not remove student or Eve (as you should never keep "spare" accounts around…that's a big time hackers dream!)

· Type exit (if necessary until you have only your Linux Desktop open then click on the Fedora, Logout and click the Shutdown Button then OK.  When the image has finished shutting down, exit vmware….Always get in the habbit of shutting down instead of just closing out by hitting the X on the window...VMWare needs a complete shutdown. Go to VM->Snapshot->Snapshot Manager then Right Click on You are Here->Select all Snapshots->Delete. (Again, at the end of lab you should ALWAYS do these steps to leave the image like you found it)
· Note:  If you are unable to finish the lab during the period, see your instructor, so we can save the files and you can come back on your own time.
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