IT430 Network and Firewall Lab

Name ________________________, __________________________

This lab is to be completed in teams of 2, no more than 3.

Goals:

· Understand basic networking components

· Connect a simple network

· Understand Cisco Commands
· Understand the difference between a host firewall and a network firewall

Equipment

· Cisco 1811W

· What is the difference between a hub, switch and a router?

· In your own words, describe the capabilities of the Cisco 1811W.
· Name the approximate price of the Cisco 1811W and the Netgear DS108 8 port hub.  (I ask this so you have some idea what you have to pay for which capabilities).

· Based on this information (and information obtained off the web), describe how a subnet mask works.

· Sometimes a hub is just what you need to connect a small network, but other times you need programmable switches and routers.  Now you are going to look at the Cisco 1811W as a firewall.  There are at least three ways you can access the settings of this router/switch/firewall.  First is via telnet…recall that telnet passes your credentials in the clear…probably not a great practice.  Next is through  a direct serial connection from your computer.  If you turn off the other means of access this is the most secure, given that you have to have physical access to the router to make a configuration change.  This will require use of a command prompt.  The other way is a Java GUI via https (more secure than telnet but not as secure as the serial connection).  This has proven to quit whenever it wants to…so we’ll go with the command line.Connect the light blue cord from your Middle PCs serial port to the console port on the CISCO 1811W.  
· Log in to the sandbox computer with UserID: Netstudent PW:  NETstudent12#$

· From the computer on the right (we'll call this one inside…recall our discussion on architecture), connect the light blue cable from the serial port to the console port of the router.   Go to Start->Programs->Accessories->Communications->Hyper Terminal
· Name the connection  Cisco 1811W and connect using Com1, then set the port settings to 9600 Baud, 8 Data bits, None Parity, 1 stopbit, flow control hardware.  Then hit return a couple of times.  You should see a Cisco banner. Keep in mind you are going at 9600 Baud, so you have to be very patient.
· Hopefully it will ask you if you would like to enter the initial configuration dialog

· Say no (Hint:  for your projects, you may want to say yes, then see what it gives you as the defaults…may be more secure)
· Type enable.  If a password is requested try cisco and cisco
· Now we are going to set up the router and switch .  At the prompt you would type in the following, (but instead, open the text file, select all and  copy the file (DMZ.txt from c:\Information Assurance\DMZ lab) then go to the hyper-terminal console and at the router>Go up to Edit->Paste to Host) .  This will run all of the commands that you copied.  Sometimes the extra returns don't always take, or some of the commands get cut off, so you have to actually read the screen (I know…a mind is a terrible thing to use!)

· Define the concept of a VLAN in your own words

· Comment the script below in English….Don't know what a command is doing….here again, you may actually have to look it up…sorry!  You definitely need to understand the concept of a VLAN to understand this script.  
enable

conf t

service password-encryption

hostname DMZ
enable secret GoNavy1!

no ip domain lookup

interface FastEthernet2





 switchport access vlan 2 



interface FastEthernet3

 switchport access vlan 3

interface Vlan2

 ip address 2.0.0.1 255.0.0.0

 ip access-group inside-inbound in

 ip access-group inside-outbound out exit

interface Vlan3

 ip address 3.0.0.1 255.0.0.0

 ip access-group dmz-inbound in

 ip access-group dmz-outbound out

ip access-list extended routerin

 permit any any

ip access-list extended dmz-inbound
 remark from DMZ to the router

 permit any any

ip access-list extended dmz-outbound
 permit any any

ip access-list extended inside-inbound
 remark from inside to router

 permit any any

ip access-list extended inside-outbound
 remark from router to inside

 permit any any

line con 0

 password GoNavy1!

 login

line aux 0

 password GoNavy1!

 login

line vty 0 4

 no password

 login

exit

exit

copy run start

· Now show interface status and you should see your new Vlans created but not connected
· Now show access-lists and you should see which computers can do what 
· From your PC on the left (Inside) set the IP to 2.0.0.2 and the subnet to 255.0.0.0 and the default gateway to 2.0.0.1
· From the PC on the right (DMZ) set the IP to 3.0.0.2 and the subnet to 255.0.0.0 and the default gateway to 3.0.0.1 
· Now physically connect Ethernet cables from each PC to a switch port on the 1811.    Connect the Left PC to port 2.   Connect the right PC to port 3 (note that port 2 and port 3 are special ports and basically allow ports to act like routers (Layer 3) for the VLANS instead of Layer 2 (if this terminology is new to you, you need to study your OSI model in more detail) 
· Now from the Console show interface status and you should see vlans 2 and 3 connected

· Now lets do some ping’n….from both Inside (Right computer) and DMZ (Left Computer) ping 3.0.0.2 then 3.0.0.1 (the switch port), then 2.0.0.1 (the other switch port) and 2.0.0.2 (the other computer)…all should work

· Now lets demonstrate how you could block or deny pinging (note the same holds true for many other protocols as well….hint for the final project)

· From the console config terminal

· ip access-list extended inside-inbound then end
· Now redo all of the pings.  What is the result and why?

· Now you didn’t want that so show access-lists, you will see a number (10) before the deny statement…now do a config terminal then 
ip access-list extended inside-inbound then no 10 then end
· After showing access-lists you find that there is an extra access list that you want deleted.  This is the one called routerin.  So to delete you will:

· To verify that is in fact in the running configuration you can do a 

· show run

· From the console config terminal
· Then no ip access-list extended routerin (the no says remove the line as you see it in the running configuration

· Notice that the Cisco IOS allows an administrator to deny [type of traffic/service] all (or specific IP addresses, specific services), or permit [type of traffic/service] all (or specific IP addresses, specific services).  When it comes to firewalls what would be the most secure use of deny and permit?

· So, if the middle node is the DMZ, and the DNS and web server is in the DMZ but the rest of your critical applications are behind the DMZ…what is the purpose of a DMZ?

· Here we set one up with a single combined router and firewall appliance on two separate subnets.  What other ways could you set up a DMZ?

· Up until this point we have been dealing with a network firewall not a Host-Based Firewall.  So let’s look at a simple host-based firewall.

· Your Windows has a host-based firewall.  Go to the Control Panel, Windows Firewall and describe the difference you see between the Windows host-based firewall and the Network Firewall (Cisco 1811W)  Look under the Exceptions tab and Advanced settings as well.
· Name an advantage of having both a network-based firewall and many host-based firewalls protecting a network

· Name a disadvantage of having both protecting a network

Now you will place the router back in its factory setting, ready for the next users.  Any time you are using this router (say for your project), you must return it to its usual state.  
· At the Console prompt past in the c:\Information Assurance\DMZ Lab\Initialize Router.txt
· Enable  

· Password: GoNavy1!
· configure terminal

· config-register 0x2102 (This says next time start using the pre-programmed ROM, at 9600 baud)
· end

· write erase

· reload

· System configuration has been modified.  Save? [yes/no] n
· Proceed with reload [confirm]

· It should ask if you would like to enter the initial configuration.  Say no and you should see a Router>   It is now safe to turn off the router.

· Log out of all machines (Don’t forget to log out of the USNA machines!)
· Summarize something that you learned that you may not have known or understood before taking this lab.

· Pack up all of the equipment and neatly rewind cables, put away documentation etc.  When complete, hand this to your instructor.  
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