IT430 – Lab 5 – Linux and Unix Security
Names _____________________________, __________________________________

Directions:  Work in groups of 2 to complete the following tasks and provide answers 

Goals:

· Understand the basic steps in improving the security on a Linux system

· Stopping unnecessary services/closing ports

· Basic shell scripting

· Detecting hidden files

· Examining logs to detect unexpected events

· Understand the importance of physical security
IMPORTANT:  To start this lab open the VMware Workstation and open the Fedora 7 Image (latest version).  From the VMWare go to VM->Snapshot-> Take a Snapshot…Call it Snapshot (today's date).      
Part I:  Limiting Root Permissions

· Start in Host-Only mode.   Login as student, with password GoNavy1! to the Fedora image. 

· Open a terminal window and ifconfig eth0 10.10.10.30
· Why didn't this command work. (hint:  type whoami)

· Now su root and then chmod 740 /etc/sudoers then 
gedit /etc/sudoers 
· Under #Default Specification add (case sensitive) 
Defaults timestamp_timeout=0
· Under the very last line

student localhost=/sbin/ifconfig

· So this is saying don't allow the password to be good for the standard 5 minute timestamp and  allow the student on localhost machines to run only ifconfig as root

· Now save the file, exit out of the file, and chmod 440 /etc/sudoers
· Exit out of the root prompt (so you should be in student.

· Now try sudo ifconfig eth0 10.10.10.30 
· Now try sudo su (this should fail)
· Given this info (and the man page) what does sudo do and what is the advantage of forcing "semi-privileged" users to use sudo instead of su root?
· Given this info, why did we do the two chmod commands?
Part II  Stopping unnecessary services/closing ports

· Before you stop unnecessary services, you should know who has which privileges.  su root then more /etc/passwd
· What information does the /etc/passwd file give you?  What are the permissions of this file?   Which accounts have root access (Hint:  what userid are you looking for)?

· Now cat /etc/shadow then ls -al /etc/shadow What are the file permissions and what does it contain?

· One of the ways to harden a machine is to turn off all unnecessary services.  To see what services are listening on the network, run the command 
netstat –l
· Now do netstat -l|grep tcp and then 
netstat -l|grep udp
· What does the grep command do?
· Now try a netstat -l  These are services that are listening on the network.  The smtp service is the simple mail transport protocol, used to send and receive e-mail.  If you don’t need to send and receive mail from this machine then this is an unnecessary and possibly dangerous service.
· Do a ps-aux to display all active processes

· Use ps –aux | grep sendmail to look for the processes that are running this service.

· What processes would you have to kill (by PID) to stop the sendmail service?
· Kill the processes (su to get root), look up the and kill that number and use netstat to verify that the port is now closed.

· If you were to reboot the Fedora image, would you expect the sendmail service to restart?  Why?
· To  restart the service use Fedora's graphical interface System->Administration->Services.  Right click on sendmail and restart.  
· To stop sendmail from restarting you would uncheck sendmail and save (but don't do this now).

· If you are still root in your terminal window, type exit.
Part III Shell scripting

· Shell scripting is a useful way to save yourself keystrokes.  It lets you group together commands, save them as an executable, and run them as a new command.
· The > character is used to send output to a file.  Type the command

echo hello > world
· What file is created?  
· What text does it contain?  
· What does the echo command do?  What does the > command do?
· For more extensive editing, an editor like gedit is useful.  Open gedit and type
echo "hello, $USER. Here are some of your files"

echo "listing files in the current directory, $PWD"

/bin/ls  

· Save the file as hello
· Change the permissions on the file (chmod) to allow you (the owner) to execute it, the group to execute it, but not the world.  What parameters do you use to do this with the chmod command?
· Type hello  What is the output?

· Type ./hello  What is the output?

· Add this line to the bottom of your hello script:

/bin/ls | wc –w

· What does this do?
· Now that you’ve wrapped the ls command with other useful commands (play along, please) you may want to run this script everytime you perform an ls.  This is possible thanks to the PATH environment variable.   As explained on pg 104 of your book, any command that you type into the terminal window is executed once the system finds that command.  It looks in a variety of directories that can be tailored by the user.  Type echo $PATH to see your current path.  To make your hello script run whenever you type ls, first move (mv) the hello file to /home/student/ls   Next, make sure the permissions on /home/student/ls will allow you to execute the script.  Finally, add your home directory to your path:

export PATH=/home/student:$PATH

· Note – when you export a change to the shell, it only applies to the current terminal window.  Closing that window and opening a new one will reset your path to its original value.  If you want to change your path permanently, you need to edit the .bash_profile file in your home directory.

· Now type echo $PATH
· What does :$PATH do in the above export command?

·  Echo the path to make sure it worked:

echo $PATH

· Type ls to verify that your command now runs.

· Recall that in UNIX, “..” refers to the directory one level up from the current directory, and “.” refers to the current directory.  People often add the directory “.” to their path with a "./" What does this do?  (pg 104 in your book)
· su to become root (password GoNavy1!)

· Before using a command it is a good idea to verify that it is in fact the command you want to run.  cd /home/Eve  then md5sum /bin/ls

· What are the first five characters or numbers of the md5?

· Now md5sum /home/Eve/ls
· What does the md5sum do? (man md5sum)
· Now diff /bin/ls /home/Eve/ls  What security service in the IA model is verified by using the commands md5sum and diff?

· Add  the current directory to your path by typing:

export PATH=./:$PATH

· Now, look at the script /home/Eve/ls (use cat or gedit).  
· What is the purpose of the block of code that starts with 
if [ “$UID” = “0”] and ends with else?

· What is the purpose of the block of code that starts with 
if [ “$USER” = “Eve”] and ends with fi?
· What happens when you (root) 
cd /home/Eve
ls

(Go ahead…try it)
· What would happen if Eve did
/home/Eve/ls

(if you want to try it, you can su Eve)?
· Why would Eve have written this script?
· Why is it dangerous to have “.” in your path?

· Why would it be a better security practice to type /bin/ls?  Why is this not a fool proof idea?

· Change the permissions back to 400 on /etc/shadow, if necessary.  Since this terminal window has a dangerous path, close it, and open a new terminal and su to become root.
Part IV.  Detecting Hidden Files

· Now that you’ve discovered some dangerous activity on your machine, it’s time to see what else Eve has been up to.  Attackers sometimes hide files and directories by naming them with dots and spaces.  As root use the find command to look for unusually named files (there are only one of each, so cntrl c when complete:
find / -name “.. “ –print   (that’s dot dot space)
find / -name “ “ –print     (that’s a space)
find / -name ". " -print    (that's dot space)

· What unusual file names did you find?  
· Go to each directory using quotes  (example:  cd /home/Eve/"  "/).  Open each file (for example cat "  ".   What hideously evil messages did you find?  (You should find 2 messages) (Hint – the quick reference listing for ls might have some options you will find useful.)
· What does the / mean in the above find commands?

Part V.  Examining Log Files
· It appears the Eve account is up to no good.  He may be either an insider or the account may have been compromised by an outsider.  To get more information, we will examine /home/Eve/.bash_history
· What type of information is saved in this file?
· Do you see any incriminating information here?  What?
· Is this information reliable?  How could the attacker have better covered his tracks? (see pg 635 in your book)
· What are 3 ways that the defender could prevent the attacker from covering his tracks?
Part VI.  Physical Access / GRUB password

Attacks don’t come only from the network.  You also need to be concerned about people who have physical access to your machine.

· Reboot your Fedora image, but be ready.  When the initial screen comes up (that says hit a key to enter menu), hit the letter e to enter edit mode.  GRUB stands for Grand Unified Bootloader – it allows you to dual boot your machine with more than one operating system.  It is a program that is distributed with Linux to make Linux more useful, but it can boot any OS.

· Scroll down to the line that begins with kernel and press e again to edit this line. Type s at the end of the line (leave a space between the / and the s) and press Enter to exit the edit mode. Now press b to boot into the single-user mode of your distribution. 

· When the system finishes booting, you’ll see a command line that says sh-3.2#
· Use whoami to find your username.  Enter it below:

· Given this type of access for 2 minutes, what attacks could you perform?  Please be specific with at least one example attack.

· Type reboot to return to the regular linux.  To fix this security hole, we can add a password to the GRUB program.

· Open 2 terminal windows (su to root for each).  In one, type
 /sbin/grub-md5-crypt and then VERY CAREFULLY type GoNavy1! as the password.  In the other terminal, su to become root, and type 
gedit /boot/grub/grub.conf
· Add a new line containing password --md5 [PASSWORD] where [PASSWORD] is whatever output you got from grub-md5-crypt
· The last line of grub.conf should now look something like:
password --md5 $1$hlkjCDSCD$dfadfSDFAddDFSA/

· Make sure you include the /

· Save the file and reboot the Fedora image to verify that the password prevents the attack above.

· What other attacks are still possible if an attacker has physical access to the machine?
· Is it a good idea to use the same password for root access and as the GRUB password?  Why?

· IMPORTANT:  From the VMWare go to VM->Snapshot-> Revert to  Snapshot…and revert to the snapshot that you created earlier.

· OK…then AND ONLY THEN, you can delete your snapshots.  You are now immensely qualified to think like a beginning Unix hacker.   Close all of the programs out nicely, log off you computer and hand this to your instructor
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