Lab 13 Wireless Security

Names _________________________, ____________________________

Goals:  Understand why wireless is not a secure method of transmission and how to mitigate security risks 

So you want to hack wireless.  Here’s hacking wireless in a few easy steps:

1. Wireless “war drive” to find juicy wireless targets

2. Get legal permission or face possible jail time

3. Get yourself a laptop running Linux and a network card that can run in “monitor mode” (run a program like airmon which puts the card in “monitor mode”)
4. Run a program like airodump (wireshark only works for wireless with Linux)…generally for about 30 minutes against the target wireless access point
5. Once you have the file, run a program like aircrack against the file encrypted with WEP, WPA or WP2 to crack the encryption key
6. Once you have the encryption key you could either log in and “steal” bandwidth or you could use a program like packetforge to inject some evil code (which say goes to a site, downloads evil code, authenticates into a database that you aren’t supposed to be in etc.) and then a program like aireplay to replay the packets (with authentication into sites, databases, etc. without ever knowing the passwords)
Given this information first we will do a wireless war drive

Part I - Wireless Wardriving (should take about 15 minutes)
· From the iPAQ, Ensure wireless is on, then go to start->WiFiFoFum.  Then go to Tools->Options->Radar Tab.  Set up for Triangle Size 3, Check both Extended info and Dynamically calculate RSSI Range.  Hit OK.  Go to Tools->View->Radar.  Ensure Tools->Scan Enabled in checked.  Go to Device and ensure the SWL…is checked.  

· Walk around the 3rd floor and try to determine all wireless connections.  Please remember to remain quiet, as there are classes going on throughout the building.  List the SSID, whether they are encrypted and their approximate location.  You should find at least 2 connections including:  osprey, osprey, SMC (3rd Floor) and GoNavy on 2nd Floor.  Switch between radar and list mode by going to Tools->View.  List where these wireless connections are and whether they are encrypted or not

· Based on what you see in the list and screen, what is the RSSI?  From the radar screen, how do you know whether a network is encrypted or not?

· Based on the first 5 of the MAC address, who is the manufacturer of the GoNavy link?  (You will have to look up on the internet) 

· How could this information be used to attack these networks?

· Go down to the first floor near the doors toward Nimitz.  What wireless comes on your radar? 
· Now that you have done the wardrive, what would be your next logical steps in attacking the network?

· Return the iPAQ to your instructor, complete with pen device in its holder

Part II – Wireless Encryption Cracking (10 minutes)
· Log into the USNA network computer using NETstudent.  Download the following files:  wep.cap, wpa.cap, aircrack-ng.exe, airdecap-ng, dictionary.txt  to c:\IA\aircrack. We will simulate gathering a file for about 30 minutes.  Open the wep.cap file (with wireshark).  Note that each packet is encrypted so you can’t read its contents.
· Now, we are going to find the encryption key.  WEP is created by taking the key and concatenating it with a 24-bit initialization vector, then encrypting every packet.   A 24-bit key therefore allows about 17 million different vectors.  Running it against a 128 bit WEP key would usually take up to a half hour, but some people figured a way to work with only a few hundred thousand vectors (conveniently collected in about 30 minutes).  From the command line go to the desktop and run the following command aircrack-ng –z wep.cap
· What is the key for this WEP encryption?
· So to decrypt the file run
·  airdecap-ng –w [key without : and without [] ] wep.cap
· Example airdecap-ng –w 2A2A2A2A2A ptw.cap
· That will create a file wep-dec.cap.  Open that with wireshark and notice that you can read the traffic…all ARPS in this case.

Part III WPA decryption

· So WPA and WPA2 are a bit more secure.  Rather than 24-bit initialization vectors, it uses a 48 bit key (500 Trillion keys versus only 16 million) and dynamically changes the key with a “salt” generated from the SSID.  The problem is that most people can’t remember the 256-bit password key (up to 63 characters), so passphrases are commonly used.  While it is difficult to find the 48 bit initialization vector, and while the key is “salted”, if people use passphrases that are in a dictionary, they can be cracked fairly easily.  

· So, this time decrypt with the password file. (Obviously, the better your password file, the better ) 
· aircrack –w dictionary.txt wpa.cap

· What is the WPA passphrase used to encrypt these documents?
· So given what you have learned today (or should have learned today), if your mission absolutely required wireless (and needs to be useful) what would be your recommendations in terms of (give your reasons):

· Which wireless encryption protocol should be used?

· Why should you set your router not to broadcast your SSID?

· What length and format should you use for your WPA passphrases?

· Why should your Intrusion Detection/Prevention systems warn/disallow replay of wireless traffic?

· Why should you design networks with a separate subnet or VLAN for wireless traffic?

· Why does the NSA require that any laptop connected to a classified network must have its wireless network card and blue tooth physically removed (or purchased without the capability)?
· Why do most military command centers require that you leave your cell phones and PDAs outside the door before entering? 
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