Scenario 1:  Mobile Tactical Network for Special Operations
Customer:  J6, US Special Operations Command
Support Staff:  1 Army officer and 20 brand-new enlisted troops with a mix of all services.

You are tasked with designing a network for Special Operations.  This is to be a very flexible, small mobile network which can quickly be set up and logged into via any existing network connection (to include cyber-cafes or full base infrastructures).  Team leaders must be able to securely (up to Top Secret) log into a web server which contains orders and intelligence information.   The primary concern is the weight, size and bulk of equipment, as many of these operations have a small base of operations (with a small truck with a satellite dish and power) and many individuals spread out throughout a 10 mile radius for days or weeks at a time.  The J6 has requested that you maximize the use of small pocket PC type devices to reduce the weight carried by agents.  The J6 has also asked that you provide a recommendation to the feasibility of biometrics since many of these pocket PCs or laptops get left behind in the heat of battle, and he does not want the enemy to gain valuable information.  Agents on the ground must (from their base station truck), be able to log into both the Air Tasking Order and Global Command and Control System, which currently runs on a large bank of Linux / Unix systems back in Tampa Florida.  The Commander of US Special Operations Command (a 4 star ADML and Navy Seal), wants to see all special operations information from his office, his residence or while traveling.  His aides can carry a secure setup for connecting to the network, but this must fit in a single suit case, as it must be hand-carried through both military and commercial airports by the aide.  When on this system, the ADML also wants to be able to get back to his Windows machine (or the information on it) back at the office.

The customer requests a full written report providing a detailed network design, recommendations for equipment and staff, risk analysis and network security based on the above constraints.  All designs must be implementable within the next two months (so no "vapor ware" or "pretend" systems.  The customer also asks that you prove your securing capabilities by providing a fully secured network component.

Scenario 2:  White House Information Protection Network (WHIP'N))
Customer:  President's Chief of Staff

You are tasked with designing a network for the White House and the President of the United States.  Since this is for the President, funding is the least of your worries.  Your top priority should be in designing a network that keeps the Presidents information secure.  There are many different organizations who have to see the Presidents schedule on a Secret Level Network, including White House Management Office, All of the Cabinet Secretaries (and their designated assistants), various members of USTRANSCOM (to arrange his transportation), various members of the US State Department and US Homeland Defense Department, and of course his immediate family (who may or may not reside in the White House).  While this network will be connected to the SIPRNET (Secret level), not everyone with access to the SIPRNET should have files like the President's daily schedule, the Secret level presidential brief, phone numbers of world leaders etc.  Additionally, there must be a public web page, giving access to large database of all of the President's speeches, policies and vision statements.  This content of this public web page is determined by the White House Press Secretary, who approves content but has little to no technical ability.  In addition to other organizations getting into the internal network, the President's staff has a requirement to see intelligence briefs from USCENTCOM on status of the war.  There are too many agencies requiring different passwords to remember all, so authentication for these systems should be made in other ways based on individual permissions of the user.  The Secret Service Agency both protects the President and protects against counterfeiting and money laundering, so must have a trust to both White House Networks and the Department of the Treasury.  The Department of the Treasury should not, however be able to access all information in the White House file server.  Of course certain trusted members of Congress should have access to White House file shares in making up Bills and proposals, but others who are not friends of the administration must not have access to these file shares.  Note that these file shares must also contain memos from the President, Vice President and staff that must be kept, but should not be common knowledge even to those with a Secret Clearance. 

The customer requests a full written report providing a detailed network design, recommendations for equipment and staff, risk analysis and network security based on the above constraints.  All designs must be implementable within the next two months (so no "vapor ware" or "pretend" systems.  The customer also asks that you prove your securing capabilities by providing a fully secured network component.

Scenario 3:  Amazonian.com

Customer:  CEO and President, Mr. Jeff Pesos

Support Staff:  This is a startup company, so you will have to justify what staff the company needs

You are tasked with defining a network for the new Amazonian company.   One of its chief competitors (with a similar name) has most of the market share, and this company hopes to undercut it with great flashy web sites and 10% lower costs.  The company sells a lot of items to include Microsoft and Cisco products, so they must use these products as a sign of good faith.   The loose "jeans and a t-shirt" culture of this startup company allows for creativity which the CEO believes is paramount to all other concerns….a happy work force is a productive one.   It is not acceptable to dictate which sites they can not go to, nor is it acceptable to dictate what type of computer employees will use.  As such you can expect individuals to request desktops or laptops, and operating systems including Windows 98 (there are some cool games that you can't get on the upgrades), Windows XP, various flavors of Linux or Unix and of course their Mac computers.  While all of these operating systems are allowed, when scanning this network, only Microsoft and Cisco products can echo a reply, as it would be embarrassing to "exclusively sell Microsoft and Cisco software/hardware" and see another product displayed.   Streaming music makes employees productive, so there must a large multi-terrabyte data server, so that music can be shared freely (within the copyright laws, since the CEO doesn't want to go to jail for his employees).  The crux of the business is of course the Web server and database required to hold the thousands of products, requests, invoices etc.  Customers will want some reassurance that you are using secure protocols and are treating their personal and credit-card information with the utmost of care.  Only those in your billing department should have access to this valuable information.  Along with the "easy culture", employees are encouraged to work from home many days of the week (to help save the environment), so they will need relatively secure remote access from home, ability to use the IP phone network connected to the enterprise network (to reduce phone bills) and ability to use chat programs for communication.

The customer requests a full written report providing a detailed network design, recommendations for equipment and staff, risk analysis and network security based on the above constraints.  All designs must be implementable within the next two months (so no "vapor ware" or "pretend" systems.  The customer also asks that you prove your securing capabilities by providing a fully secured network component.

Scenario 4:  Prison Enterprise Network (PEN)

Customer:  Chief Information Officer for the Bureau of Prisons for the state of Maryland
Support Staff:  Currently, 1 prison guard who works with the systems part-time.  He learned about “computers” while working at National Security Agency (where he “chose” to leave in lieu of “unfair” charges)

You are tasked with defining a network for a Prison Enterprise Network System.  There is a multi-level prison on the banks of the Severn River where there are a number of categories of users including System Administrators, senior prison officials, prison guards, minimum security prisoners, medium security prisoners and maximum security prisoners on death row.  Unfortunately, the Governor has slashed funding for all prison systems, so minimizing budget will be of chief concern.  Since the Warden does not want a riot on his hand, he has decided to allow the minimum security prisoners wireless access to the prison intranet (so they can access the prison library) and full unrestricted access to the Internet from their rooms in 1st Wing of Boncraft State Penitentiary.  Most of the minimum security prisoners are in for “small offenses” like embezzling and computer fraud.    The medium security prisoners, have the same access as the minimum security prisoners except in not in their cells in 3rd Wing but in their common areas which are loosely watched by guards.  Maximum security prisoners are allowed only supervised access to the network, so they can look up information about their appeals.  It is important not to allow any prisoners to commit additional crimes from “behind bars” or the state becomes responsible for the crime.  Prisoners will have access to an IP based phone system which rides over the PEN.  Prison Guards must have access to the Unix or Linux system which tracks detailed prisoner information and must also be available at the Governor’s office and residence, so he can review death penalty appeals at the midnight hour.  Note however, that most individuals would fear Unix or Linux, so most clients need to be Microsoft.  Finally, the “face of the prison” is a web site, providing the public a means to contact officials, apply for prison jobs, and list complaints all of which must be databased.
The customer requests a full written report providing a detailed network design, recommendations for equipment and staff, risk analysis and network security based on the above constraints.  All designs must be implementable within the next two months (so no "vapor ware" or "pretend" systems.  The customer also asks that you prove your securing capabilities by providing a fully secured network component.
Scenario 5:  JEDI System

Customer:  Communications Darth of the Galactic Empire

The Joint Expeditionary Dissemination of Information System (JEDIs) is a secret-level system of networks that provides information to 200 remote sites and a central headquarters.  The system contains information about all warfighter locations, logistics, medical histories and current operational status.  

The small mobile Hand sets (HANds) store requests and connect/sync with a small local area network known as the Mid-point Information Dissemination and Integration System (MIDIs).  MIDIs contain very small three to six node wireless LANs.  The MIDIs system serves as a cache and can answer many information requests from the warfighters.  Questions that can’t be answered at the MIDIs are bulk encrypted and sent over the DoD owned satellite system, the Skywalker.

Once a day, the MIDIs servers are loaded with fresh information, as part of the planning process.  While the setup does not need to be wireless it does provide for easy setup and teardown without the mess of cables.  It is very important that these MIDIs be nearly maintenance free as there are very few people who stay behind to guard and maintain the infrastructure.  

Up to date information integrating Command, Control, Communications, Position or Operations Information (C3PO), that can’t be answered by the MIDIs servers is sent over the Skywalker.  This information is then transferred to a main satellite dish, decrypted and transmitted to the processors at headquarters via a single land line.  The collective information received or transmitted by all 200 MIDIs is considered the Operational Bandwidth Integration Wide Area Network (OBI-WAN).

The headquarters has a large network with 2500 connected clients, multiple servers and system administrators assigned 24/7.  This network is used as the daily-use secret-level computer network, access to the SIPRNET, email and file system for all 2500 users.  Some of these users include the Admiral and his staff, managers, and support staff, while about 1000 people, who perform Operational Decision Analysis (yODA) on the information coming in, help to create battle plans to provide the joint forces information, stored in the FORCE database, back to the warfighters in a timely manner.  All yODAs have access to all data as it is difficult to determine ahead of time what they will need to give timely guidance to the warfighter.  As such yODAs have access to all financial records (in case of family emergency), medical records (if hurt in the field), operational information (location of warfighter, terrain, number of bullets, bombs etc.) logistics information (convoy information, parts in shipment etc.) and intelligence (bad guy location, threats, etc.)  All of this information is combined to provide the warfighter with a full assessment of their risks and possible combat actions.


Each of the Services must have real-time access to the information in the FORCE database, since they all have troops out in the combat zone that are tracked through the JEDI system.  The US Navy still uses Windows NT on its ships, and therefore their systems must be able to access information from the FORCE database.  

The US Coast Guard has access to SIPRNET, but must further follow the rules of the Secretary of Homeland Defense and the Commandant of the Coast Guard in accessing the system (and is using a mix of Windows and Macintosh clients). 

A smaller subset (1000) of the 2500 JEDI system users have access to the FORCE database, due to the data sensitivity and its importance to national security.  To access the database the 1000 Operational Decision Analysts (yODAs) are required by the Admiral's policy to use the same log in but a different password.  In order to make maintenance more practical on the FORCE database, FORCE system and database administrators can log in from any SIPRNET terminal world-wide and have full administrative rights to the database and database server.

Warfighters commonly need large maps or UAV videos transferred to the OBI-WAN systems.  The design calls for FTP as a file transfer system because it is easy for the warfighters to use the web browser to transfer and browse secure web sites with the Internet Explorer browser.  Authentication is currently met through passwords and user IDs.

Warfighters in the field need to communicate back to the headquarters via email, java based chat programs and Voice Over IP.  This is the primary form of secure communications and must therefore be available to the warfighter at all times.  Because  warfighters in the field could be impersonated, it is important to have authentication, confidentiality, and integrity of all messages sent back and forth.  

The Admiral must be able to work from his quarters on base.  Specifically, he needs to check status of troops and Forces from the FORCE database as well as operational status from the Web Site.  

The customer requests a full written report providing a detailed network design, recommendations for equipment and staff, risk analysis and network security based on the above constraints.  All designs must be implementable within the next two months (so no "vapor ware" or "pretend" systems.  The customer also asks that you prove your securing capabilities by providing a fully secured network component.

