Name: Section:

Lab #1 — Introduction
IC 322 — Computer Networks
Week 1

Instructions

This lab is to be completed individually unless otherwise noted. Collaborative conversations with regard
to strategies and methods for accomplishing the goal of the lab are encouraged; however design and
implementation must be the work of the individual student that is handing in the final product.

This lab is due one week from today at the beginning of the next lab.

The machines in your lab are all wired into the ACADEMY network, with network IP address
10.53.21.XXX. This lab will require disconnecting from the ACADEMY network and creating a separate
network. In the last 10 minutes of lab time, regardless of your progress, all machines must be returned
their pre-lab configuration by following the steps in Part 6 at the end of this document.

Changing the IP address requires specific user permissions on the machine. You should already have

these permissions assigned to your user account. Notify the instructor immediately if you are unable to
complete a task due to incorrect user permissions.

Part 1. The Physical Address

A computer is connected to a network by a Network Interface Card (NIC), also termed a network
adapter. That is, the NIC is the physical interface between a computer and the networking medium. The
networking medium, in turn, might be a wire, a fiber optic strand, or free space (in the case of wireless
networks). Each NIC is given a unique physical address by its manufacturer. This is also called a media
access control address, or MAC address. A MAC address is like a Social Security number, but for a NIC
card.

Now that you know that your computer has a NIC with a unique address, let’s find out what it is.

To pull up the list of available network connections on any Windows machine, open a console (Start, then
type cmd in the search bar. Alternatively, press the Windows+R button combination to reach the run
prompt) and run ‘ncpa.cpl’. This will open a window as shown in Figure 1:
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Figure 1: Network Connections

NOTE - you can get to the same window through the GUI, but it takes several steps, and
is not always in the same place. For Windows 7, it can be at either: Start->Control
Panel->Network and Sharing Center->Change Adapter Settings or Start->Control
Panel->View network status and tasks->Change Adapter Settings.

The GUI path keeps changing, but ‘ncpa.cpl’ works the same for every version of
Windows. | recommend that you memorize it, because you will be using this window a lot.

This will provide information about your network interface card(s). The picture above, for example,
indicates the presence of four NICs, “Local Area Connection” 1 through 4. Your machine is currently
connected to the academy . usna . edu network (“Local Area Connection”). Right-click on the “Local
Area Connection” icon, and select Properties to get to the window shown in Figu1re 2.
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Figure 2: Connection Properties

Figure 2 tells me that my NIC is an Intel(R) 82566DM-2. Now, hover the cursor over the NIC name and

your MAC address should appear.

Question 1. What is your MAC address?

Question 2. Does anyone else in the world have this MAC address?

Close this window, then double-click on “Local Area Connection” to open the Status window.

Question 3. What is the speed of your network connection?

There is a simpler way to find out your MAC address. Open the Windows command prompt then type

ipconfig /all. You should see results similar to Figure 3.

Microsoft Windows [Uersion 6.1.76H11
Copyright (c> 28009 Microsoft Corporation. All rights reserved.

C:~Usersspepin>ipconfig ~all

Mindows IP Configuration

Host Mame . . - e . . . = mich221csd@4dw

PFrimary Dns Suffix . . . . . = academy.usna.edu

Mode Type . . - : Hybrid

IP Routing Enahled . . . . = Ho

WINE Proxy Enabled. . . . . . & No

DHE Suffix Search List. . . . = academy.usna.edu
cs.usna.edu
usna.edu

Ethernet adapter Local Area Connection 2:

Media State . . . ¢ Media disconnected
Cunnectlun—up301flc DNE Suffix

thernet NIC <NDIS 6.28)
Physical Address. . . . . . . . . : B8-B8-A1-B5-74-D6
DHCP Enabled. . . . - . = Yes
Autoconfiguration Enahled e - - - = Yes

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix . : academy.usna.edu

tion
Physical Address. . . . . . . = BR-21-78-19-36—22
DHCP Enabled. . . . . = Yes
Autoconfiguration Enabled . . = Yes

IPv4 Address. . - . . . . . . = 18.53_21.1?3(Preferredd

Subnet Mask . . . . - . . & 255.255.255.8

Lease Obtained. . . - . . = Friday,. August A3, 2812 8:12:57 AH
Lease Expires . . : Wednesday, August 15, 28012 8:-13:84 AM
Default Gateway . H . 1

DHCF Server . . .
DHCPv6 IAID . . .
DHCPv6 Client DUI

- : 385884528
D. .

DNS Servers . . e e e e . .o 1A.1.74.18
MetBIOS over Tcplp e e e e . . = Enabled

Ethernet adapter Local Area Connection <4:

Cnnnect1nn—ﬂp501flc DNS Suffix

B8 Administrator: C\Windows\system32\cmd. exe == @

m

Description . . e e e e - : ; Realtek RTL816?-8118 Family PCI Gigahit E

1
Descpiption . . . . . . . . . . . & Intel{H> 825%66DM-2 Gigahit Network Connec

Link—local IPv6 Address . . . = feBA::1156:5d429:cPch:24eaxl15(Preferred)

: BA-A1-88-A1-17-AC-88-Co—AA-21-78-19-36-22

Description . . .« « « = « = - = UHware Uirtual Ethernet Adapter for UMnet |

Figure 3: Result of running “ipconfig /all”

Question 4. What is your IP address?




A MAC address has structure, just like a Social Security number. The first three digits of your SSN give
some geographic information. If you’re curious, visit this site to find out more:
http://www.ssa.gov/employer/stateweb.htm

The first 6 digits of your MAC address are assigned to a particular manufacturer. Visit this site and type
in the first 6 digits of your MAC into the OUI search box. (OUI stands for Organizationally Unique
Identifier) http://standards.ieee.org/regauth/oui/index.shtml

Question 5. Which vendor made your network card?

Note that various vendors provide software (or free information) that attempts to trick a network into
thinking that our MAC address is different from that actually burned into our NIC. This is called MAC
spoofing.

Go to the website http://www.klcconsulting.net/smac/

Question 6. What are two legitimate (i.e., non-evil) reasons why one might want to spoof their MAC
address?

Question 7. What is one illegitimate (i.e., evil) reason why one might want to spoof their MAC address?

Part 2. Ping

ping is a tool that can be used to determine whether our computer can reach another computer across
the Internet. From the Windows command prompt, type: ping google.com
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Bl Administrator: C:AWindows\system32\cmd. exe EI@

C=“Users“pepinzping google.com

Pinging google.com [VY4.125.228.781 with 32 bhytes of data:

Reply from 74.125.228_708: bhutes=32 time=%msz TTL=47
74.125_228_78: bytes=32 time=%mz TIL=47
74.125.228.78: bytes=32 time=8msz TTL=47

Reply from 74.125.228_78: bhuytes=32 time=1ims TTL=47

Ping statistics for Y4_125_228_78:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = 8m=z, Maximum = 1ims, Average = 9ns

C=“Users“pepinz>

Figure 4: Result of “ping google.com”

ping isa probing tool that sends a packet from your computer to the designated target computer (in this
case, the computer with the name google . com) and waits for a reply. The output in Figure 4 tells us
several things:

e Our ping packet contained 32 bytes of data

e We conducted a total of 4 probes

e We received replies to all four of our probes

e The round trip time for our four probes were 9, 9, 8 and 11 milliseconds.

Looking at the ping reply above, notice that google.com is also referred to as “74.125.228.70.”
This latter sequence of four numbers (separated by decimals) is termed the computer’s IP address. Thus,
the computer named google.com has IP address 74.125.228.70. Now go type this IP address in your
browser.

Question 8. To what site does it take you?

Question 9. Using ping, what is the IP address for www.usha.edu?

This semester you will learn about the different uses, assignment schemes and directories for MAC
addresses, IP addresses and URLSs.

Part 3. Traceroute

The Traceroute program is another useful program that gives insight into how a network is operating.
Traceroute sends special packets through the network that cause all the routers to report back to the
sending computer. This allows the sender to get a picture of the network between themselves and a
destination.

e Visit www.traceroute.org
e Click on USA and choose the University of Southern California.
e Accept the security warning to perform a traceroute between USC and your computer.

The output from traceroute is in 6 columns. The first column is the number of the router on the path
between the two computers. The second column is the name of the router. The third column is the IP
address of the router. The last 3 columns are the delays encountered by the messages.
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Question 10. How many routers are there between USC’s computer and the first router with a 138.* IP
address?

Question 11. What is the longest delay shown?

Now go back and choose Australia and Telstra. Type in your computer’s IP address.

Question 12 How many routers are there between Telstra’s computer and the first router with a
138.* IP address?

Question 13. What is the longest delay shown?

Question 14 Does this make sense? Why?

For another view of network delays, visit http://www.internettrafficreport.com

Question 15 What types of things could cause an internet “traffic jam”? (Hint: Click on Events)

Part 4. Setting up a basic network

Up to this point we had you using the already created USNA network. Now it's time to set up a network
of your own!

e Disconnect the Cat-5 cable from your machine’s NIC.
e Open the Network Connections window from the Control Panel.

Question 16. What is the status of “Local Area Connection” now?

Now, team up with the person sitting next to you.

Your team will need to collect the following supplies from your instructor:
e (1) Netgear Hub (minimum of two teams per hub)
e (1) Netgear AC-DC Adaptor
e (2) Cat-5 cables

Plug in the hub and use the Cat-5 cables to connect each machine to the hub. You should see lights come
on where each cable is connected to the computer and to the hub. If you do not, you may have a bad cable
and you should exchange it with the instructor.

Question 17.  Now that the cables are connected, what is the status of the Local Area Connection?

Right click on the Local Area Connection icon and select Properties. Select the Internet Protocol Version
4 (TCP/1Pv4) line and select Properties to get to the window shown in Figure 5.
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Internet Protocol Version 4 (TCP/IPvd) Properties @

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
Use the following IP address:

@ Obtain DNS server address automatically

Use the following DNS server addresses:

Validate settings upon exit i L

[ CK ]l Cancel |

Figure 5: Internet Protocol Version 4 (TCP/IPv4) Properties

Select the radio button next to: Use the following IP address. Change the IP address to 10.10.10.X where
X is a unique number between 1 and 254 (each computer connected to the hub must use a different
number). Change the subnet mask to 255.255.255.0. Leave the Default gateway and DNS server
information blank, and click OK.

Go to the command prompt and verify with ipconfig /all thatyour IP address changed. Now try to
ping your partner’s IP address. If it is not successful, you set something up wrong.

We’ll learn more about the subnet mask later in the semester. Roughly, the subnet mask is used to divide
the IP address into a network portion and a host portion. One useful analogy is to a street address. If you
lived at 455 123rd Street the 455 would be like the host/house portion of your address and 123rd Street
would be the network/street portion of your address. There’s a big difference between 455 123rd Street
and 4551 23rd Street. The subnet mask helps your machine know how to divide the IP address similarly.

Go to your calculator. Make sure the view is Programmer and convert 255 to binary.

Question 18. What is the result?

Every part of the subnet mask that is a 1 identifies the network part of the address. If two IP addresses
have the same network address, they can talk through a simple LAN (like our setup with the hub).

Question 19. Using the mask 255.255.255.0 how many IP addresses could we have on our new Local
Area Network?




Question 20. What is an example address that would not be in our Local Area Network? (Hint, try
10.10.x.x)

Change one of the two machines to have this address. Try to ping each other.

Question 21. What is the result?

Change the subnet masks on both machines so that this address is now part of the local network.

Question 22. What is the new subnet mask?

Question 23. Try to ping again. What is the result?

Now that you and your partner have successfully created your own network, let’s see how it interacts with
other computers attached to the same hub. Before you begin, set your subnet mask to 255.255.0.0, and
your IP address to 10.10.X.X. Each team will use a unique number in the third octet of their IP address.

Question 24. Try to ping a machine from the other team using the same hub. What is the result?

Using what you have learned so far in this lab, configure all machines connected to the hub so that any
two machines attached to the same hub can ping each other.

Question 25. What did you change specifically (i.e. subnet mask, IP address, etc.) in order to enable the
ability for all machines to ping one another?

Part 5. Breaking out of Windows

The ping utility uses a protocol known as Internet Control Message Protocol (ICMP) in order to test the
reachability of a host and measure the round-trip time required for the exchange of messages. For more
information about a protocol’s specifications, the best source is a document known as a “Request for
Comments” (RFC). The ICMP RFC is number 792: http://tools.ietf.org/html/rfc792.

Based on what you’ve learned so far, which network layer do you think the ICMP protocol is a part of?

Ping is not unique to the Windows operating system. In fact, a majority of today’s servers use the Linux
operating system (as well as over 90% of the top 500 supercomputers in the world). Now we’ll
demonstrate the ability to ping across operating systems.

Choose one person’s machine from your group and do the following:

e Start the Ubuntu Virtual Machine:
o Double-click on the VMware Player icon on the Desktop
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o Highlight the Ubuntu Virtual Machine and select Play virtual machine.

/E\ Home

@ Windows 7 Pro 32bit

Ubuntu

State: Suspended
0s: Ubuntu
Version: Workstation 8.0 virtual machine
RAM: 512 MB

E‘[} Flay virtual machine

fz’ Edit virtual machine settings

e Log into the VM using: user = ladmin, password = [4dm1n
e From the VM window, select Virtual Machine -> Virtual Machine Settings...

43 Applications Places System Virtual Machine Settings... Ctrl+D

Removable Devices
Enter Unity

Power
Send Ctrl+Alt+Del
Reinstall Viware Tools...

e Ensure that the Network connection is set to Bridged as shown below:



Virtual Machine Settings

Hardware | Options
. Device status
Device Sumrmary
V]|c ted
5 Memory 512MB onnes
u Processors 1 Connect at power on
(AHard Disk (SCSI) 20 GB )
*JCD/DVD (IDE) Auto detect Network connection
E Floppy Auto detect @ Bridged: Connected directly to the physical network
i Network Adapter  Bridged [] Replicate physical network connection state
=52
gsSB (;ncnh'nd\ler ;rets:dntne " _) NAT: Used to share the host's IP address
) Sound Cart uto detec
(Printer Present ) Host-only: A private network shared with the host
EJDispIay Auto detect “) LAN segment:
LAM Segments... ] [Advanced...
OK ] [ Cancel ] [ Help

e Open a new command line terminal (Ctrl-Alt-T)
e Determine the name of the VM’s network interface (most likely ‘eth0’):
o ifconfig
e Enter the following command, changing the interface name, IP address and subnet mask to be
compatible with your network. The IP address must be unique:
o sudo ifconfig eth0 10.10.10.X netmask 255.255.255.0
o If prompted for a password, use 14dm1ln
e Confirm network settings by using ifconfig again
e From the same terminal, attempt to ping one of the Windows machines connected to the hub
(including the machine hosting the VM). Unlike Windows, ping on Linux requires you to specify
how many attempts to make. Use the “-c 3” flag, which tells the program to stop after three
attempts:
o ping -c 3 <IP ADDRESS>

Once the VM is configured properly, conduct the ping test again with all other machines on the hub,
including the new VM.

Question 26. What is the result?

Close the VM and proceed.

Part 6. Cleaning it up

Great!...you just set up a very simple network. Now let’s undo what you have done:

e Disconnect the Cat-5 cable, put everything back in the box, tie up the cables neatly and return all
the equipment to your instructor.

e Return to the TCP/IP properties window and check the radio buttons next to: Obtain an IP
address automatically and Obtain DNS server address automatically. Click OK.



e Plug the original Cat-5 cable (that you disconnected to begin with) back into the machine’s NIC.
e Open the internet browser, go to http://www.google.com and conduct a search for your last name.

Question 27. What is the URL for the top search result?

Make sure you are logged off your machine. Hand in this lab assignment.
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