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“In the past we have been protected from hostthcks by broad oceans and friendly
neighbors. Today, the evolution of cyber threats thanged the situation dramatically.
In cyberspace, national borders are no longer aglevElectrons don’t stop to show
passports. Potentially serious cyber attacks earphceived and planned without
detectable logistical preparation. They can beésibly reconnoitered, clandestinely
rehearsed, and then mounted in a manner of miout@gen seconds without revealing
the identity and location of the attacker.”

-- The Report of the President’s Commission oiticat Infrastructure
Protection, October 1997

“The architecture of the Nation’s digital infrastture, based largely upon the Internet, is
not secure or resilient. Without major advancethesecurity of these systems or
significant change in how they are constructedparated, it is doubtful that the United
States can protect itself from the growing thrdatyercrime and state-sponsored
intrusions and operation...These and other riske Hae potential to undermine the
Nation’s confidence in the information systems tlvaderlie our economic and national
security interests.”

-- The Report of the President’s 60-day Cybersgalicy Review, May
2009

“We will accelerate and resource our cyberspaamtst—more skilled network
operators, a robust global network infrastructarej a force capable of continued
operations while defending against cyber-attacks.”

-- Chairman of the Joint Chiefs of Staff Guidafme2008-2009



Executive Summary

The Department of Defense has substantially inetise emphasis and investment
being made to better position the military to opeeffectively in a cyber warfare
environment. Among the more notable recent devetys have been the establishment
of a new Cyber Warfare Command (USCYBERCOM) at Metde, the establishment
of a new Navy Fleet Cyber Command, as well aseébeganization of the OPNAV staff,
merging N2 and N6 into a new information-warfaretcie organization.

Clearly, future Naval Academy graduates will beeptpd to know more about cyber
warfare than those we have graduated in the Jdst. Academic Dean and Provost
tasked an ad hoc committee—the Cyber Warfare adClootmittee—to examine how
USNA can best ensure that the officers we provideadle to operate effectively in a
cyber warfare environment. More specifically, @@mmittee was tasked with
determining how USNA can invest our midshipmen wiité tools, techniques and talents
necessary to face this new environment, and asleedammittee to examine what impact
these new developments should have on the baceatawgducation offered at USNA.

In reaching its findings, the Cyber Warfare ad Baenmittee analyzed how our sister
service academies and civilian undergraduate uistits incorporate cyber warfare
concepts into their curricula. The Committee azamined what educations and skills
various graduate institutions consider necessapyaration for entry into cyber warfare
related curricula at their institutions. The OPNAKNd CMC staffs were asked for their
perspectives on the education and training thagoadtuates should receive in order to
help the Navy and Marine Corps in this area.

On Aug 12", the Committee unanimously agreed on the followsmpmmendations:

- Recommendation 1 Create a required computer science technical @mwese that
addresses the technical foundations of Cyber Warfar

- Recommendation 2 Attain institutional designation as a NSA/DHS idatl Center
of Excellence in IA Education.

- Recommendation 3 Create an “Interdisciplinary Cyber Warfare Cehtbat will
serve to enhance midshipmen education in cyberanarf

- Recommendation 4 Create cyber-related electives from interestgzhdenents that
build upon the core course, and infuse cyber-rdladpics into existing courses.

- Recommendation 5 Add cyber warfare to plebe pro-knowledge.

The Committee feels that implementing these reconaaigons is necessary in order to
produce cyber-capable unrestricted line officeed theet the needs of the Navy at what
we define as a ‘Foundational Level’. Higher level€ngagement (Proficient and
Dominant) are also considered in this report. #38mated that attaining the
Foundational Level recommendations would requiesttinng of 10 FTEs (full-time
equivalent) faculty members, and the dedicatedbifsur standard classrooms that
already exist in Michelson Hall but are currentginy used for Language Studies.
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l. Introduction and Tasking

A. A Nation Under Attack

The US military is actively engaged in conflictsliaq and Afghanistan. Another

conflict is occurring behind the scenesgyberspace—i.e., in the collection of
interconnected networks used for communicationsiaiodmation transport, including

the Internet, telecommunication networks, compsysiems and embedded processors.
In fact, classified military and government netweodome under attack tens of thousands
of times each day.

The more famous attacks make the headlines:

* In late 2006, the military took note when hackewkk in and disabled the Naval
War College’s computer network.

» In October 2006, hackers planted malicious codetime water treatment facility
used by the city of Harrisburg, Pa.

* Inthe spring of 2007, a cyber attack disabledgineernment and financial
networks throughout the entire country of Estonia.

* In mid-2007, hackers broke in to several Pentagonpaiter networks, including
the unclassified Pentagon email system used byeteygrof Defense Robert
Gates.

* In 2008, Chinese hackers attacked the computetshys€ongressman Frank
Wolf of Virginia and Congressman Christopher SnatiNew Jersey.

* In February 2009, the administrative computer sefimethe Federal Aviation
Administration was hacked.

* In July of 2009, the U.S. Treasury Department, &S8ervice, Federal Trade
Commission and Transportation Department web gitge subjected to a “denial
of service” attack and disabled to various degrees.

* In early August 2009, the popular social networksitgs, Twitter and Facebook,
suffered outages caused by a sophisticated hattkeka

But these are only the more famous attacks. Thergment reported 12,986 direct
cyber assaults on federal agencies in 2007, asaweél0,000 attacks on Department of
Defense computer systerhsjore than double the number in 2606 May 2009, the
Pentagon informed the House Intelligence Committiaeits systems are scanned or



attacked more than 300 million times per daitelligence officials estimate losses from
cyber attacks to be in the multiple billions of lde?

But much more than money is at stake. Some igeitie officials worry that cyber
attackers could take control of a nuclear powentpléa the Internet, or wipe out the data
of a major financial institution. Could an adversary attack and disable a critichiary
network in the midst of a conflict? Could an acdaey manipulate information? General
Kevin Chilton, Commander of US Strategic Commarain{s a chilling picture:
“Suppose | put out an order on my computer thas $ayant all my forces to go left, and
when they receive it, it says ‘Go right® "This is not a futuristic concern: the Chinese
People’s Liberation Army has established informaticarfare units to develop viruses to
attack computer networkKs.

The US has been somewhat slow to respond to thesgang threat at a national level.
Under the Bush administration, cyber security éffavere centered in the Department of
Homeland Security, although efforts were also scatt over the Department of Defense,
the FBI, the CIA, and the individual services. Thenter for Strategic and International
Studies assembled a bipartisan commission of tésgp@xperts in the summer of 2007
to examine the best way for the US to consolidateyber security efforts. The
commission concluded that “America’s failure toteat cyberspace is one of the most
urgent national security problems facing the nemiadstration,” and further noted that
the cyberspace battle is “a battle we are losifigrhe commission recommended
consolidating cyber security efforts under a WHtause official, and, in fact, President
Obama announced in May 2009 the establishmenhefacyber-security office at the
White House, whose chief will oversee all efforysthe government to protect computer
networks (this position remains unfilled as of gakligust 2009).

But even a year ago, the need for enhanced empdrasiger security was very much
evident. In 2008, President Bush issued an exexotider creating the Comprehensive
National Cyber Security Initiative, supported byl$illion in funding for 2009. It is
estimated that the US might spend $30 billion iberysecurity initiatives over the next
few years.

B. What is Cyber Warfare?

What precisely is meant by the tecyber warfare? Although everyone seems to have a
gut feeling for what this term implies, the U.Slitary seems to actively avoid the term
in its bureaucratic documents. But, in light o flact that terms such egber security,



cybercrime andcyber attack have entered the common lexicon, we do not femlpstled
to shun the term.

In its simplest definition, cyber warfare involwearfare in cyberspace. Such warfare
encompasses the subjects of network security,nrdtion assurance, intelligence,
cryptology and infrastructure protection, in botfehsive and offensive contexts.

We propose two working definitions for cyber waearThe first is to simply use the
definition of “Information Operations” presented$ECNAV INSTRUCTION 3052.2 of
6 March 2009.

Proposed Definition of Cyber Warfare (1)

Cyber Warfare is the integrated employment of thre capabilities of electronic
warfare, computer network operations, psychologyparations, military
deception, and operations security, in concert gfcified supporting and
related capabilities, to influence, disrupt, cotrapusurp adversarial human and
automated decision making while protecting our own.

The term “computer network operations” containethimi the above proposed definition
is quite loaded, encompassing the notiongCafifiputer Network Attack,” “ Computer
Network Defense,” and “Computer Network Exploitation.” These three terms are
specifically defined in SECNAV INSTRUCTION 3052.8:a

» Computer Network Attack (CNA): Actions taken through the use of computer
networks to disrupt, deny, degrade, or destroyrimédion resident in computers
and computer networks, or the computers and nesabekmselves.

» Computer Network Defense (CND):Actions taken to protect, monitor, analyze,
detect and respond to unauthorized activity wibaD information systems and
computer networks.

» Computer Network Exploitation (CNE): Enabling operations and intelligence
collection capabilities conducted through the ussomputer networks to gather
data from target or adversary automated informagi@tems or networks.

We also propose a second working definition of cybarfare. As expected, this
definition is closely allied with the definition ale, and is based on the definition of the
termcyber (just “cyber” without the following wordwarfare) found in a working
document provided by CNO N153 (Education).




Proposed Definition of Cyber Warfare (2)

Cyber warfare is an interdisciplinary domain thatwerges:

* Information Operations
o0 Computer Network Exploitation
o Computer Network Attack
o Computer Network Defense
o Electronic Warfare

* Information Assurance
o Integrity and Non-repudiation
o Confidentiality
0 Assured Information Sharing (Authentication)
0 Highly Available Enterprise

* Network Operations: The activities conducted torafgeand defend networks

In the above definition, the terimtegrity refers to the need to ensure that our information
is protected from any unauthorized changes, suchoalifications, deletions, insertions

or replay. The terr@onfidentiality refers to protecting our information from
unauthorized access. The tefathentication refers to the need to ensure that we are
communicating with the intended party; i.e., we Warbe sure that the person on the
other end is who he says he is. The téiailability refers to the need to ensure that our
information is available to authorized users.

Finally, we note that the Chairman of the Jointe@hof Staff recently (November 2008)
directed all military services to use the followigefinition of “cyberspace operation%”:

Cyberspace operationdhe employment of cyber capabilities where thenpry
purpose is to achieve military objectives or e@ator through cyberspace.
Such operations include computer network operatmusactivities to operate
and defend the Global Information Grid.

Again, we choose to use the tecyer warfare as described above. Although one might
argue over the precise terminology to use (anthdah the Committee has learned that
the DoD bureaucracy has spgedrs trying to nail down this terminology), no one waul
take issue with the fact that the national secwitthe United States depends on the



security of military computer networks, and thews#g of the information contained
therein. Cyber warfare is now viewed as an exi&tetireat to the nation. Former
National Intelligence Director Michael McConneliteed cyber security “the soft
underbelly of the country** General James Cartwright told Congress that becy
attack could, in fact, be in the magnitude of aperof mass destruction'*

C. The Navy Takes Action

Last year, shortly after President Bush launcheddbmprehensive National Cyber
Security Initiative, the individual military sengs, and the Defense Department as a
whole, took actions to indicate the seriousnegbeif concerns. In August of 2008, the
CNO noted that “The security challenges confrontitayy information and information
systems are multiplying rapidly.... The threatsla@eoming more sophisticated and
diverse, and Navy systems are inherently more vable to surreptitious access, user
misuse, abuse and malicious attack$.And just weeks ago, on June 23, 2009, the
Pentagon established a new command, The U.S. @Gdramand (USCYBERCOM),
headquartered at Fort Meade, that will overseetsffo defend and protect the military’s
computers and computer networks, and develop affertyber-weapons. (The
Department of Homeland Security will remain in ad®of protecting civilian networks
and the nation’s critical infrastructure). USCYBEBM will be launched in October
2009, and will be headed by the Director of theidvatl Security Agency.

The Navy will stand up a new Fleet Cyber Command,GYBERCOM, to provide
naval component support to USCYBERCOM. FLTCYBERZ®mission will be to
“serve as central operational authority for netvgoiktelligence, cryptology, SIGINT,
information operations, cyber, electronic warfaneg space™ and, as with
USCYBERCOM, will be based at Fort Meade and wiltdmae operational in October,
2009. Several existing naval commands that cuyrsaopport some of these functions—
e.g., Naval Network Warfare Command (NAVNETWARCOA)d Navy Information
Operations Command (NIOC)—will be brought under antelgrated into the new
FLTCYBERCOM. In conjunction with standing up tmew command, the CNO will
reorganize the OPNAV staff, bringing N2 (DirectdiNaval Intelligence) and N6
(Communication Networks) together.

The Navy is also examining its officer communitymagement in light of the increased
focus on cyber warfare. At present, the officemponent of the Navy’s cyber warfare
workforce draws from three communitiésformation Warfare (1610),Information
Professional (1600) andntelligence (1630). The Navy is considering the creation of a
new Cyber Unrestricted Line designation.



D. What is the Naval Academy’s Role?

In the past, The United States Naval Academy hppa@ted graduates who are equipped
with the basic skills needed to excel in warfardtmnseas, in the air, and on land. But
cyberspace, in the words of General Kevin Chil@ammander of the US Strategic
Command, is as much a domain as the traditionabtwsrof air, land and séa.

According to VADM Jack Dorsett, the Director of Nantelligence, the CNO “has
gone all-in as he positions the Navy to play a d@mi role in the information-intensive
disciplines.” VADM Dorsett goes on to say of thBl@ that “his concept is for
information management, intelligence, cyber, eétcfprm the very foundation of our
future Navy.""

Since USNA provides the backbone of newly commissibofficers to the Navy and
Marine Corps—the Navy “hires” all of our graduatasd Naval Academy graduates
make up the largest segment of technically eduaatfesrs entering commissioned
naval service each year— it seems clear that fiNareal Academy graduates will be
expected to know more about cyber warfare, to seelmformation assurance and
network security, than those we have graduateddmpast.Simply put, if cyber, in the
CNO'’s view, is to form the “the very foundation of our future Navy and if USNA
officers form the foundation of the Naval officer corpghen USNA should endeavor
to ensure that it is producing officers capable obperating in this new cyber warfare
intensive environment.

There are other indications that the Navy will sasome to depend on USNA to provide
officers who are ready to contribute to their comdia success in a cyber warfare
environment. The Navy’s Cyber Workforce Strateggudates that the Navy requires a
workforce that “understands how to design, build aperate network warfighting
capabilities and enabling capacities within the drhof cyberspace as well as “conduct
planning and execute operations within the domafréyberspace. But the Navy’'s
Cyber Workforce Strategy Document notes with sofagathat:

“Navy has no direct recruitment program that tesgetllege students with
IT/Network related degrees. Consequently, we ateshaping our recruitment
efforts to attract those skills or focusing ouroef$ on undergraduate schools with
strong network security programs. The time hasectomnthe Navy to take
advantage of the undergraduate talent pool majaniddetwork and Information
degrees, a pool which would have the technical iigeeto fill those junior

officer billets afloat responsible for Communicasoand/or Information Systems



that today are often filled by officers that hawveaxpertise.. USNA accession of
officers into a common source community for cyber wuld enable leadership
to better shape manpower plans for supported cybemissions”

Among the recommended actions that the Navy shoaianit to, the Cyber Workforce
Strategy Document includes:

“Beginning accessions for the Navy’s Cyber communitgt USNA and
NROTC and establishing recruitment criteria for exbelated degrees and
academic quality.”

This is indeed a real and pressing need. The @haiof the Joint Chiefs of Staff,
Admiral Michael Mullen, expressed his intent toCalerate and resource our cyberspace
efforts—more skilled network operators, a robusbgl network infrastructure, and a
force capable of continued operations while defegdigainst cyber-attacks®

To address these issues, the Academic Dean andger@r. William Miller, tasked an

ad hoc committee—the Cyber Warfare Committee—taorgxa how USNA can best
ensure that the officers we provide are able toaipeeffectively in a cyber warfare
environment. More specifically, the Cyber Warf@@mmittee was tasked with
determining how USNA can invest our midshipmen wiité tools, techniques and talents
necessary to face this new environment, and asleedammittee to examine what impact
these new developments should have on the baceataugducation offered at the Naval
Academy.

These initial questions immediately raise subor@impestions and concerns. What
modifications in learning objectives, curriculaatbers and possibly facilities would be
needed to ensure that USNA commissions warriorsavbaeady to contribute to their
command’s success in a cyber warfare environmemtiile the Naval Academy’s
mission is not to educate cyber warfgpecialists, what educational foundation must a
newly commissioned officer possess to functionai¥ely in this cyber-warfare
environment? How should USNA instill this expegtisvhile still maintaining its status
as a first-class undergraduate institution, andenhiaintaining the proper balance
between theory and application?
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[I. Committee Organization and Methodology

The membership of the Dean’s Cyber Warfare ad rwuo@ittee initially consisted of
twelve members:

* A Committee Chair, appointed by the Academic Dezoh Rrovost.

* Two members each from Divisions I, Il, lll and l&ppointed by the associated
Division Directors.

» Arepresentative from ITSD, appointed by the Degdatyinformation
Technology.

* Arepresentative from the Office of the Deputy Famance, appointed by the
Academic Dean and Provost.

» Arepresentative from the Public Works Office, aijpped by the Public Works
Officer.

These committee members were:

- Prof. Don Needham, Committee Chair

- LCDR Rory Berke, Political Science Department

- LT Garrettson Blight, Division of Professional Démement

- LT Cameron Collier, Officer Development/LEL Depadnt

- Mr. Lou Giannotti; Deputy for Information Technolpg

- CAPT Mark Hagerott; History Department

- Ms. Megan Owen, NAVFAC Washington, Public Works Begment, Annapolis
- Ms. Sara Phillips, Office of the Deputy for Finance

- Asst Prof. Ryan Rakvic, Department of Electricadl @omputer Engineering
- LCDR Greg Sakryd, Weapons and Systems Engineerapgiment

- CDR Patrick Vincent, Computer Science Department

- Asst Prof. Richard Witt, Physics Department

In order to ensure that additional stakeholdersvagrare of the Committee’s activities,
and in order to solicit input from individuals wigertinent areas of expertise, the Chair
appointed six additional members.

* To ensure that the Committee’s efforts remainecbimcert and alignment with
the broader views of the Naval Academy as a whb&Chair invited a

11



representative from the Faculty Enhancement Ceaenell as a member of the
Faculty Senate, to join the Committee.

To ensure that the Committee’s efforts remainetbimcert with the Navy's
warfighting needs, and were in alignment with OPN@&ins and programs for
education and training, the Chair invited two regrgatives from the OPNAV
N15 Staff (Total Force Training and Education Dierg to join the Committee.
Since the National Security Agency hires many cybaikers and conducts the
Centers of Academic Excellence in A Education Program, and since the Director
of NSA will head the new USCYBERCOM, the Chair ited the Naval
Academy’s NSA Visiting Professor to join the Comiexdt as well as the officer
representative of USNA’s Cyber Defense Exercise.

These auxiliary committee members were:

LtCol Tom Augustine, Cyber Defense Exercise (CDHicer representative
Ms. Lisa Augustyn-Castro, OPNAV N152 (Training Bcaip

Assoc Prof. Ric Crabbe, Faculty Senate Ex-Officio

Dr. Peter Gray; Faculty Enhancement Center

Dr. Eric Harder, Visiting National Security AgenByofessor

Mr. Steve Muir, OPNAV N153 (Education Branch)

LCDR Brian Stites, NSA HQ, IW-OCM

Each of the Committee’s members solicited the vi@ms and expertise from their
respective departments/centers/agencies in orgeotade a full range of options and
issues for the Committee to consider. The Committet weekly.

The road map the Committee followed is presentetherollowing page.

12



Dean’s Cyber Warfare ad hoc Committee Road Map

Final Goal: Determine how USNA can better develogsimpmen to serve effectively in
the Navy and Marine Corps operating in a cyber ararenvironment.

1. Describe in detail what we mean by a Naval Aoadgraduate who is better
prepared to contribute as an unrestricted lineeiffin a cyber warfare
environment. This description must be based orcostomer’s input: What
qualities do the Navy and Marine Corps desire oNBWSQraduates in order that
they may more effectively contribute in the cyberfare environment they will
join in the fleet?

2. In light of the qualities that the Navy and USME&sire in graduates, examine
how USNA can better prepare our graduates to dangieffectively in the Navy
and Marine Corps cyber warfare environment. Potlar way: How can USNA
invest our midshipmen with the tools, techniques @hents necessary to face the
new challenges of cyber warfare?

3. Evaluate the current curriculum, faculty preplaess, and resources necessary to
meet the requirements of the Navy and Marine Coyper warfare environment.

4. Propose and develop a plan of action to betegygve our graduates to effectively
operate in the Navy and Marine Corps cyber waargronment. Put another
way: What modifications in learning objectivesyrozula, teachers and possibly
facilities would be needed to ensure that USNA cagsions warriors who are
ready to contribute to their command’s successayb&r warfare environment?

5. Explore potential advantages in collocatingtezlgpersonnel and facility
resources to achieve better synergy, or even estaig some form of Cyber
Warfare Center at USNA. Could this space be atsalfor research with NSA
or with other colleges?

6. What unique features are envisioned that mightiece our contributions to the
Navy and Marine Corps cyber warfare efforts (agletwork Defense Lab, a
Secure Operating Systems Lab, a Sensor Networkd_8bydent Research Lab, a
Biometrics Lab, a Digital Forensics Lab, a Cloudpaiting Research Lab, etc.)

13



From the Committee’s membership, the Chair appdifdar subcommittees composed
of members from different divisions and/or backgrdsiwhere possible. Each sub-
committee was tasked to explore a separate ar@aedeeritical to the Committee’s
review of cyber warfare. The subcommittees weskdd as follows:

Cohort Institutions subcommitteehaired byDIV Il rep CDR Patrick Vincent with LtCol
Tom Augustine and assisted by Ms. Sara Phillips. This subcommittee analyzed how our
sister service academies (USAFA and USMA) and pmenti civilian undergraduate
institutions that hold NSA/DHS National Center atadlemic Excellence in 1A
Education status:

o] Communicate that they have a need for cyber wadapable graduates
(student outcomes, learning objectives).

o] Incorporate cyber warfare concepts into their cutd for_everygraduate
(if any schools do this).

o] Incorporate cyber warfare concepts into their cutd for just somef
their graduates to include which majors (computer science, compute
engineering, political science, etc.).

o] Identify what infrastructure (networks, computdrdaetc) is needed to
directly support the cyber-related curricula?

Graduate Institutionssubcommitteechaired byDiv | rep Prof. Ryan Rakvic witDI1V |

rep LCDR Greg Sakryd and assisted by Prof Ric Crabbe. This subcomnfitieesed on
determining what graduate institutions like NPS ARdT, organizations like the
National Defense University, and prominent civilgraduate institutions with relevant
programs, consider as necessary preparation for ied cyber warfare related curricula
at their institutions.

CNO/CMC & other Commands Liaison subcommitteleaired by Div IV rep LT
Garrettson Blight with Div 1l rep Prof Rich Witt drDiv Il rep CAPT Mark Hagerott
and assisted by Ms. Lisa Augustyn-Castro and Mr G@annotti. Ths subcommittee
contacted OPNAV and Commandant of the Marine C(@d4C) staff to determine what
they think unrestricted line officers’ (aviatorsjsnariners, surface, USMC ground, etc)
need (i.e., not just the information warfare (IW)mformation professional (IP)
communities). Specifically, they endeavored ttedaine what our graduates need to

14



know to help the Navy and Marine Corps in this aesal what valuable contributions
USNA might make.

Leveraging Mid-Atlantic Organizations subcommittedaired byDiv 11l rep CDR Rory
Berke with Div IV rep LT Cam Collier/Assisted by MBteve Muir; Dr. Eric Harder; Ms
Megan Owen. This subcommittee explored how USNAdximnity and relationships
with NSA and other organizations in the mid-Atlantegion can be leveraged (e.g.,
faculty lend/lease opportunities, shared facilibes research opportunities).
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[ll. Alignment with USNA 2020 Vision, Graduate Attributes and USNA
Strategic Imperatives

The Naval Academy continually adapts its academogqam to satisfy the relevant Navy
and Marine Corps needs that are expected to aresetloe next decade. Indeed, it is
important that the curriculum be adjusted as necggse ensure midshipmen are
prepared academically for the challenges theyfaui in the early years of their military
service as officers in the 21st century Navy andihaCorps.

In response to a changing world, and in order tdinaally improve USNA as a premier
leadership organization, USNA has developed a cehgmsive Strategic Vision (The
2020 Visiort”) to guide the institution’s future actions and@esthat the needs of the
Navy and Marine Corps are continuously met. Addailly, the Naval Academy has
defined Strategic Imperatives and Graduate Attebuid support the 2020 Vision.

The USNA 2020 Vision is:

To be the nation’s premier institution for develap future naval leaders from
diverse backgrounds to serve in an increasinglyardependent and dynamic
world.

The USNA 2020 Vision is attained through the rectogm and development of
“attributes” desired of graduates, and these atte are reinforced and strengthened
through the implementation of “strategic imperagive

In this section of the report, we show how the eéfeo better develop midshipmen that
can serve effectively in the Navy and Marine Carperating in a cyber warfare
environment aligns with the USNA Graduate Attritsuéand the USNA Strategic
Imperatives.

A. USNA Graduate Attributes

The seven USNA Graduate Attributes are:

» Selfless. Selfless leaders who value diversity@edte an ethical command
climate through their example of personal integaityl moral courage.

» Inspirational. Mentally resilient and physicallydfficers who inspire their team
to accomplish the most challenging missions angegpared to lead in combat
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» Proficient. Technically and academically profidipnofessionals with a
commitment to continual learning.

* Innovative. Critical thinkers and creative deaisinakers with a bias for action.
* Articulate. Effective communicators.

* Adaptable. Adaptable individuals who understandl @ppreciate global and
cross-cultural dynamics.

» Professional. Role models dedicated to the prafiesd arms, the traditions and
values of the Naval Service and the constitutiboahdation of the United States.

The effort to better develop midshipmen to serfeatifzely in the Navy and Marine
Corps operating in a cyber warfare environmentaligith two of the USNA Graduate
Attributes:

» Proficient. Technically and academically proficient professils with a
commitment to continual learning.

As noted the CJCS National Military Strategy forb@yspace Operations
(NMS-CO)*® : “DoD personnel operating in cyberspace must lzave
thorough understanding of the rapidly evolving gawral and technical
mechanisms required to conduct cyberspace opesdtion

* Innovative. Critical thinkers and creative decision makeithwa bias for action.

As noted the CJCS National Military Strategy fo€gspace Operations
(NMS-C)) a key feature of cyberspace is technieabvation. Quoting
from this report: “Cyberspace evolves to ongoirchtecal innovation and
is the only domain whose underlying structure camlynamically
reconfigured... Keeping pace with technologicalngearequires sustained
and constant vigilance and high degrees of domaeréise.”
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B. USNA Strategic Imperatives

The nine USNA Strategic Imperatives are:

1. Recruit, admit and retain a diverse and talentegaBle of Midshipmen.

2. Graduate officers whose attributes and educati@nelexperiential preparation
meet the Navy and Marine Corps’ current and futaggiirements.

3. Attract, develop, and retain faculty and staff—baihlians and military—who
model the highest academic, professional, andadthiandards.

4. Integrate all midshipmen’s moral, mental, and ptgistore experiences to
prepare them for future service in any naval wartammunity.

5. Align ethical leadership and character developneffiotts across all academic,
professional, athletic and extracurricular programs

6. Leverage internal and external collaborations @age midshipmen in relevant
learning opportunities that develop the broad rasfggmpetencies required by
the 21st century Naval Service.

7. Establish and maintain state-of-the-art facilitiegt inspire and support the
pursuit of excellence.

8. Apply exemplary business and assessment practiaesnsure the sound
stewardship of Academy resources and result inimaatprocess and program
improvement.

9. Develop strategic relationships with alumni, frisrathd national and international
institutions of influence that contribute to thevdbAcademy’s success and
America’s security and prosperity.

The effort to better develop midshipmen to serfeatifzely in the Navy and Marine
Corps operating in a cyber warfare environmentaligith the following Strategic
Imperatives taken from the full list above. We erihe and italicize the appropriate
section of text, and then elaborate for each.
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Strateqgic Imperative 2. Graduate officers whose attributes and educdteomh
experiential preparation meet the Navy and Maring€ current anduture

requirements.

Clearly, officers in the future will require an exrtted knowledge of cyber
warfare. The National Military Strategy for Cybease Operations (NMS-CO)
notes that “creating and developing the force resmgsto conduct cyberspace
operations applies to people, describing the neethsure personnel receive
adequate, consistent training and the tools negessaccomplish mission
objectives.... This capability ensures the necgdsaces to implement
Information Operations and network operations aep@red to conduct
operations.”

The NMS-CO notes that “Absent significant effohnte tUnited States will not
continue to possess an advantage in cyberspacdikedther warfighting
domains, the United States risks parity with advees (in cyberspace).” The
document goes on to list as a priority the needTarloring education and
training to meet specific needs of leaders, prodesds and users in cyberspace.”

Strategic Imperative 4. Integrate all midshipmen’s moral, mental, andsatel core

experiences to prepare them fature service in any naval warfare community.

The 2004 National Military Strategy noted that “TAemed Forces must have the
ability to operate across the air, land, maritippace and cyberspace domains of
the battlespace.” The CNO'’s concept is for “infatiman management,
intelligence, cyber, etc., to form the very foundatof our future Navy.”

In 2008, the CNO'’s Strategic Studies Group (SSG)menended as one of three
“overarching actions” that the Navy establish anddiricted Line Cyber Warfare
Community, and, more generally, recommended tlealévy enhance cyber
warrior education and training. The 2008 CNO S&®6 eecommended that the
Navy develop a training strategy to improve cyhgar@ness and the ability of
every member of the Navy to be cyber-enabled. nirgishould be delivered
through a variety of methods, including accessiaming.

The Navy's Cyber Workforce Strategy stipulates thatNavy requires a
workforce that “understands how to design, build eperate network
warfighting capabilities and enabling capacitiethm the domain” of cyberspace
as well as “conduct planning and execute operatiotitsn the domain” of
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cyberspace and notes that USNA accession of offioéo a common source
community for cyber would enable leadership todrethape manpower plans for
supported cyber missions.

Strategic Imperative 6. Leverage internal anekternal collaborationsto engage
midshipmen in relevant learning opportunities thatelop the broad range of
competencies required by the 21st century Naval Service.

USNA should explore the possibility of midshipmenilaborating with cyber
warfare organizations, specifically with the newlelYBERCOM and
USCYBERCOM commands. Arrangements for summer mstaps with the
National Security Agency, the Naval Warfare Develept Command and the
Naval Research Lab are already in place, and shmukpanded. USNA should
collaborate with USMA and USAFA in cyber warfaresesises and operations.
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IV. Examination of Practices of Cohort Institutions

Many colleges and universities have already moweddrd with innovative well-
developed cyber warfare curricula (although thenteyber warfare is never explicitly
employed; see the discussion in Chapter 1). leffant to determine the best path
forward for USNA, the Committee analyzed how ostesi service academies (USAFA
and USMA) and prominent civilian undergraduateiiogbns that hold NSA/DHS
National Center of Academic Excellence in IA Edumatstatus:

o] Communicate that they have a need for cyber wadapable graduates
(student outcomes, learning objectives).

o] Incorporate cyber warfare concepts into their cutd for_ everygraduate
o] Incorporate cyber warfare concepts into their cutd for just somef

their graduates to include which majors (computer science, compute
engineering, political science, etc.).

o] Identify what infrastructure (networks, computdrdaetc) is needed to
directly support the cyber-related curricula?

A. Past Practices at USNA

In order to determine the best path forward, it d@smed helpful to first determine
where we, as an institution, are now, and wheréave been in the past with respect to
incorporating cyber warfare concepts into the USl&iculum. Each USNA academic
department was asked to examine their last fivesyefacourse offerings in order to
answer the question: “What cyber warfare relatads®s are currently taught, or have
been previously taught, by your Department?”

Although several USNA course offerings glancinglyd¢h upon topics that fall under the
cyber warfare umbrella, there are several coutsssdirectly treat of cyber warfare (as
broadly defined). For example, each midshipmaronrg in Information Technology is
required to take the introductory information asswue course (IT430), and may also take
the advanced information assurance course (IT433palective. Students majoring in
Computer Science may also take these two informassurance courses as major
electives. The Electrical and Computer EngineeDegartment regularly offers an
elective course in biometrics. The Computer S@dbepartment and the Physics
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Department have recently offered elective cousesyiptography and quantum
cryptography, respectively, and the Computer Saddepartment also recently ran an
elective course in Computer Forensics. The Palitscience Department has started to
address cyber warfare topics into a number of iekecifferings.

A full list of all past and present cyber-relatemlicse offerings is presented in Appendix
A, along with a brief description that focuses ba tyber warfare aspects of each course,
typical enroliments, the intended audience, angastfucture requirements, and any
issues relating to the periodicity of the offering.

The Committee originally intended to survey thédwing six schools for examination of
their undergraduate programs:

1. The United States Air Force Academy (USAFA)
2. The United States Military Academy (USMA)

3. The University of Tulsa

4. Mississippi State University

5. The Johns Hopkins University (JHU)

6. Capitol College

The Committee subsequently learned that all relewatratives at the JHU (e.g.,
information assurance, network defense, etc.) atiecety directed toward graduate
students. JHU is thus discussed in Chapter V: khxation of Practices of Graduate
Institutions. Capitol College, originally choseased on the reputation of the College’s
Vice President, Dr. Vic Maconachy (a nationallyoemed authority in the field of
information assurance), was also dropped from deanation because the college’s
student body is so small and unrepresentative ®AJ@he entire college—all majors—
produced 51 bachelor’s degrees in all 2007).

Thus, the Committee limited its examination to USABISMA, University of Tulsa and
Mississippi State University. The cyber warfarkted programs at these institutions are
discussed in turn. The general template of basejirestions as ked of the institutions is
provided in Appendix B.

22



B. Cyber Education at the U.S. Air Force Academy

B.1. Overview

The cyber education efforts at the United Stated=Arce Academy are centered
in theAcademy Center for Cyberspace Research (ACCR). The ACCR, started in
2004, is housed in the Computer Science Departnfeminded to enhance cadet
education and faculty development through cuttidgeecomputer security
research, the ACCR is staffed by a Director, twedaech Assistants and one lab
technician. The ACCR in the past has also hossting researchers. The
ACCR maintains a strong relationship with NSA, &émel Air Force Academy
hosts a Visiting NSA Professor who conducts resedeaches, assists in
curriculum development and promotes awarenesdonnmation assurance and
cyber-related topics.

The stated mission of the ACCR is “to enhance cadetation through research
in the domain of cyberspace.”

The ACCR serves as a focal point for cyber edunatahe Air Force Academy.
The ACCR assists in Information Assurance-relatedaulum development and
instruction, conducts and encourages researchsiuittents and faculty (both in-
house and in support of outside sponsoring ageneied increases cyber
awareness across the student body through a himstaMative activities
(described in more detail later). The ACCR recgigpproximately $500,000
each year in external funding from various agencies

B.2 Certification

Since 2005, the United States Air Force Academybleas designated a
NSA/DHS National Center of Academic ExcellenceArBducation, and elected
to pursue re-certification in 2008. Certificaticar® now good for 5 years.

B.3. Infrastructure

There are two labs associated with the ACCR: aorinétion Warfare Lab (used
in the Information Warfare class and for generaéezch) and the Network

Defense Lab (used for the annual Cyber Defensecksedr These two labs are
entirely dedicated to cyber-warfare courses, ezescand research.
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B.4. Cyber Education

We next summarize what the ACCR does:
» For all students at the Air Force Academy
* For many students at the Air Force Academy, butafiot
* For a small select group of specialized students
» For cyber education in general

What does the ACCR do for all students?

The Air Force Academy provides a three-credit lexttourselntroduction to
Computer Science, taken by alktudents in their first year. Approximately 50% o
the material in this course is centered on cybkated topics (the remainder of the
course is dedicated to algorithmic thinking anddabproblem solving).

Although the course is formally annotated as agtforedit “lecture” course, the
class actually contains numerous integrated hands¢ercises, requiring that the
students use their laptops. The ACCR providedatantial amount of material
for this course, and the Computer Science facdhfiouously monitor the course
to ensure it remains relevant and up-to-date.

What does the ACCR do for many students?

Initiative 1: Infusing Cyber Topics Across the Curriculum. The ACCR has
integrated cyber related topics throughout manysesiacross the Air Force
Academy (e.g.Communications Systems in the Electrical Engineering
DepartmentPolitics and Intelligence in the Political Science Departme8pecial
Operations in the Military Strategic Studies Department). s¢laotably, the
ACCR recently facilitated a special course&Cyber Law taught by the Law
Department. In general, the ACCR continually (thougormally) contacts other
academic departments and suggests cyber-relatied tbpt might be applicable
to the curriculum.

Initiative 2: Cyber Warfare Cadet Club. Last fall, the ACCR founded the Cyber
Warfare Cadet Club, which now meets regularly. Theb is open to any student
who simply has an interest in cyber related topfarticipation from non-CS
majors is highly encouraged; there are no prerégaiaside from the

Introduction to Computer Science freshman year course required of all students.
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The Cyber Warfare Cadet Club, which now has appnaiely 40 members from
various majors, hosts guest lectures on cybere@aipics, practices hands-on
network defense and network attack operationsyamsl competitions among
their members.

Initiative 3: Summer Information Operations Program.  This summer, the

ACCR piloted &Summer Information Operations Program intended to expose 20
non-CS majors to the concepts of Information Warfarhis program, run by two
faculty members and one Research Assistant, indllettures, labs and hands-on
activities. The students were tasked to plan xedwge an information operation
against another group. The long-range goal istthigtnitiative will target 120-
150 cadets per year.

Initiative 4: Cyber Warfare Testbed. In the new academic year, the ACCR is
planning to install an isolated “Cyber Warfare Best,” which will be an
extensive isolated network used to run advancedresddated tests and exercises,
to include such advanced topics as creation antiad@f botnets.

Initiative 5: Guest Lecture Program. The ACCR invites distinguished guest
lecturers to the Air Force Academy for presentatiopen to all students and
faculty.

What does the ACCR do for some select students?

The Air Force Academy provides three classes datgnas “Information
Warfare” classesdryptography, Information Warfare andNetwork Defense), all
housed within the Computer Science Department. t Bloslents who take these
courses are CS majors, although the occasionahesgng student is present.
These three courses constitute a designated “eyédare track,” and students
who take all three receive an Information Warfaaek notation on their
transcript. The Computer Science department redugted over 50 majors with
this cyber warfare emphasis.

The Computer Science Department’s Network Defensese culminates with
the annual NSA sponsored Computer Defense ExgiCBX). In the nine years
that the CDX has been conducted, the Air Force Aoadhas won the
competition twice and finished second four times.
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The ACCR has also integrated cyber related topicgighout many courses in
the Computer Science curriculum (e.g., Computenideks).

The ACCR facilitates research between studentsagadcies (primarily NSA,
but others as well) in conducting cyber-related siemresearch. The ACCR
serves as the focus of CS Department researc\@R Director is the CS
Department’s Research Director as well), offerind &acilitating independent
cyber-related research topics and projects forested students and faculty.

The ACCR supports faculty travel to conferencestaaiding.
What does the ACCR do for cyber education in geriera

The ACCR facilitates the annual Front-Range Seg@dnference. The Air
Force Academy was a founding member of the FrongRdnformation Security
Colloquium (FRISC) which hosts this annual meethgchools to share
educational and research experiences in informatssarance. The goal is to
establish a community of educators and researaméing area and establish a
forum for exploring collaborations in informatioaaurity-related research and
education.

The ACCR facilitates an annual Computer and Netwarkerability
Assessment Simulation (CANVAS). This is a compegiexercise to assess
security vulnerabilities in a complex computer systthat was cooperatively
founded and developed with Colorado State Uniwe(§&lSU) in 2006. The
exercise typically includes 60 students and 10ltaecuembers from 5 Front
Range schools with support from NSA

The ACCR collaborates with AFIT and USMA on cybelated concerns.

The ACCR is an active participant in the annuall@plium for Information
Systems Security Education.

Several members from the Computer Science Depattimenty, in collaboration

with AFIT, assist the Air Force in defining the eyfrelated career field training
requirements.

26



B.5. Summary

The Air Force Academy has an outstanding prograhitistills cyber
knowledge, skills and abilities into the studendlypas a whole, and in core
groups of students in particular. Starting withAF&’s required computer
science technical core course that addressesdheital foundations of Cyber
Warfare, which is then built upon in upper levelises, their efforts in this area
far surpass anything currently present at the Nagatlemy. The Air Force
Academy’s ACCR provides a template that USNA wdagdwvise to emulate.

C. Cyber Education at the U.S. Military Academy

C.1 Overview

The cyber education efforts at the United Statdgdvy Academy are centered in
thelnformation Technology and Operations Center (ITOC). The ITOC, started
20 years ago (with an original focus on Artificiatelligence), is housed in the
Electrical Engineering and Computer Science DepamtmSince 1999 the ITOC
has had a vision of "an internationally recognizedter of excellence in
education, research and development in informa&ohnology and information
operations.”" The ITOC is staffed by a Director (kily PMP), two researchers
(Military PMPs), one half-time Military PMP from @uputer Science, one
systems analyst and one administrator. The ITO@taias a strong relationship
with NSA, and the Military Academy hosts a VisitiNggA Professor who
conducts research, teaches, assists in curricubw@abment and promotes
awareness in information assurance and cyber-celafecs.

The ITOC serves as a focal point for cyber eduoaticthe U.S. Military
Academy. ITOC is “dedicated to researching andhiesy information assurance,
computer and network security. The mission of IT®Qo educate and inspire
cadets and faculty in the acquisition, use, managénand protection of
information through innovative teaching, curriculalevelopment, research and
outreach to Army, DoD and federal agencies.” THeC assists in Information
Assurance-related curriculum development and ing8bm, conducts and
encourages research with students and faculty {beétbuse and in support of
outside sponsoring agencies), and increases cyWaeaess across the student
body through a host of innovative activities (dédsed in more detail later).
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C.2. Certification
Since 2001, the United States Military Academy beesn designated a NSA/DHS
National Center of Academic Excellence in 1A Edumatnd elected to pursue

re-certification, in 2004, and will likely recenithis year (2009).

C.3. Infrastructure

The United States Military Academy has a very largeastructure associated
with the EECS Department and the ITOC. The ITOGa@s two labs

including the Multipurpose Computing lab open tonypatudents working on
cadet capstone and independent study projectgharidformation Warfare and
Analysis Lab designed to allow cadets to test theskills in defending a
network. In addition to these labs, the EECS Dipamnt maintains about 12
classrooms, with rolling racks of network equipmesgd by the Plebe and Junior
core classes.

C.4. Cyber Education

We next summarize what the US Military Academy dwéhk regard to cyber
education:

* For all students at the U.S. Military Academy

* For many students at the U.S. Military Academy, ritt all

» For a small select group of specialized students

» For cyber education in general

What does the USMA do for all students with regdadcyber education?

The U.S. Military Academy provides a three-creddtlre coursd,T105:
Introduction to Computing and Information, taken by alktudents in their first
year, stressing problem-solving using informatiechihology and computers
including use of programming and robotics. Mestures contain an integrated
hands-on component. The ITOC provides a substamtiaunt of material for
this course, and the Computer Science faculty mesrdmtinuously monitor the
course to ensure it remains relevant and up-to-date
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What does the USMA do for many students in termsylber education?

Initiative 1: 1T305, Information Technology for Military Applicationsis required
by all majors except "ABET accredited majors." ISNA-lingo, this course is
required for all Division Il and Division Il majsr

Initiative 2: Cadet Special Interest Group in Security, Audit and Control

(SGSAC). This organization is open to all majors, asfter school activity.
Although the SIGSAC is chartered under the stuéeil Chapter, SIGSAC
emphasizes that members need not be Computer 8ciggjors, and that the club
has members in all disciplines including those miagpin foreign languages,
social sciences, math, and chemistry. The SIGSAGdused on Cyber Warfare
and organizes monthly guest speakers, monthly anogiing contests, multiple
mini-exercises and the annual Cyber Defense Exerdost of the 50 person
EECS department faculty are very involved, and theige faculty from other
majors to support this endeavor as well.

Initiative 3: Incorporation of Research Centersinto Year |ong capstone projects.
Most students in Engineering and Sciences are nejto complete a year-long
capstone projects. The ITOC arranges funding aadworld customers so that
students can help solve a real-world problem apedent their capstones to
audiences outside the Academy. The ITOC currdmtlgs collaborative
relationships with more than a dozen federal agsnci

Initiative 4: Funding of Cyber-Security related projects and research. The ITOC
arranges funding with 6-10 major grant proposélsmding opportunities per year.
This funding is used to support much of the Comp8tgence and Electrical
Engineering faculty and student research, as sdheir equipment and travel
needs. These grants also fund dozens of summgrstodent internships to
various government agencies. In order to do thes)JTOC fully engages and
maintains strong working relationships with numergovernment agencies.

What does the ITOC do for some select students?
In addition to the two required information techogy courses of most majors,

The U.S. Military Academy provides to its CS/EE timand some Social Science
majors five classes directly relating to “InfornmatiAssurance, Information
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Warfare and Forensics Férensics, Cryptography (Math), Policy for Cyber
Warfare (EE/CSYSocial Sciences), Network Administration, and Information
Assurance. Additionally, the Software Systems Design | &Hd IT Integrative
Capstone | & Il are strongly focused on Cyber Deén

The Computer Science Department’s Information Aassce course culminates
with the NSA sponsored Computer Defense Exerci&X(C The U.S. Military
Academy has won this competition five times in éxercise’s nine year history,
and has won the exercise the past three yearsown.a

The ITOC has also integrated cyber related topicsughout many courses in the
Computer Science curriculum (e.g., Computer Netajprk

What does the ITOC do for cyber education in genéra

The ITOC facilitates research between studentsagedcies in conducting cyber-
related summer research.

The ITOC supports faculty and student travel tofe@nces and training.

C.5. Summary

The U.S. Military Academy has an outstanding progthat instills cyber
knowledge, skills and abilities into the studendiypas a whole, and in core
groups of students in particular. Starting withNUSs required computer
science technical core course that addressesdheital foundations of Cyber
Warfare, which is then built upon in upper levelirses including a second
computer science technical core course requiredl obn-ABET accredited
majors, their efforts in this area far surpass laingt currently present at the Naval
Academy. The U.S. Military Academy’s ITOC providesemplate that USNA
could implement in parts, but would require an emmus faculty and student
focus and dedication to cyber-security relatedestibjin order to mirror their
level of success.

Table 1 provides a summary of the current cybeateel academic exposure given to
cadets and midshipmen at USMA, USNA, and USAFA.
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Table 1 Summary of current cyber exposure at USMAUSNA, and USAFA.

USMA USNA USAFA
- 3cr (IT105) for all - 3cr(CS110) for all
Required CS + no - Taught by CS dept
Cyber Core - 4 cr (IT305) for all
Course(s) for al non-ABET majors
- Taught by CS dept
Info Tech and Ops Ctr Academy Center for
Cyber Warfare | Staff: 3.5 FTEs, plus 1 sys no Cyberspace Research
Center admin, 1 office staff Staff: 2 FTEs, plus 1 sys
admin
Annual CDX yes yes yes
Cyber Warfare yes no yes
Club
NSA/DHS CAE| Institutional designation] no Institutional designation
IA Education since 2001 since 2003

D. Cyber Education at the University of Tulsa

D.1 Overview

The cyber education efforts at the University ofshuare centered in thestitute
for Information Security (iSec). The iSec, started 13 years ago as theeCtamt
Information Security, was recast in 2007 to expigmfbcus to include
relationships with companies in the private seclbe iSec is housed in the
College of Engineering and Natural Sciences.

The iSec is staffed by a Director who is on the @otar Science faculty, and has
a core group of seven faculty members. The iSe@hiances with seven
additional faculty members who are more looseliliaféd.

The mission of the iSec is to support a multi-ginary program of study and

research tackling cyber security issues on a gletele, to support research in
such areas as critical infrastructure protectiecusty engineering, enterprise
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security and digital forensics and to help establiglsa as a hotbed for
information security research and development.

More specifically, as iSec relates to undergradyjate primary goals are
threefold. First, iSec seeks to educate and peegtadents for the cyber-related
civilian workforce. Second, iSec conducts andlitates research in cyber
security. Third, iSec facilitates cyber-relatedve®e opportunities, such as
performing risk assessments for companies anchgetp firewalls for nonprofit
organizations.

Although iSec is not formally under the cognizan€any academic department,
a majority of the students affiliated with the ihgie are Computer Science
majors. At any given time, approximately 30-40 emgpladuate CS majors (as
well as 30 graduate students) are conducting cydated research through the
iSec. At any time, approximately 120 studentstakeng classes associated with
iSec (approximately 80 CS majors, with the remairfian a diverse mix of
disciplines including business and law).

D.2 Certification

Since 2001, the University of Tulsa has been desegha NSA/DHS National
Center of Academic Excellence in IA Education.

D.3 Infrastructure

There are six labs associated with the iSec suipgactasses, research and
graduate student workspaces. The iSec has noatediclassrooms.

D.4. Cyber Education

We next summarize what the iSec does:
» For all students at the University of Tulsa
* For many students at the University of Tulsa, koitail
* For a small select group of specialized students
» For cyber education in general
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What does the iSec do for all students?

The University of Tulsa does not provide a coursetered around cyber-related
topics for all students.

What does the iSec do for many students?

The University of Tulsa does not provide broad ediooal or research outreach
programs to a wide swath of the student body.

What does the iSec do for some select students?

The size of the student body at the University oisa& is approximately 3100
undergraduate students. Since only 120 studeatsfliiated with iSec, and all
of these students are self-selected, and moseeétbtudents are Computer
Science majors, we deem all of iSec’s efforts talibected to a “select” group of
students.

The iSec maintains the University of Tulsa's riggranformation assurance
curriculum, with the chief goal of producing exdeptl graduates who will make
significant contributions as professionals and ézadh the field. The iSec
contributes to nine separate CS courses: (1) Cenfacurity, (2) Information
System Security Engineering, (3) Risk Managemenirfimrmation Systems, (4)
Secure Electronic Commerce, (5) Information Syséasurance, (6) Enterprise
Security Management, (7) Network Security, (8) Catepand Network
Forensics, and (9) Secure System AdministrationGerdification.

The iSec also oversees a novel interdisciplinaogmm, recently facilitating
courses conducted by the History, Law, PoliticaeBce and Economics
Departments, under such varied titles as PoliticSyber Terrorism, Cyber Law
and Policy, and National Security Law.

Perhaps most interesting, iSec has designed amiafmn Security Certificate
Program patterned after the various informatiorusgctraining levels
established by the Committee on National Secuisté&ns (CNSS) Standards.
There are five CNSS standards for information asswe education, and
University of Tulsa’s iSec curriculum was the fitstbe certified under all five
standards. In fact, iSec specifically developaessd courses around these
national standards.
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To receive a certificate in a designated categgindents must complete a
specific set of courses. For example, studentsaonaplete the Computer
Security course, two system courses and a fourttldative course receive a
certificate stating that they have satisfied ajjuieements for the CNSS 4011
(Information Security Personnel). Basically, tmegram certifies that students
satisfying program requirements are trained tdederal standards for
information systems security professionals.

While the University does not grant minors or otkiech designations, these
certificates provide graduates a means of ensemnmgjoyers recognize their
coursework in cyber security. These certificatesthe only credential that
recognizes a student’s participation with the iSec.

The iSec hosts students participating in the Cg@mps Program. This program
provides students with a stipend of approximatélyp80 per month, and pays all
tuition for two years, room and board, and travat@nferences. Students
complete a summer internship in a federal agenuy by the end of the second
year earn a degree in computer science in addiionultiple federal-level
computer security certificates as endorsed by thar@ittee on National Security
Systems (CNSS) (discussed above). Studentsipatiigy in the program must
serve at a Federal agency in an information asearposition for a period
equivalent to the length of the scholarship or pear, whichever is longer. The
vast majority of these students go to NSA.

What does the iSec do for cyber education in getera

The iSec has formed research partnerships witlaimdustry, focusing on such
topics as extracting evidence from electronic deviand analyzing vulnerabilities
in control systems for power industries.

The iSec has formed research partnerships withraleyevernment agencies,

including the Memorial Institute for the PreventiohTerrorism in Oklahoma
City and the Institute for Security Technology Sésdat Dartmouth College.

The iSec retains contact with the Critical Infrasture Protection Working Group
and the Digital Forensics Working Group.

The iSec has hosted meetings of the “Cyber Corps.”
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D.5 Summary

The University of Tulsa has an outstanding progtiaat instills cyber knowledge,
skills and abilities into a core groups of students

E. Cyber Education at the Mississippi State Univesity

E.1 Overview

The cyber education efforts at the Mississippié&taniversity are centered in the
Center for Computer Security Research (CCSR). The CCSR is dedicated to the
scientific exploration of computer vulnerabilitiegth the objective of improving
prevention and detection techniques through severalresearch areas. The
CCSR was established in 2001 within the Departroé@omputer Science and
Engineering, and is now recognized as a multidis@py Center within the
College of Engineering.

Themission of the CCSR, as stated on its website, is “to sasva focus
organization for collaborative work with facultyéstudents from multiple
colleges at MSU in the area of computer securityiaformation assurance.”
The research activitiesf the CCSR include intrusion detection in high
performance computing systems, homeland secuittgtines, computer
forensics, management of secure information systernminal justice issues in
cyber crime, and cyber policy and procedure.

The CCSR works to promote cross-disciplinary reseand research proposals,
facilitates collaborations with other acadenmistitutions and industry, and
supports théaw enforcement community. The CCSR is staffec jirector
who is on the Computer Science faculty (presetigyG@hair of the Computer
Science Department), and has a core group of fwifeculty members. Itis
interesting to note that 10 of the 18 tenured/teritack faculty in the Computer
Science Department do work wit the CCSR.

E.2 Certification
Since 2001, the Mississippi State University haanbdesignated a NSA/DHS

National Center of Academic Excellence in IA Edimat The designation was
renewed in 2004 and 2007.
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E.3 Infrastructure

There are five labs associated with the CCSR: arfsits Teaching Lab, an 1A
Teaching Lab, an IA Research Lab, a Business Irdtiom Systems Security Lab
and a Supervisory Control and Data Acquisition (&) Lab. The CCSR
received $4.5 million in funding in 2008.

E4. Cyber Education

We next summarize what the CCSR does:
* For all students at Mississippi State University
* For many students at Mississippi State Univerity,not all
» For a small select group of specialized students
» For cyber education in general

What does the CCSR do for all students?
The CCSR does not provide a course on cyber-retapgds for all students.
What does the CCSR do for many students?

The CCSR does not provide broad educational oareBeutreach programs to a
wide swath of the student body. Most of the stislenvolved with the CCSR are
Computer Science majors or Engineering majors.

What does the CCSR do for some select students?

As with the University of Tulsa, the CCSR has destjan Information
Assurance Professional Certificate Program patteafier the various
information security training levels establishedthg Committee on National
Security Systems (CNSS) Standards.

To receive the CCSR Information Assurance ProfessgiGertificate, students
must complete a specific set of courses totaling ta@nimum of 15 semester
hours. Students must complete courses in Infoomand Computer Security,
Computer Crime and Forensics and Network Secunity@ryptography, and then
must select two courses from a list of seven alesti Basically, the program
certifies that students satisfying program requeets are trained to the federal
standards for information systems security protesss.
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Mississippi State University organized a major fgies training center in 2005 in
concert with the National Forensics Training Centdrich was funded by the
Department of Justice to train law enforcementeff to fight cyber crime.

There are two primary facilities for the Nationarénsics Training Center, one of
which is on the campus of Mississippi State UniigrsThese facilities provide
students with hands on experience with some offatiest tools and equipment in
digital forensics.

The CCSR organized a Supervisory Control and Datguisition (SCADA) Lab
in 2007 that has already played a major role inalisring serious flaws in
SCADA user-interface software and thwarted a Dbstied Denial of Service
Attack planned for July 4, 2009.

What does the CCSR do for cyber education in geltiera

The National Forensics Training Center at Missigisgiate University offers
courses free of charge to for all law enforcememspnnel (e.g., police officers,
state troopers), in order to prepare them to candigdal investigations.

CCSR has recently extended the law enforcememiinigathat is offered by the
National Forensics Training Center at Mississipit& University to veterans as
well. Funded by the National Science Foundatibis, éffort provides vocational
training at no charge for veterans, including thiosiansition and/or disabled.

The CCSR hosts students participating in the C@meps Program. This
program provides students with a stipend of appnaxely $1,000 per month, and
pays all tuition for two years, room and board, tmaglel to conferences.
Students complete a summer internship in a fedgrahcy, and by the end of the
second year earn a degree in computer scienceer8tuparticipating in the
program must serve at a Federal agency in an igftomassurance position for a
period equivalent to the length of the scholargitipne year, whichever is longer.
The vast majority of these students go to NSA.

E.5 Summary

Mississippi State University has an outstandingypam that instills cyber
knowledge, skills and abilities into a core grodigtdents.
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V. Examination of Practices of Graduate Institutions

In an effort to determine what should be accomplisat the undergraduate level, the
Committee decided to examine wigahduate institutions like NPS and AFIT,
organizations like the National Defense Universityd prominent civilian graduate
institutions with relevant programs, consider asaegsary preparation for entry into cyber
warfare related graduate curricula at their insbts?

A number of graduate institutions were canvasseteétermine what skill sets were
necessary for entry into cyber warfare relatedicula. Given the wide range of graduate
institutions and objectives, institutions were ddl into 3 distinct groups: civilian
institutions, academic military institutions anafassional military institutions.

A. Civilian Institutions

A representative cross-section of civilian instans with cyber warfare related graduate
programs were reviewed. Selection was based atargibffiliation and informal
rankings. Because the term “cyber warfare” isaushmonly used outside DoD
organizations, programs in information assurangieecsecurity, and related fields were
considered.

The following institutions were reviewed:
1. MIT focuses predominantly on theoretical researchrexpees.
2. Mississippi Sate University — desires students with science and engineering
backgrounds and strong problem solving skills. Tteay teach the computer

security skill.”

3. Tulsa-— desirable for students to take a course indbhiction to Computer
Security,” but most students are “foundational.”

4. Johns Hopkins University maintains strong ties with the DoD through their
Applied Physics Lab (APL). John’s Hopkins’ prografasus on theoretical
research with APL funded projects with DoD applicas.

5. Purdue University’'s program is math based, emphasizing cryptograpigy
security.
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B. Academic Military Institutions

The Navy and Air Force maintain dedicated gradedtecation institution in Monterey,
California and Dayton, Ohio respectively. The Ardges not maintain a dedicated
graduate institution, but has agreements with bR and AFIT to provide graduate
education to Army personnel. Both NPS and AFIT &on developing the technical
expertise of their graduates for application witsipecific military career fields.

B.1. Naval Post Graduate School (NPS).

The mission of NPS is to provide relevant and uaigdvanced education and
research programs in order to increase the confileatigeness of U.S. and Allied
armed forces and enhance the security of the USitatds. In support of this
mission, NPS provides masters and doctoral degreell as multiple
certificates in Information Assurance. While thesegrams support the
Information Professional (IP) Community, the emmaht of officers from this
community has been severely limited.

B.2. The Air Force Institute of Technology (AFIT).

The mission of AFIT is to provide defense-focuseatigate and professional
continuing education and research and sustairetiimblogical supremacy of
America’s air and space forces. AFIT offers masémd doctoral degrees as well
as certificates in Information Assurance. AdditibynaAFIT offers an
Intermediate Developmental Education (IDE) progmar@yber Warfare. The
IDE program is a 12 month course of study for mideg officers in relevant
communities, culminating in a Masters of Sciencgree.

In March of 2002, AFIT established the Center fgb&space Research (CCR)
with the stated objective of understanding and ligneg advanced cyber-related
theories and technologies. The CCR is manned priedonty by AFIT faculty
from the Department of Electrical and Computer Begring.

C. Professional Military Institutions (i.e., Service Colleges)

Each service maintains one or more service co@gé&hese institutions are intended to
provide students with in-residence Joint Professidilitary Education (JPME).
Congressionally mandated JPME qualifications ageired to attain the ranks of O-5
and above. For the Navy, attendance at a serviegeds considered a significant
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milestone in the professional development of a haffi@er and is designed to enhance
the competence of those officers with high promopotential who are selected for
attendance. While the service colleges typicallp@a masters degree upon completion,
their primary focus is on strategy and tactics.

D. Conclusions

Cyber Warfare and related programs reside witrenGbmputer Science Department at
the majority of academic institutions. Based ondbemittee’s review, most institutions
desire a classical Computer Science backgroundstogsof the following:

* Programming Skills
o C, C++, Java
Algorithms
Data Structures
Database (i.e SQL)
Operating Systems (desirable but not required)
o Compiler Design (desirable but not required)
* Networking
o Protocol to include TCP/IP
o Computer Architecture
o Network Architecture
* Math
o Statistics
Linear Algebra
Calculus (program dependant)
Theory of Computation (desirable but not required)

O O O O

o O O

Currently, USNA’s Computer Science curriculum mehbtse requirements.
Additionally, graduate programs are willing to gatstudents with Math, Physics,
Computer Engineering and Electrical Engineerindkgemunds. Today’s entering
information security graduate student is taughtnbeessary security skills at the
graduate level. However, it would seem that a studeth information security
experience at the undergraduate level would firglghior education to be a major
benefit. In the future, information security expsmay become a requirement.
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VI. Needs of the CNO and CMC

In an effort to determine what should be accomplisat the undergraduate level, the
Committee endeavored to contact OPNAV/CMC staffétermine what knowledge and
skills they believe general unrestricted line officers—avigt@ubmariners, surface,
USMC ground, etc.—need to possess in order to tpefectively in a cyber warfare
environment. Specifically, the Committee attempgtedetermine what information “Big
Navy” expects our graduates to know to contribatehis area when they arrive in the
fleet, and what valuable contributions could USNAk&? Does the Navy need cyber-
capable unrestricted line officers, and, if so, e know this?

The need for the military to emphasize cyber warkkills were mentioned in Chapter 1,
in the context of the 2008 CNO Strategic Studiesu@r the 2009 White House
Cyberspace Policy Review, and the directive manddtie implementation of
USCYBERCOM as tasked by the Secretary of Defefi$gs initiative reinforces the
2007 Cooperative Strategy for’2Century Seapowef and the 2008 National Defense
Strategy’®. As the premier accession source for Navy andrddaCorps Officers, the US
Naval Academy has the vision to achieve the donir@a in preparing Junior Officers
to fight in the modern battlespace by creating beCyWarfare Institute (CWI).

Many operational offices were contacted for propog@idance in this endeavor. Few
substantive results were obtained. Because tiiigtive is so new, it appears that the
Navy has simply not yet formulated any specificdguice for undergraduate education
for unrestricted line officers.

The Committee contacted the following commandsid®fbf the Director of Intelligence
Support for the USMC, N7 Office at NNWC, OPNAV N31aff, and OPNAV N3/N5
staff. Additional correspondence with DirectorAfDivision for USMC, BUPERS, and
IW CMO vyielded little guidance. Coordination beemeUSNA and FLTCYBERCOM

for continued URL guidance and training is warrdrded should be eased by command
proximity after implementation.

The Navy appears to be at the very tip of the ioglieying to identify where it is, what it
has, and what is needed from both a manpower arelafemental perspective. Further
information is required. This suggests that a @eremt cyber warfare review committee
be established for the purpose of cross-disciglureculum development to further
midshipmen exposure in this new warfare environmdiiis should not preclude the
initiative from taking hold immediately in at leasminimal form through professional
training and pre-existing academic courses.
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VII. Collaborations with Mid-Atlantic Organizations

The Committee explored how our proximity and relaships with mid-Atlantic
organizations (e.g., NSA, other Fort Meade commgattigsnew USCYBERCOM, etc.)
might be leveraged through such opportunities adltialend/lease, sharing facilities,
research opportunities, etc.

A. Potential collaboration sources

The Committee identified several possible collabores regarding cyber warfare
education, which may be realized due to the geducapproximity of USNA to beltway
organizations. While NSA’s proximity to USNA sugtgethat collaboration opportunities
would abound, the Committee notes that Fort Mea@dehuge base, with approximately
39,000 members and around 35 tenant commands. MatddSA itself, while interested
in principle in collaborating with USNA, must segportunities to further its own goals
in order for any collaboration to proceed.

The Committee identified the following organizatsoams ones with which collaboration
on cyber warfare education might be feasible. Atetuded are the steps the Committee
has taken to contact each organization:

* Navy Information Operations Command (NIOC)-Maryldfmmerly known as
Naval Security Group Activity Fort Meade). NIOC-Méand is probably the best
point of entry for USNA because it is a Navy comohamd because it will
feature significantly in future cyber warfare-reldtcommunity growth. The
Committee contacted LCDR Brian Stites, USN, wha department head at
NIOC-Maryland, as well as an Information Warfarentounity representative at
USNA. The Committee recommends continuing to warkkeach issues through
LCDR Stites. His contact information is: 40 DepatinHead, NIOC-MD,
Tailored Military Planning Office, 443-479-4235, btite@nsa.gov.

* National Security Agency (NSAUSNA currently has a visiting professor from
NSA, Dr. Eric Harder, who serves on this Commitied who has access to
NSA'’s research laboratory (NIARL). Through his caets there he has learned
that NIARL is open to ideas that develop with redpe future collaboration but
he adds that we must be proactive in order to égeeany interactions.

» Fleet Cyber Warfare Command (FLTCYBERCQMpased on tasking from OSD,
CNO directed N2 to lead a team establishing FLTCRBIEM with initial
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operational capability on 01 Oct 09 and full openaadl capability no later than 01
Oct 10. As the Navy component of USCYBERCOM, FLTGEMCOM looks to
be USNA's best option for long-term collaboratids. the future focal point for
“networks, intelligence, cryptology, informationenations, cyber, electronic
warfare and space in support of forces afloat ahdre,” FLTCYBERCOM
should have an interest in the development of cwaefare skills and awareness
among future Naval and Marine Corps Officers. Tloen@ittee recommends
maintaining a liaison with NIOC-Maryland personngho are involved in the
current reorganization efforts. Throughout the @eduring which this committee
met, we were unsuccessful in contacting future FKBERCOM personnel. As
their stand-up proceeds, we expect to be abletéblesh better contacts.

B. Impacts.

The Committee determined that collaboration by imigisien with NSA already occurs
via various internships, though on a very smallestfzat only includes a handful of
midshipmen every year. Educational opportunitiesdarger scale would require
resolution of numerous logistical issues, mostificantly those related to security
classifications. While it is possible for midshipmi® receive clearances suitable to
maximize educational opportunities at NSA and oteeant commands, the knowledge
and experiences they would gain could not easilgApwunded upon once they returned
to USNA. In short, educational experiences obtames classified level must remain at
that level. Since USNA undergraduate work exis@natinclassified level, it is currently
not feasible to implement a large-scale programemiclassification realities. In order to
work around this obstacle, we would need to idgrdifhelp establish programs that
focused on educational themes in cyber warfaréendisrom operational information
and, thus, available at an unclassified level.

The Committee briefly discussed faculty exchangaoojinities with Mid-Atlantic
organizations. While the Committee was unable toeae a clear understanding of all
aspects of such exchanges, it is clear that theseages would offer significantly fewer
benefits than those that the midshipmen mightzealivith the exception of NIARL, the
lion’s share of organizations at which the Commaitteoked are in the business of
providing operational support to deployed forces.sfich, faculty would likely be
mitigated to roles in these organizations that wawdt allow them the chance to be truly
effective. One area that the Committee suggestuftirer investigation is in private
industry. Perhaps, local corporations focused drecgefense might be more willing to
consider exchange programs with faculty.
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A final potential impact of a cyber warfare edueatinitiative deals with facilities.
According to the Committee’s NAVFAC representativé)SNA partners with
NSA/Fort Meade in creating a new shared spacéhtobatademic program and satellite
operational activities for NSA/Fort Meade, the MIQ® project would have a better
chance of receiving a higher funding priority. Aylkaspect of such a project might
include the construction of a Sensitive Compartmemhformation Facility (SCIF),
which would allow midshipmen to work on classifigajects as part of their cyber
education. While the Committee is cognizant ofrthétiple obstacles associated with the
construction and maintenance of a SCIF—and whdedbmmittee makes no
recommendation on building such a facility—suclacility reportedly exists at the U.S.
Coast Guard Academy.

C. Benefits

The Committee believes USNA should further exptbeepossibility of midshipmen
collaborating with cyber warfare organizations,cfeally with NIOC-Maryland and the
new FLTCYBERCOM. Current midshipmen exposure tchsaiganizations consists of a
handful of internships each year, along with oaginn visits by about ten midshipmen
who have been selected for service assignmenthiarahe Intelligence or Information
Warfare communities. The Committee anticipates tHAENA continues to engage
NIOC-Maryland as it transitions into the new FLTCEBCOM structure, then USNA
will be well positioned to make the case that inithese organizations’ interest to
participate in the education of future officerghe field of cyber warfare.
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VIIl. Committee Recommendations

In response to the Committee’s tasking of examifimyv USNA can best ensure that
the officers we provide are able to operate effetyiin a cyber warfare environment,”
the Committee offers the following recommendations:

- Recommendation 1 Create a required computer science technical course
that addresses the technical foundations of Cylaifaké.

- Recommendation 2 Attain institutional designation as a NSA/DHS i¥a#l
Center of Excellence in IA Education.

- Recommendation 3 Create an “Interdisciplinary Cyber Warfare Ce&htbat
will serve to enhance midshipmen education in cytarfare.

- Recommendation 4 Create cyber-related electives from intereseggadments
that build upon the core course, and infuse cybkted topics into existing
courses.

- Recommendation 5 Add cyber warfare to plebe pro-knowledge.

Each of these recommendations is discussed in dethe following sections, and is
followed by a section discussing the required resss.

Recommendation 1 Create a required computer science technical course that
addresses the technical foundations of Cyber Warfar

“Cyber Warfare” is a somewhat unusual topic in thatvolves a technical academic
core of tightly inter-related subject matter, as wellaawide range of important topics
that, while dependent on the technical core fdestilappreciation, are not dependent on
each other. Stated another way, cyber warfarerngcdsed of, first, a foundational
component, dealing with a set of interconnectedifnnental technical concepts, and,
second, a wide range of interdisciplinary topiosiching upon the areas of law, political
science, strategy and tactics, policy, ethics,thrdstudy of foreign languages and
culture.

Taking the union of all the subjects in our workuotegfinitions of cyber warfare from
Chapter I, we have a first draft of the list of it
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[ « Computer Network® Attack (CNA): Actions taken to disrupt, deny,
degrade, or destroy information resident in comsua®d computer
networks, or the computers and networks themselves.

» Computer Network Defense (CND):Actions taken to protect,
_ monitor, analyze, detect and respond to unauthdaegvity within

TeCh”'C?" DoD information systems.

academic core . _ _

of inter-related » Computer Network Exploitation (CNE): Enabling operations and

subject matter < intelligence collection capabilities to gather dixtan target or

adversary automated information systems or networks

» Electronic Warfare (e.g., jamming, anti-jamming, signal intelligence)

* Information Assurance
0 Integrity and Non-repudiation
o Confidentiality
0 Assured Information Sharing (Authentication)

0 Highly Available Enterprise

N\

* Psychological Operations
Independent « Military Deception

fé;?ci'amne « Operations Security
dependent < « Military Activities conducted to operate and defend networks

upon the cot * Policy (employment of cyber capabilities where the primauypose is
to achieve military objectives or effects in orahgh cyberspace).

-

The Committee recommends that the material desagre the “Technical academic
core of inter-related subject matter” be presemedrequired computer science technical
core course to all midshipmen containing learnibgctives similar to those found in
Appendix D. The material designated as “Independi&md-alone topics dependent
upon the core” are assorted additional topics whltdw the student—after gaining
mastery of the technical core—to better analyzeecyblated decisions as they apply to
national and military strategy from social, ethjdabal, ethical and policy viewpoints.

Before presenting a justification for this recommiation, we note that a full
understanding and appreciation of the topics listealve under the heading “Technical
academic core of inter-related subject matter,” @aquire the prior presentation of

1 The reader will note that the word “network” apps frequently in what follows. In an effort tonform
with DoD regulations, we borrow several generallgepted terms and acronyms. It must be remembered,
though, that a “network” also includes the hospgli@ations and protocols that lie at the endpointsg

merely the interconnections between them.
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certain prerequisite foundational computing topstssh agprogramming, operating

systems, computer organization andnetworking basics. While these preliminary

concepts are not inherently “cyber,” they are esakfor understanding cyber; indeed,
students can not truly learn about defending coerpuand networks without prior
exposure to this technical foundation. Thus, tben@®ittee’s recommendation to create a
required computer science technical core courdeatt@resses the technical foundations
of Cyber Warfare implies that such a course woidd,anecessarily, include foundational
computing topics.

Justification for this recommendation (five reason$

1. The areas listed above as falling under the heed “Technical academic core
of inter-related subject matter,” are, indeed an iterwoven related set of
subjects and need to be addressed in a single caurse. A core course in
cyber warfare, covering the technical academic cores necessary to lay the
cohesive technical foundation required for the midsipmen to be able to
comprehend cyber topics when they encounter them iapper level courses,
in their Professional Development activities and ithe fleet.

As an interconnected set of subjects, this matenald be best treated in an
integrated, coherent, unified presentation. Sdagghese topics across the
curriculum will lead to a deficient understandingce the causal, logical and
contextual relationships between the topics wilhbeessarily blurred.

Consider, for example, calculus. A case (indegahor case) could be made that
the various topics encountered in calculus mighibght as they arise in other
courses. Perhaps, for example, differentiatioccba covered when the students
first encounter kinematics, and basic integrationl@d be covered when students
encounter dynamics, and simple differential equiaticould be covered when
students first encounter electrical circuit anaysbuch a fractured treatment of
calculus would cause the students to miss therdramework.

2. The U.S. Naval Academy should be on a par wiits fellow military
academies in treating cyber warfare as a critical @ademic offering.

The U.S. Air Force Academy has integrated therteeh academic core areas

listed above into aore courserequired of all cadetsin their freshman year. The
USAFA deems cyber warfare topics important enoogtover them in a core
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course given to all freshman. The learning obyestifor this course are given in
Appendix C.

The U.S. Military Academy has, in a similar veimtegrated the technical
academic core areas listed above intora course required of all cadetswho are
inGroupsl1l and I1l. (At USMA, the Computer Science Department iagai
with the Electrical Engineering Department, in wivatwould call our Division
[). The learning objectives for this course angegiin Appendix C.

Note that these topics are covered in a coursa takeall cadets at USMA, with
the exception of those cadets majoring in Civil,cli@nical and Systems
Engineering. While it would be unwise to blindlgpy what the other service
academies are doingist because they are doing it, it would seem prudent to
recognize that the other academies believe thigsuimatter to be critically
important.

As an aside, USMA also has a core course, IT18&ntayall cadetsin their
freshman year covering the basics of Information Technology &umputer
Science and which is a prerequisite for the uppezllIT305. This course
covers, among other topics, fundamentals of commavorks and basic
programming.

Midshipmen exposed to a core course in the tatdcal aspects of cyber
warfare would be, just from this single course, alrast two thirds of the way
toward meeting a nationally recognized training stadard for information
systems security professionals.

The National Security Agency and the Departmeiiaheland Security jointly
sponsor the National Centers of Academic Excellém¢& Education program.
The goal of this program is to reduce vulnerabilitypur national information
infrastructure by promoting higher education argkegch in IA and producing a
growing number of professionals with 1A expertisevarious disciplines. Each
college or university that applies for this destgmamust pass a rigorous review,
demonstrating a commitment to academic excellamé& education. During the
application process, applicants are evaluated agsinngent criteria.

To attain designation as a National Center of Acaid Excellence in IA
Education, an institution must certify that its ceework meets the Committee on
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National Security Systems (CNSS) Training Stand@tl. CNSS Training
Standard 4011 is titled “National Training Standfmdinformation Systems
Security Professionals,” and provides “the minimeoarse content for the
training of information systems security professiksrin the disciplines of
telecommunications security and automated inforonagiystems security.

At least 60% of the necessary course content delineatetNBSCTraining
Standard 4011 falls under the topics we have categgbas “Technical academic
core of inter-related subject matter” in our dgstoon of the subjects comprising
cyber warfare. Stated another way, midshipmen seghto the topics we have
categorized as “Technical academic core of intlted subject matter” would,
just from this single course, be almost two thinfithe way toward meeting this
nationally recognized training standard for infotio@a systems security
professionals. Note that the aim here is not tkenevery naval officer a cyber
specialist; rather, the aim is to recognize and properly sagito the need to
improve cybemawareness in every member of the Navy and Marine Corps.

A core course in cyber warfare should be reqred for all midshipmen due to
the heightened emphasis on this issue in recent talry policy and strategy.

More than nuclear power and aviation, cyber iias, even dualistic in nature,
consisting of both a special academic technicalpmrant on the one hand, and a
set of interdisciplinary topics and tools of pagi-military action on the other
hand. A case can certainly be made that the adadeamnnical component can
be offered to a small subset of midshipmen (enforination Technology majors,
Computer Science majors and some Electrical Engmgeand Computer
Engineering majors) whereas the interdisciplinapids can be offered across
multiple disciplines to the Brigade as a whole tigio incorporation of selected
topics within core courses (e.g., a topic in theeauilitary history course
(HH104) could discuss the history and developmént/ber warfare, and a topic
in the core political science course (FP130) magtdress cyber in the context of
government and national security, and the manyiaatpbns for privacy.

An argument against this approach is that thi®ig, large extent, the current
practice at USNA, requiring little if any changevtbat we are already doing.
But is this the right approach? Is the Naval Acageurriculum of five years
ago still the ideal way to approach the changingrenment given the following?
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* The CNO notes that “The security challenges coniingriNavy information
and information systems are multiplying rapidlyThe threats are becoming
more sophisticated and diverse, and Navy systeengmherently more
vulnerable to surreptitious access, user misuseseabnd malicious attacks.”

» The Pentagon sees fit to establish a new commataviti oversee efforts to
defend and protect the military’s computers and pater networks, and
develop offensive cyber-weapons

* The 2008 CNOQO'’s Strategic Studies Group recommesdasa of three
“overarching actions” that the Navy establish anddtricted Line Cyber
Warfare Community, and, more generally, recommehalisthe Navy
enhance cyber warrior education and training anvelde strategies to
improve cyber awareness and the ability of everynber of the Navy to be
cyber-enabled.

» The CJCS National Military Strategy for Cybersp@geerations notes that
“DoD personnel operating in cyberspace must have@ugh understanding
of the rapidly evolving procedural and technicakhmmnisms required to
conduct cyberspace operations.”

» The Chairman of the Joint Chiefs of Staff, Admixithael Mullen, expresses
his intent to “accelerate and resource our cybeespéorts—more skilled
network operators, a robust global network infrastire, and a force capable
of continued operations while defending againsecyditacks.”

* VADM Dorsett says of the CNO that “his conceptas information
management, intelligence, cyber, etc., to formvétry foundation of our
future Navy.”

With all of these events happening in the pastyears, can we truly say that the
curriculum requires little if any change to what are already doing?

Furthermore, if cyber-related topics are scatta@dss the curriculum, various
course coordinators across the Yard would, in nzases, be tempted to view
their assigned topics as throw-aways, foisted upem to meet a perceived
temporary initiative.
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5. A course in cyber warfare should be taught to &midshipmen due to the
pervasiveness of cyber-related issues and tools,datne need for all war
fighters to be able to operate in the cyber domain.

A case can certainly be made that there should@et mandatory core course
dedicated to cyber warfare because there are,afteo dedicated core courses
directed to Air Warfare, Surface Warfare, Underdéafare, etc. If we are to
treat Cyber Warfare as a new operating environnvemaf would be the purpose
of holding a mandatory course in this environmert aot others?

An answer to this question would proceed alon@is®\Vines. First, therare
dedicated core courses that provide a foundatioaifpsurface and undersea
warfare. Courses iNaval Weapons Systems, Fundamentals of Seamanship,
Introduction to Navigation, Navigation and Piloting, and twoElectrical
Engineering courses exist in the present core precisely toigeothe technical
foundation for officers in these warfare discipneMidshipmen are not trained
specifically to operate in the air or under the skwtead, they are trained in the
basics of hard science to be applied in specifidara fields. Likewise, a
foundation must be provided for officers to opeilatthe cyber domain. As more
military officers find themselves engaged in figigtin cyberspace, they will
increasingly need a thorough understanding of #sgcltechnical concepts that
underlie battle in this domain. There exists a&agrtechnical academic material
that can prepare officers to understand and opeardtes domain.

Second, the notion that there is an academicineodved in training for cyber
warfare (as opposed to a training core that mighfolaind at aviation training, or
submarine school) is reinforced by the fact thadffiters are sent to NPS for an
academic master’s degree.

Third, this notion of a strong academic requiretmemeflected also in the
recruitment of the civilian cyber workforce as weHor example, the DoD has a
Department of Defense Information Assurance (IA)@arship Program (IASP)
designed to increase the number of new entrarid®B®who possess key
Information Assurance and IT skill sets and to seas a tool to develop and
retain well-educated military and DoD civilian pensiel who support the
Department’s critical IT management and infrasuitefprotection functions.
Relevant academic disciplines for the scholarshigiam include Mathematics,
Biometrics, Electrical Engineering, Electronic Emggring, Computer Science,
Computer Engineering, Software Engineering, Compategramming,
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Computer Support, Data Base Administration, Comp8stems Analysis,
Operations Research, Information Security (Assweprand Business
Management or Administration. Although the listagfademic disciplines is not
limited to this list, any academic discipline choseustinclude a concentration
in Information Assurance.

Recommendation 2 Attain institutional designation as an NSA/DHS
National Center of Excellence in IA Education.

The National Security Agency and the Departmetiaheland Security cosponsor the
National Centers of Excellence in Information Asswre Education program to promote
education in information assurance.

To receive this designation, an institution mustifyethat it meets stringent criteria in
regards to its curriculum, faculty and researcldl, aclditionally, must demonstrate an
institution-wide commitment to information assuramractices and education. The
program is only open to regionally accredited 4rydleges and universities (i.e., not
community colleges).

Approximately 2% of the colleges and universitie$he United States have garnered the
distinction of becoming a National Center of exeede in Information Assurance
Education. The USMA and USAFA have long ago gardehis distinction, and have
greatly benefited from the funding sources madeifipally available to institutions that
hold NSA/DHS National Center of Excellence in IAUgdtion designations.

Justification for this recommendation

Designation as a National Center of Excellence imformation Assurance Education
confers several benefits to USNA:

» By obtaining this designation, an institution igyddle to apply for “capacity
building” grants from the National Science Foundiatand the National Security
Agency to expand their program in information aasge. These grants can be
used to improve infrastructure, provide training &mnd initiatives not otherwise
affordable.
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By obtaining this designation, an institution camtper with other National
Centers of Excellence in Information Assurance B&tioa on information
assurance-related grants.

Several private companies (Cisco, for exampledltasng to donate state-of-the-
art equipment to institutions that obtain desigmafis a National Center of
Excellence in Information Assurance Education.

By obtaining this designation, an institution isigaed a Senior Executive
Academic Liaison to act as the institution’s adweacaithin NSA. This liaison
serves as a point-of-contact for grants, fundirgests and related issues.

By obtaining this designation, an institution caoyide internships to civilian
graduate students, with the internship salaried foaiiby the graduate student
program administrators (e.g., DHS, NSF, OPM), nSNA.

Note that the National Center of Excellence in tnfation Assurance Education
designation would be alcademy credential, not the credential of any individual
department. It is also worth noting that civiliastitutionsmust be designated as a
National Center of Excellence in Information Assw@ before applying for NSA and
NSF information assurance-related grants.

Recommendation 3 Create an “Interdisciplinary Cyber Warfare Gshthat will serve

to enhance midshipmen education in cyber warfare.

The Center will:

Serve as a focal point for cyber education, asgjsti cyber warfare curriculum
development and instruction across the Yard, adéavoring to infuse cyber
topics across the curriculum.

Encourage, facilitate and conduct research witllesits and faculty (both in-
house and with outside agencies).

Coordinate with the USNA Research Office to andlitate cyber-related
internships with NSA, NRL, DISA, Naval Warfare Démement Command
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* Oversee an interdisciplinary Midshipman Cyber Warf@lub that will increase
cyber awareness across #gire student body (not just CS/IT/EEE/ECE)
through a host of innovative activities such as

o Practice hands-on network defense and attack opesat

0 Run cyber defense/attack competitions and games

0 Invite distinguished guest lecturers for preseatetiopen to all students
and faculty

The Committee recommends anchoring the variousraybdare-related efforts in a
Center, where the wordCénter” is used in a general sense, the point simplyd#iat
some formal organization should exist where facattg students can share their
research, collaborate and interact with each other.

Justification for this recommendation

1. The Center will provide the necessary suppodnd coordination to ensure the
integration of cyber awareness into midshipmen edwation.

The existence of this formal organization will icgie the Academy'’s seriousness of
purpose, will indicate clear institutional supp@md will serve to raise the visibility
of cyber warfare-related efforts across the Yartde Committee believes that a
collection of dispersed efforts— not rooted in axt@e—will not be sufficient.

By providing a focal point for the sharing of exjiee and perspectives across the
Yard, this Center will help coordinate and integratforts to infuse cyber awareness
into the education of midshipmen. The Center wquta/ide a streamlined means of
identifying priorities, collecting and disseminagimformation, harmonizing efforts
and shaping a common framework for action. Withsudh a Center, a complex

patchwork of overlapping initiatives might resdétading to an unclear delineation of
goals, uneven and inconsistent results and duglicaf effort.

2. An institution must have a designated centeniorder to be designated as a
National Center of Excellence in Information Assuraice Education (see
Recommendation 2, above).

As mentioned in Chapter IV, the other service aoads have such Centers: USAFA

has theAcademy Center for Cyberspace Research and USMA has thénformation
Technology and Operations Center.
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Recommendationd4: Create cyber-related electives from interesigghrtments tha
build upon the core course, and infuse cyber-rdladpics into existing courses.

As mentioned, cyber warfare has a technical sideitlalso encompasses a variety of
non-technical unconnected interdisciplinary togaténg under the general headings of:

» Psychological Operations

» Military Deception

» Operations Security

» Military Activities conducted to operate and defend networks

» Policy (employment of cyber capabilities where the primauypose is to achieve
military objectives or effects in or through cylease).

Justification for this recommendation

Multiple courses covering the previously listed toges are critically important for a
full understanding of cyber warfare—the whole cyber warrior, as it were.

This recommendation requires less justificatioralose this recommended action has
already started to occur, albeit in fits and sta&s described in Appendix A, cyber
warfare has recently appeared in courses offergtiébfpolitical Science Department
(Politics of Irregular Warfare, National Security Policy andFuture Global Security
Challenges electives) and the History DepartmeRise of the Machines, Technological
Change in War and Peace andThe Information Age: Fromthe ENIAC to the X-Box
electives) and the Physics Departmépgntum Information elective).

The Committee feels that it is very important tfzeulty in Division Il not be told:
“Teach cyber warfare.” Rather, the approach shbel@hrough the aforementioned
Center) to develop a mindset that would inculcheitlea that cyber warfare covers
many aspects of a warrior's education and trainmog;just grounding in the technical
fundamentals. A Center could assist in showing hgler related topics could be
weaved into the academic program, with all finakicula decisions left to the individual
Departments. One could easily imagine courseadh topics as those above, as well as
Cyber Law andHistory of Terrorism being of interest to students and faculty alike.
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Recommendation 5 Add cyber warfare to plebe pro-knowle%ge.

Midshipmen should receive professional training ircyber warfare, in addition to the
recommended academic instruction.

The Center should work with the Professional Pnogr®epartment and Officer
Development Department to incorporate cyber waifg@mation into the plebe “pro-
book.” Those portions of the developing the cylarrior that fall under the category of
“training” can and should be conducted in Banckdtl. Such topics can also be
developed into training modules that can be distet throughout the entire Brigade of
Midshipmen. Adding cyber warfare topics to thebgl@ro-knowledge book would
inculcate in the midshipmen the importance of #nesa from the start of their experience
at USNA.
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IX. Required Resources.

In an effort to provide structure for how USNA migjo about implementing the
Committee’s recommendations, the following thretegaries are defined:

Foundational. These recommendations provide the minimal cyblated
modifications to the USNA curriculum, facilitiesad activities that should be done for
o0 the entire Brigade of Midshipmen, as well as madifions for
0 a major portion of the Brigade, as well as moditfaas for
o0 just a small subset of the Brigade.
The Committee feels that the Foundational modifocest are those that are necessary to
produce cyber-capable unrestricted line officeed theet the needs of the Naatysome
foundational level

Proficient. These recommendations provitie cyber-related modifications to the
USNA curriculum, facilities, and activities thataid be done for

o the entire Brigade of Midshipmen, as well as madifions for

0 a major portion of the Brigade, as well as moditfaas for

0 just a small subset of the Brigade.
The Committee feels that the Proficient modificai@re those that are necessary to
produce cyber-capable unrestricted line officeed theet the needs of the Naatyan
enhanced levein the information-intensive skills that the Ditecof Naval Intelligence
expects to form the foundation of the future Navy.

Dominant. These recommendations provide tyber-related modifications to the
USNA curriculum, facilities, and activities thatashd be done for

o0 the entire Brigade of Midshipmen, as well as madifions for

0 a major portion of the Brigade, as well as moditfaas for

o0 just a small subset of the Brigade.
The Committee feels that the Dominant modificatiaresthose that are necessary to
produce cyber-capable unrestricted line officerd #wat would position USNA to
support the CNO'’s vision of playiregdominant rolein the information-intensive skills
that the Director of Naval Intelligence expect$don the foundation of the future Navy.

Table 2 below shows the Committee’s recommendatsrarganized by a desired level
of cyber education. Table 2 is intended to be @sefbllows: A row should be selected to
indicate the level of cyber education desired. @Gblemns within the selected row give
the actions that should be taken for All, Many, arféew of the midshipmen in order to
attain that row’s level of cyber education.
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Table 2. Recommendations Organized by Desired Levef Cyber Education.

All

Many

Few

Foundational

computer science
technical core course

Add cyber warfare to
plebe pro-knowledge

Attain Institutional
NSA/DHS CAE-IA
certification

cyber-related
electives from
interested
departments that
build on the
computer scienc
technical core
course.

Cyber warfare
club

» Cyber Defense Exercise (CD
for a few

» Cyber-related internships

p o Establish Cyber Warfare Center
for a few

computer science
technical core course

Add cyber warfare to
plebe pro-knowledge

Attain Institutional

Interdisciplinary
cyber tracks

Cyber-related
internships

Establish Cyber

* CDX for a few

» Cyber exposure in some
warfare practicums

» Cyber-related summer training

Proficient NSA/DHS CAE-IA Warfare Center | « CDX-like interdisciplinary
certification for many events for a few more (broader
reach)
cyber topics integrated
into PRODEYV courses » Cyber Scholars (like Bowman
Scholars, but driven by
IP/IW/Intel vice submarines)
computer science * Interdisciplinary | « CDX for a few
technical core course cyber tracks.
» Cyber Scholars
Add cyber warfare to » Cyber-related
plebe pro-knowledge internships » Multi-Disciplinary Cyber
Warfare Major similar to
Attain Institutional * Establish Cyber Quantitative Economics
Dominance NSA/DHS CAE-IA Warfare Center

certification

cyber topics integrated
into PRODEV courses

Professional Core
Competencies (PCCs)
modified to address cyb

warfare

for many

CDX-like events
for many mids

cyber warfare
summer training
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Required Resources at Each Levdbased on desired level of cyber education):

Foundational. Required resources: 10 FTEs and 4 general pugtasgrooms for the
computer science technical core course.

- Assuming that the computer science technical couese can be taught (as it is at
USAFA) as a 3-0-3 course to half of a class eaafeseer using general
classrooms with electrical power and wireless cotioes and issued laptops, 10
FTEs and 4 dedicated classrooms (i.e., the dedieaggnment of éxisting
classrooms) are required.

- Curriculum development proposals will likely be vegd.

- The Cyber Warfare Club could be run as an ECA raggian officer rep and a
faculty rep.

- The director of Cyber Warfare Center could be datalal duty for a faculty
member from the computer science department anébtviocus mainly on
maintaining the Institutional NSA/DHS CAE-IA certétion.

- The remainder actions shown in the Foundationalamalready being done at
USNA.

Proficient. Required resources: 10 FTEs and 4 general pugiasgrooms for the
computer science technical core course, plus et laifid office space and staffing for a
director of the Cyber Warfare Center.

- Assuming that the computer science technical couese can be taught (as it is at
USAFA) as a 3-0-3 course to half of a class eaafeseer using general
classrooms with electrical power and wireless cotioes and issued laptops, 10
FTEs and 4 dedicated classrooms (i.e., the dedieaggnment of éxisting
classrooms) are required.

- Curriculum development proposals will be required.

- The Cyber Warfare Club could be run as an ECA ratgian officer rep and a
faculty rep.

- The director of the Cyber Warfare Center could Ipgimary duty for a PMP
faculty member or organized as an endowed chais. dikector would:

0 Maintaining the Institutional NSA/DHS CAE-IA ceiitftion,

0 Foster relationships in the IP/IW/Intel communitiesenable ‘Cyber
Scholars’ which could be organized much like BowrBaholars.

0 Assist departments desiring to enhance the cybdamaaspects of some
of the courses or establish new electives.
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Dominant. Required resources: 10 FTEs and 4 general purpasg@oms for the
computer science technical core course, plus et laifid office space and staffing for a
director of the Cyber Warfare Center, plus 3 adddi FTEs, 2 additional general
purpose classrooms, and 2 sandboxed networkinglabgquipment with support staff
for CDX-Like events for up to 120 midshipmen pemsster.

- Assuming that the computer science technical couese can be taught (as it is at
USAFA) as a 3-0-3 course to half of a class eaafeseer using general
classrooms with electrical power and wireless cotioes and issued laptops, 10
FTEs and 4 dedicated classrooms (i.e., the dediestsignment of éxisting
classrooms) are required.

- Curriculum development proposals will be required.

- The Cyber Warfare Club could be run as an ECA ratgian officer rep and a
faculty rep.

- The director of the Cyber Warfare Center could Ipeimary duty for a PMP
faculty member or organized as an endowed chais. dikector would:

0 Maintain the Institutional NSA/DHS CAE-IA certifitian,

o Foster relationships in the IP/IW/Intel communitiesenable ‘Cyber
Scholars’ which could be organized much like BowrBaholars.

0 Assist departments desiring to enhance the cybdameaaspects of some
of the courses or establish new electives

0 Support the development of cyber-related summaeritrg

- The establishment of a non-accredited, interdisw@py Cyber Warfare major
similar in structure to Quantitative Economics abbé considered.

- Two sandboxed (unreachable from the Internet) nedwg labs and a technical
support staff with computer equipment to allow a@d20 midshipmen to
participate in a CDX-like event per semester.
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The Committee recommends establishing cyber-relatadifications to the USNA
curriculum, facilities, and activities at the Foatidnal level. We summarize the
resources needed for the Foundational level ineralidelow.

Table 3. Resources Required at Each Level of Cyb&ducation.

Requirement

Justification

- 10 faculty FTEs

+ 4 dedicated
general purpose
classrooms with
wireless
connectivity plus

» 600 students taking a 3-0-3 course each

semester, with a section size of 20, would
entail 30 sections. An FTE could therefore
teach three sections, so 10 FTEs needed.

30 sections, each 3-0-3, requiring 90 hours

of instruction. One classroom can be

Foundational scheduled for 30 hours in an academic
« 1 lab tech support.  week. If perfect scheduling could be
arranged, 3 classrooms would suffice. To
avoid scheduling conflicts, 4 classrooms are
recommended. 1 Tech support personnel
required for the labs.
« 10 faculty FTEs » The 600 students taking a 3-0-3 course as
described above with FTEs and classroom
+ 4 dedicated requirements as described in the row above.
general purpose
Proficient classrooms with » A FTE billet plus office space and staffing
wireless for a dedicated, full-time, director of the
connectivity plus Cyber Warfare Center whose role it would
tech support. be to oversee the center and pursue funding
opportunities.
« 1 lab tech support.
- 13 faculty FTEs * In addition to the 600 students taking a 3-0-
3 course as described above, an additional
+ 6 dedicated 120 students per semester take advanced
general purpose technical cyber course work and participate
classrooms with in CDX-like structured events.
wireless
Dominant connectivity plus | « A FTE billet plus office space and staffing

tech support.

« 2 sandboxed
networking labs.

+ 2 lab tech support.

for a dedicated, full-time, director of the
Cyber Warfare Center as described in the
row above.
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X. Conclusions

The Committee recommends certain modification§i@®oUSNA curriculum, facilities,
and activities deemed necessary to produce cylpabéa unrestricted line officers that
meet the needs of the Naatysome foundational level

Specifically, in its Aug 12th meeting the Committeeanimously agreed on the
following five recommendations (with a summary loé recommendations given in
Figure 1):

- Recommendation 1 Create a required computer science technical aurese that
addresses the technical foundations of cyber warfArcore course in cyber warfare,
covering the technical academic core of the supyeatild lay the cohesive technical
foundation required for midshipmen to be able tmprehend cyber topics when they
encounter them in upper level courses, professidaatlopment and in their careers
in the fleet. Such a course would also place ttf& Naval Academy on a par with its
fellow military academies in treating cyber warfaea critical academic offering.

- Recommendation 2 Attain institutional designation as a NSA/DH&tNnal
Center of Excellence in 1A Education.

- Recommendation 3 Create an “Interdisciplinary Cyber Warfare Gehthat will
serve to enhance midshipmen education in cyberanarf The Center would provide
the necessary support and coordination to ensarmtégration of cyber awareness
into midshipmen education throughout the Yard.

- Recommendation 4 Create cyber-related electives from intereseggadtments that
build upon the core course, and infuse cyber-réladpics into existing courses. A
variety of courses covering the independent inseiglinary aspects of cyber warfare
would aid in providing a full understanding of cylvearfare—thewnhole cyber
warrior, as it were.

- Recommendation 5 Add cyber warfare to plebe pro-knowledidshipmen should
receive professional training in cyber warfareaddition to the recommended
academic instruction.

Although several options exist for implementing @@mmittee’s recommendations, an
alternative might begin with running just a fewtsaas of the proposed required
computer science core course that addresses ti@dakfoundations of cyber warfare.
Such a course has already been developed by the@enscience Department and is
being considered as a course offering for Sprind @Y After evaluating the results of
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this offering, a prototype course could be congddor additional groups of midshipmen
such as General Science and General Engineeringrdl&nce these larger offerings
have been evaluated and the required faculty btaugboard, the course could then be
offered to all midshipmen in a given class year.

The Committee feels that implementing these reconaiaigons is necessary in order to
produce cyber-capable unrestricted line officeed theet the needs of the Navy at what
we define as a ‘Foundational Level’. Higher level€ngagement (Proficient and
Dominant) have also been considered as discussa@ adnd may be considered after
the Foundational Level has been met. It is estichtitat attaining the Foundational Level
recommendations would require the hiring of 10 F{fEk-time equivalent) faculty
members, and the dedicated use of four standasdrolams that already exist in
Michelson Hall but are currently being used for gaage Studies.

Figure 1: Summary of Cyber Warfare Committee Recommndations for USNA to
contribute to the CNO's vision of Cyber Dominance.

* CSand IT Majors — * Competitive Cyber
cyber emphasis Few Defense Exercise (CDX)
* Cyber Internships * Cyber Warfare Club
Many
+ Senior Design pfojects * CDX-like eyents for many I.Ili:dS
single/multi-disciplinary * Cyber warfare summer training
* Cyber Electives
All

* Cyber Technical Core Course
* Cyber topics integrated into PRODEV/LEAD course

— Warrior centric!

* Cyber Mid Qualification Standards
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Appendix A: Cyber Warfare Related Courses that areCurrently or
have Been Previously Taught at USNA

Division of Engineering and Weapons

Course Number/Title: EE302 Electronic Communication Systems and Oigitammunications

Description: There are a few topics that are briefly discdgbat deal with frequency hopping, spread
spectrum, and encryption.

Semesters taught Fall and Spring

Students enrolled: ~650

Infrastructure requirements: None

Audience All Division 2 and 3

Course Number/Title: EE332 Electrical Engineering Il

Description: There are a few topics that are briefly discdgbat deal with frequency hopping, spread
spectrum, and encryption.

Semesters taught Spring

Students enrolled: ~100

Infrastructure requirements: None

Audience Systems (ESE) students

Course Number/Title: EE334 Electrical Engineering and IT Systems

Description: There are a few topics that are briefly discdgbat deal with frequency hopping, spread
spectrum, and encryption.

Semesters taught Spring

Students enrolled: ~200

Infrastructure requirements: None

Audience Division 1 (non ECE and EEE and ESE)
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Course Number/Title: EE354 Modern Communication Systems

Description: There are a few topics that are briefly discdgbat deal with coding schemes, encryption,
and avoiding intercept.

Semesters taught Spring

Students enrolled: ~40

Infrastructure requirements : Signal generators, mixers, amplifiers, filterssampes, spectrum analyzers

Audience ECE and EEE majors

Course Number/Title: EE433 Wireless and Cellular Communications Systems

Description: There are a few topics that are briefly discdgbat deal with coding schemes, encryption,
and avoiding intercept.

Semesters taught Fall

Students enrolled: ~20

Infrastructure requirements: Signal generators, mixers, amplifiers, filtevsscopes, spectrum analyzers

Audience ECE and EEE Elective

Course Number/Title: EE435 Biometrics

Description: In this course, students will evaluate the geniance of state-of-the-art systems for
identifying an individual through biometric signdids scans, facial parameters, fingerprints, ggicints).
Individual design projects will be performed thatwvdlop and analyze alternative algorithms for
identification, or that combine two systems intmalti-sensor identification system.

Semesters taught Spring

Students enrolled: ~20

Infrastructure requirements: Computer lab and various software.

Audience ECE and EEE Elective

Course Number/Title: EE464 Introduction to Computer Networks

Description: There are a few topics that discuss securiited tools, including firewalls, private/public
keying, encryption, and RSA. There is also a lat temonstrates the ability to steal informatianfrthe
internet. In particular, students rip off IM messaghat are being sent over the internet.

Semesters taught Fall

Students enrolled: ~20

Infrastructure requirements: Computer lab with network connectivity and safte.

Audience ECE and EEE Elective
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Course Number/Title: ES300 Introduction to Naval Weapons Systems

Description: An introduction to weapons systems applicatiohRADAR, electro-optics, SONAR,
engagement systems, destruction systems and sigtgration. The discussion on electronic warfasgym
be relevant to Cyber Warfare.

Semesters taught Fall, Spring, Summer

Students enrolled: ~500

Infrastructure requirements: None

Audience Core course

Course Number/Title: EA 463 Space Operations

Description: This course investigates the relationship betwaission operations and the other elements
of a space mission. It defines a process for tadimg) mission objectives and requirements intcadle
mission operation concept. The course focuses e get information to and from space and then to
the user in a usable format.

Semesters taught Sporadic

Students enrolled: Varies

Infrastructure requirements: None

Audience EA Majors (Astro Track only) elective

Periodicity issues: This course is offered sporadically based odestuinterest and enrollment

Division of Mathematics and Science

Course Number/Title: SP484A Topics in Quantum Mechanics: Quantum Infoiona

Description: Investigation of the bases and science behindtguakey distribution (aka quantum
cryptography) and quantum computation, key tectgiekfor the future of cyber security and inforroati
assurance.

Semesters taughtSpring 2009,

Students enrolled:8

Infrastructure requirements: Visit and hands on with Quantum computation labany at JHU APL (Dr.
Bryan Jacobs)

Audience Physics major OR special permission after takitugiern Physics

Periodicity issues:Can only run with support from the departmentlkovainstructor with basis in basic
guantum mechanics.
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Course Number/Title: SI1200: Information Technology for the Junior Oéfic

Description: The focus of this course is practical applimasi of personal computers for the junior
officers in the fleet. Topics include: structur@ut] object oriented computer programming, designing
implementing, and querying databases using a Dsg¢ald@nagement System, computer architecture and
networking basics, information assurance and huoaamputer interaction.

Semesters taught Spring

Students enrolled: ~20

Infrastructure requirements: Computer lab

Audience Required course for General Science (SGS) mmajo

Course Number/Title: 1T285: Cyber Warfare

Description: This course integrates military information ogté@ns, intelligence, and networks in the air,
sea, land, space and cyberspace domains. Toplagéneetworks, information assurance, defense again
hackers, and web development from a cyber warferspgctive.

Periodicity issues: This course is currently under development arnbbsioffered to midshipmen as an
elective in Spring 2010. The intent is that thesise will be available tall midshipmen; no prior
knowledge of computer programming or networks wdagdequired.

Course Number/Title: SI250: Information Systems for the Junior Officer

Description: The primary emphasis of the course is practpalications of personal computers and the
Internet in the Fleet/Fleet Marine Force (FMF),hwébverage of some special tactical computers #s we
Application software is addressed from a junioiagi's viewpoint, as an operational unit
Branch/Division/Company Officer or as a supporffsta&ember.

Semesters taught Occasional offering

Students enrolled: ~5

Infrastructure requirements: Computer lab

Audience Elective for any interested midshipmen

Periodicity issues:Offered occasionally based on student interest dffiered Sp 2008

Course Number/Title: 1T430 Information Assurance and Network Security

Description: This course is an introduction to the theoretéoa practical facets of Information Assurance
(IA) to include: Policies and directives, Trustggtems, Access mediation, Cryptography, Public Key
Infrastructure, Information Warfare, Network setyend Database security.

Semesters taught Spring and Fall (usually)

Students enrolled: 30-40

Infrastructure requirements : Computer lab with online network and sandbox roekw

Audience CS/IT Majors (Prereq — 1C322 Networks)
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Course Number/Title: 1T432 — Advanced Information Assurance and Netw®ekurity

Description: This course provides an introduction to topicseaure system design, including:
cryptography, operating system security, and laggumased security. Where the 1T430 course focuses
primarily on securing an existing system, this sewtudies how to design a system to meet segaathg.

Semesters taughtSpring
Students enrolled: 10-20

Infrastructure requirements : Computer lab with online network and sandbox roekw

Audience CS/IT Majors (Prereq — 1T430 IA and Info Assuwcah

Course Number/Title: 1C322 — Computer Networks

Description: The course presents the fundamental theoreticadapts, characteristics and principles of
computer communications and computer networks amatlyzes and assesses these foundational concepts
with respect to network performance and networkgies

Semesters taughtFall
Students enrolled:35-40

Infrastructure requirements : Computer lab with an online network as well asmadbox network.
Routers and Switches.

Audience CS/IT Majors (Prereq — IT221 Systems)

Course Number/Title: IT495A — IPV6: Practical Uses in Military Networks

Description: This course focuses on applications of the neeriret protocol, including security aspects.
Semesters taughtFall 2009
Students enrolled:1 Student (Independent Study)

Infrastructure requirements: Trident Research Lab

Audience CS/IT Majors

Periodicity issues: This course is no longer available because itaveidependent study conducted by
one student for one semester.

Course Number/Title: S1485H — Cryptography and Network Security

Description: This course introduces the principles of crypapdy with applications to network security.

Semesters taughtFall 09
Students enrolled:15

Infrastructure requirements : Computer lab with an online network as well asaadbox network.

Audience CS/IT/EE Majors (Prereq — IC322 Networks or EE4ftro to Computer Networks)

Periodicity issues:This course is offered sporadically based on @stefrom CS/IT student surveys.
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Course Number/Title: IT486A — Wireless Networks

Description: This course focuses on the fundamentals of essehetworks,

Semesters taughtSpring 09

Students enrolled:7

Infrastructure requirements : Computer lab with wireless network. Handheld ROér wardriving.
Audience All Majors (Prereq — Prior Programming Experienc

Periodicity issues:This course is offered sporadically based on @stefrom CS/IT student surveys.

Course Number/Title: 1T495 — IPV6: Capabilities and Operational Concepts

Description: This research will entail building, operatingdamaintaining a pilot IPv6 network between
USNA and USMA. .

Semesters taughtFall 08

Students enrolled:1 (Independent Study)

Infrastructure requirements: Trident Research Lab

Audience CS/IT Majors

Periodicity issues:This course is no longer available because itamisidependent study conducted by
one student for one semester.

Course Number/Title: 1T350 — Web & Internet Programming

Description: Web site design and management, clients andrseclent and server side scripting
languages, web transmission protocols. A basierstanding of web programming fundamentals is
crucial to implementing proper security in onlin@jects such as websites.

Semesters taughtFall

Students enrolled:30

Infrastructure requirements : Web Drive and Computer Lab

Audience CS/IT Majors
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Course Number/Title: 1T452 — Advanced Web & Internet Systems

Description: Web server design and configuration, search endésign and usage, web security and
authentication, server implementations, web collation mechanisms, web services, and knowledge
representation on the web. The sections of theseathat focus on web security and authenticatien
imperative to a proper understanding of cyber watfa

Semesters taughtFall
Students enrolled:10

Infrastructure requirements : Web Drive and Computer Lab

Audience CS/IT Majors (Prereq - IT350 Web Programming)

Course Number/Title: SM486C Introduction to Cryptography

Description: N/A

Semesters taught Spring 2009
Students enrolled: 1

Infrastructure requirements: None
Audience Math Majors

Periodicity issues: Reading Course

Course Number/Title: SM473 Cryptography

Description: Students will read and make presentations oicgapetermined by the instructor. Each
student will complete a project on a topic to beead upon by the instructor and student.

Semesters taught Spring 2008
Students enrolled: 7

Infrastructure requirements: None

Audience Math Majors

Periodicity issues:Capstone Course

Course Number/Title: SM496 A Small Exponent Attach on RSA

Description: N/A

Semesters taught Spring 2008
Students enrolled: 1

Infrastructure requirements: None

Audience Math Majors

Periodicity issues:Math Honors Project
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Course Number/Title: SM496 Secure Sockets Layer

Description: Research Project

Semesters taught Spring 2008

Students enrolled: 1

Infrastructure requirements: None

Audience Math Majors

Periodicity issues: Research course

Course Number/Title: SM496 Aspects of Elliptic Curve Cryptography andh&af’'s Algorithm

Description: Research Project

Semesters taught Spring 2007

Students enrolled: 1

Infrastructure requirements: None

Audience Math Majors

Periodicity issues: Research course

Course Number/Title: SM496 Linear Feedback Shift Registers and Cyclidésan SAGE

Description: Research Project

Semesters taught Spring 2006

Students enrolled: 1

Infrastructure requirements: None

Audience Math Majors

Periodicity issues: Research course

Course Number/Title: SM496 Nearly Involutive Matrices for the Keyspaddhee Hill Cipher

Description: Research Project

Semesters taught Spring 2006

Students enrolled: 1

Infrastructure requirements: None

Audience Math Majors

Periodicity issues: Research course
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Course Number/Title: SM496 Long Quadratic Residue Codes

Description: Research Project

Semesters taught Spring 2006

Students enrolled: 1

Infrastructure requirements: None

Audience Math Majors

Periodicity issues: Research course

Course Number/Title: SM496 Low Density Parity Check Codes

Description: Research Project

Semesters taught Spring 2006

Students enrolled: 1

Infrastructure requirements: None

Audience Math Majors

Periodicity issues: Research course

Division of Humanities and Social Sciences

Course Number/Title: FP384, Politics of Irregular Warfare

Description: Cyber warfare was discussed for parts of twescfzeriods. 1. As it relates to 4th generation
warfare as well as a potential primary tactic ith"§eneration warfare." Also, it is discussedzetpf
terror tactic perpetrated by non-state or sub-steters. Estonia and Georgia are used as recantges.

Semesters taught Continuous

Students enrolled 50 each semester

Infrastructure requirements: Classroom

Audience Political Science majors are the majority, lius iopen to all majors.

Periodicity issues Will be down the one section next fall, whichist ideal
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Course Number/Title: FP490, Information Technology Capstone

Description: Culminating course taught to Political Sciencagjars during their first class year. Projects
dealt with some kind of cyber security issue; sonidshipmen formed teams that competed in cyber
warfare competitions.

Semesters taughtFall/Spring, 2006-07

Students enrolled approx. 25

Infrastructure requirements: Classroom, occasional computer lab access

Audience senior Political Science majors

Periodicity issues Course no longer taught following IT major resturing

Course Number/Title: FP313, Information Technology and InternatidRelations

Description: Effects on information technology on both théiavaal and international political systems;
emphasis on changed weaponry, the vulnerabiligyb&rspace and other aspects of the information
revolutions on the relations among nations

Semesters taught Fall/Spring 2004-07

Students enrolled 20 per sem.

Infrastructure requirements: Classroom

Audience Open to any midshipmen; prereq: FP210

Periodicity issues Main instructor no longer teaching here; coursecurrently offered

Course Number/Title: FP407, Intelligence and National Security

Description: Examination of nature, significance and develeptof intelligence including collection,

counterintelligence, clandestine, and covert actioth evaluation; includes current issues and dasées.
Cyber warfare is discussed in the context of how iihcreasingly used by other nations and norestat

actors to influence events, as well as how the WiBlligence Community works to defend the nation’
computer networks and other infrastructure.

Semesters taught Continuous

Students enrolled 50

Infrastructure requirements: Classroom

Audience 1/c or 2/c midshipmen, prereq: FP130, 210/230

Periodicity issues Normally taught by the active duty intelligenzificer assigned to the Political Science
Department; other civilian faculty have taught aecasion
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Course Number/Title: FP421, National Security Policy

Description: Cyber warfare has figured in more recent semgsherng lessons about the Navy's
Cooperative Strategy for 2Tentury Sea Power, wherein cyberspace is notkdyat the Navy’s
expanded core capability of Sea Control. Cyber ararfs also discussed in relation to the desiriiabf
armed groups to exploit this domain. Finally, cylvarfare is discussed as a counterweight to trauiti
elements of national power.

Semesters taught Continuous
Students enrolled 24-48

Infrastructure requirements: Classroom

Audience Open to any midshipman who has completed FP130

Course Number/Title: FP460, Future Global Security Challenges

Description: Examines the complex and fluid security environta the 21 Century and exposes
midshipmen to analytic tools to function in thavieanment. The course looks at cyber-related isgues
the context of underlying forces shaping futurebglcand U.S. security. Cyber warfare is specificall
examined as an emerging global problem.

Semesters taught Fall, Spring, 2007-09, four semesters total

Students enrolled 20 per sem.

Infrastructure requirements: Classroom

Audience Open to any midshipman; prereq: FP130, FP210

Periodicity issues Taught by David C. Gompert of the RAND Corparaticourse is not currently offered
since instructor is no longer in the department.

Course Number/Title: HHXXX, Rise of the Machines: Technological Cgarin War and Peace

Description: Course provides historical background for emecgeof complex technical systems, to
include rise of telephone system and automated evesapystems. (Will read Singer's "Wired for Wariga
use Boots’ book, "War Made New").

Semesters taught Pending for fall, 2009

Students enrolled approx. 15 per sem.

Infrastructure requirements: Classroom

Audience open to any midshipman

Periodicity issues None, course will debut this fall.
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Course Number/Title: HH379, History of IT Revolutions

Description: Provided a background of emergence of compuathrstry and internet.
Semesters taught 2001-2005

Students enrolled 15 per sem.

Infrastructure requirements: Classroom

Audience Formerly a requirement for IT majors; open tfongidshipmen

Periodicity issues Course no longer offered. The professor (Kuayd) left the Academy, and before a
replacement could be hired the course requirenoenTfmajors was cancelled

Course Number/Title: HH104, Naval History

Description: Core military history course, and in the couréeaval history does cover the Cold War and
the rise of electronic warfare, code-breaking, emahputers (e.g., ENIGMA, COLLOSSUS, ENIAC,
NTDS, etc.)

Semesters taught Continuous

Students enrolled 1200 per year

Infrastructure requirements: Classroom

Audience Required of all midshipmen

Course Number/Title: HH485, The Information Age: From the ENIAC tetX-Box

Description: Upper-level course that examined technologimabvations during the second half of the
20" Century and beyond.

Semesters taught fall 2004-fall 2005

Students enrolled 15-20 students per sem.

Infrastructure requirements: Classroom

Audience Required of all midshipmen

Periodicity issues Course no longer offered. The professor (KuryeBgleft the Academy
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Division of Professional Development/Officer Devefament

Course Number/Title: NS410 Network Centric Warfare

Description: NS410 focused on the application of informatiechinology in warfare and emerging
asymmetric threats. The course did not have a ni@gois on cyber warfare, but retained a holistewbf
Command and Control policies and the importandafofmation technology in war. The curriculum may
have included aspects cyber warfare, but did comtédrmation operations.

Semesters taught Although NS410 was offered for 6 years, it wafydaught for 3 semesters in each
Spring during 2003-2005. Course was recently resddar the 2008-2009 academic year.

Students enrolled Average enrollment: 5 students.

Infrastructure requirements: Classroom

Audience NS410 was an elective capstone to the mandptergquisite course of NS310 (Strategy and
Tactics) now replaced with NS300 (Naval Warfare).

Periodicity issues NS410 was removed from the course catalog dimnt student interest for multiple
years. Low accession is presumed to be based di§dfl0 being an elective course with a 300 level pr
reg. This course also stemmed from a USNA strategiative to construct a Netcentric Operational
Center and Warfighting Lab in 2003.

Course Number/Title: N/A

The Stockdale Center for Ethical Leadership isudising moral issues with technology in their Feow
Seminar this year. Cyber warfare may be an inteigsthical leadership discussion.
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Appendix B

Questions asked of the sister service academies aswhort civilian undergraduate
institutions

» Please describe your “center.” What are the pyrgaals of your center
(student/faculty research, information focal-pofatulty expertise, cyber-
funding, organization of guest speakers/lectursgtgjent extra curricular
activities)? Under what organization is your eemun (CS-Department, Dean,
Provost)? How many faculty are assigned or asstiaith the “center”? Which
of these have a primary duties associated wittideeter"? How many labs
and/or classrooms are specifically dedicated avaated with the “center”?

* What courses does your “center” provide that cdlygrrovide that support or
relate to “cyber-warfare”?
Course number and title
Department responsible
Intended audience
Brief description
Typical enrollment size
Lab requirements

* What courses does your institution provide thatenity provide that support or
relate to “cyber-warfare”?
Course number and title
Department responsible
Intended audience
Brief description
Typical enrollment size
Lab requirements

* For schools with a core course (one required dbrathultiple majors): How does
the “Center” feed material into these core courses?

» Besides offered courses, are there any other ntesmgyh which students
interact with the “center”?

* How do faculty interact with the "center" (researtinding)?

* What total infrastructure is needed to support@alber-warfare™-related course
offerings?

How many classrooms?
How many labs?
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Please specify which resources, if they did nostexvould prevent the center
from accomplishing its goals.
What resources they would you like to have in otdefo more?

Are there any current issues with respect to taesi?

What other institutions does the “center” collallenaith?
civilian institutions
other cyber institutions
intelligence communities

What regular (monthly, annual, semester) events gloar "center” facilitate (e.g.
Seminars, Conferences, Guest Lectures)?

Do you have any adjunct or visiting faculty fronetimtelligence community or
an outside organization? If yes, what role do thiay?

What role does your IT Support organization playneeting the requirements for
cyber activities and the "center"? Who acquiregitams equipment?

How do you communicate the need for cyber warfapable graduates (student
outcomes, learning objectives)?

Did you have any issues that you had to overconagjatying for / being
accepted as an NSA/DHS Center of Academic Excedfenc
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Appendix C: USAFA and USMA Cyber Warfare learning objectives

USAFA: Specific learning objectives for the core reqditdéSAFA freshman year
computer science course include:

O O O O

Define information security
Define risk to information in terms of threats andnerabilities
Define threat and vulnerability
Describe the three guiding principles of informatend the fourth derived
principle: confidentiality, integrity, and availdiby; authentication
Describe the types of threats to the principlesfafrmation security

» Interruption attacks on Availability

» Interception attacks on Confidentiality

» Modification attacks on Data Integrity

» Fabrication attacks on Authentication
Describe how the information security principles amplemented to
address these threats

= Availability - redundancy, backups, physical seuri

= Confidentiality - encryption, secure channels, ategraphy

» Integrity - hash functions, checksums, error-cdingccode

= Authentication - digital signatures, PINs, passvgptdometrics
Understand how the Navy approaches computer speunit appreciate
the need for these policies and procedures
Describe transposition and substitution ciphersgine an example of
each
Describe the Caesar cipher and how it is used
Describe symmetric-key and asymmetric-key encrypéiod explain how
to use each
Describe digital signatures and how public-key gption can be used to
implement them
Define physical and digital steganography and givexample of each
Describe hash functions and checksums and howeitgeysed to ensure
information integrity
Employ RSA public key encryption for providing caténtiality,
authentication, or both
Understand and apply techniques for developinghgtpasswords
Comprehend how dictionary and exhaustive attacks@nducted against
passwords
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o Defend against social engineering attacks on pasisnand identity
information
o Calculate the effort and time required for varityfges of password
attacks
o Understand and recognize common attacks agairsbmedrcomputing
systems
0 Describe common security practices which can impq@ersonal cyber
security
0 ldentify current trends in cyber crime and how thelate to personal
computer security
o Explore steps which can improve security on persocomputers
0 Explore cyber security trends by using SQL injectio
» Recognize the security weaknesses in common ordétebase
systems
» Exploit common weaknesses to access and modifynrebon in a
simulated SQL database
= Explore ways to security information in on-line aad&ses

USMA: Specific learning objectives for the core requitésiMA IT305 course include
those listed below (and constitute approximateBp=f¥ the core USMA course). Note
that IT305 has a prerequisite IT105 course thatesdes foundational computer science
topics prior to cadets taking the IT305 course.

Intellectual Property Issues in Cyberspace
Army Sensors

Biometrics

Implications of Changes in IT

Network Principles and Equipment

Network Protocols

Network Services & Wireless Networks
Network Design |

Network Design Il and Communications Principles
Army Communications & Networking Systems
Information Processing on the Battlefield
Network Implementation

Information Dominance

Information Assurance

Information Operations - Reconnaissance
Information Operations - Defensive Operations
Information Operations - Attack
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Appendix D:  Proposed Computer Science Technical Ce Course

Know

Learning Objectives

Identify and define the basic hardware elements\ébn Neumann machine.
Identify and describe common input/output devices
Identify and define the key measures of processdbpnance
Describe the memory hierarchy
Identify and define the main functions of an opegsystem
Describe how application program interfaces areluse
Understand the basics of computer networks, anslanking protocols.
Describe how information security principles argliemented to address IA goals:
— Authentication/non-repudiation - digital signatyrpasswords, biometrics
— Availability - redundancy, backups, physical seuri
— Confidentiality - encryption, secure channels, ategraphy
— Integrity - hash functions, checksums, error-cdingccodes
Compare basic forms of technology-based attackh@iA goals such asonfidentiality
- snooping network traffic; integrity - modifyingata in transit; authentication - password
cracking programsavailability - DOS attacks ...
Describe symmetric-key and asymmetric-key encryptio
Describe public-key encryption as used to implendggital signatures
Define physical and digital steganography and givexample of each
Describe hash functions and checksums and theiimahformation integrity
Describe the actions that occur at each levelefriternet protocol stack.

Comprehend

Understand computer networks, topologies, hubgches, routers, IP Addresses and
MAC Addresses (LAN).

Comprehend binary numbers, binary encoding of tmdges

Comprehend what security is offered by techniqueb sis 128-bit encryption.
Comprehend how passwords can be broken by dictimdraustive attacks.
Comprehend web transaction security as relatettji¢sh, cookies, etc.

Describe the warning signs of a computer systenpcomise.

Analyze Information Assurance mechanisms that @idrement of 1A goals.

Employ RSA public key encryption for providing caigntiality, authentication.
Calculate the effort and time required for varitymes of password attacks
Explore cyber security trends impacted by attackb s SQL injection to
— Recognize the security weaknesses in common ordéitebase systems
— Exploit common weaknesses to access and modifymation in a simulated
SQL database
— Explore ways to security information in on-line alaéses

Demonstrate

Problem solving and algorithmic thinking as appliedomputer programming
Propose a nominal operational network configuraéind associated security protocols
that uses appropriate protection mechanisms antbgmindustry best practices.
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