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Homework: /SI110/Models and Tools/Symmetric Encryption 
 

1. Decrypt the ciphertext “XMZPIXA” using the Ceasar Cipher with shift value 

12. You may use the below link to help, but otherwise do this by hand! 

 

http://rona.cs.usna.edu/~si110/resources/ceasar-shift/shiftTable.html 

 

 

 

 

2. You are in the middle of class, with everyone sitting at their desks, 

unable to get up for any reason. You have no cell phones or computers. So the 

only way you can communicate is by passing notes. There's a new student 

sitting across the room from you, whom you've never met before. Explain why 

you can't carry on a Ceasar Shift Encrypted note passing correspondence with 

the new person with any real hope of secrecy. 

 

 

 

 

 

 

 

 

 

 

3. Use the Ceasar Cipher Frequency Analysis page from the SI110 website’s 

Resources page (link below) to fill in the table below. Note: Refreshing the 

page clears all fields. 

 

http://rona.cs.usna.edu/~si110/resources/ceasar-shift/freqAnalysis.html 

 

Ciphertext 
Deduced 

Shift 

Probability 

Correct 
Plaintext 

NWWB 
 

 
  

NWWBJITT 
 

 
  

NWWBJITTBMIU 
 

 
  

 

Explain why the deduced shift value changes from row to row. 

 

 

 

 

 

 

4. Circle the correct answer. In the Vigenere Cipher, with a longer key ... 

 

  a. communication is more secure. 

 

  b. communication is less secure. 

 

  c. the security of the communication is unchanged. 
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5. In what situation does the Vigenere Cipher provide provably perfect 

security? What alternative name do we use in this case? 

 

 

 

 

 

 

 

6. Encrypt the message “NOTBETTER” with the key “FIST” using the Vigenere 

Cipher (link below). Show your work using the below table. 

 

http://rona.cs.usna.edu/~si110/resources/vigenere/vctable.html 

 

Key 
 

 
        

Plaintext 
 

 
        

Ciphertext 
 

 
        

 

7. Using a chosen-plaintext attack, you’ve tricked your enemy into sending a 

message with plaintext “PARTYROCKERS”. You intercept the ciphertext 

GEUKCUFGNVVV, and you suspect that your enemy is using the Vigenere Cipher 

(link below). Figure out your enemy’s secret key! Show your work using the 

below table. 

 

http://rona.cs.usna.edu/~si110/resources/vigenere/vctable.html 

 

Key 
 

 
           

Plaintext 
 

 
           

Ciphertext 
 

 
           

 

Secret Key: 

 

 

8.  Suppose I wanted to create a special kind of secret key encryption that 

splits the secret key between two people (Bob1 and Bob2), so that neither 

could encrypt/decrypt messages individually, rather it would take both of 

them together to encrypt/decrypt messages.  Here are two ways to do this: 

 

a) Use a vigenere cipher with key of length k, such that Bob1 has the first  

k/2 characters of the key and Bob2 has the second k/2 characters of the key.  

 

b) Use a vigenere cipher such that both Bob1 and Bob2 have k-character keys, 

k1 and k2, but the real key needed to encrypt/decrypt is actually the result 

of applying a vigenere cipher to encrypt k1 using k2 as the key. 

 

Which of these is better at achieving the goal of only having encryption/ 

decryption possible when Bob1 and Bob2 cooperate?  Explain your answer!  

 

 

 


