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1 Intro duction

The German armed forcesemployed three di erent typesof teleprinter cipher
machinesduring the SecondWorld War, the Lorenz machinesSZ40and Sz42
alsocalled Tunny by Bletchley Park (BP), the SiemensSchhisselfernscheib-
maschine(SFM) T52, and the one-time-tape machine T43, alsomanufactured
by Siemens.The Lorenz machines, which existed in three di erent models,
SZ740,SZ42a,and SZ42b, are well known as the machines that were broken
at BP with the aid of Colossus.The SiemensT52 existedin four functionally
distinct models, T52a/b, T52c and T52ca| which was a modied version
of the T52c machine, T52d, and T52e, all going under the BP code name
of Sturgeon, while the SiemensT43 probably was the unbreakable machine
that BP called Thrasher. The T43 machine cameinto use relatively late in
the war and appearsto have beenusedonly on a few selectedcircuits.

This paper will, for the rst time in the open literature, explain in de-
tail the events that led to BP breaking the Sturgeon machines. In 1964, the
Swedish Under-Secretary of State Erik Boheman rst revealedthat Sweden
had broken the German Geheimsédireiber (T52) during the SecondWorld
War. [4] In 1967, David Kahn gave further details about this achievemert.
[16] However, it was only in 1984, when Hinsley et al. published part one
of the third volume of \British Intelligencein the SecondWorld War," that
it was o cially adknowledged that BP also had experienced some success
againstthe Siemensr52. [13]Previously, many authors had confusedthe T52
with the Lorenz SZ40/42 machines and had erroneouslylinked the Siemens
T52 to Colossus.Since 1982, Donald Davies has published detailed informa-
tion about the electrical and mecdanical construction of the machines. [6{8]
And Wolfgang Mache has through his contacts and interviews with former
Geheimsaireiber operators and technicians preseried the ewlutionary his-
tory of the SiemensT52 macdhines. [17{19] Apart from Sir Harry Hinsley's
and ProfessorTutte's [22] referencesto BP's attack against the T52 there
has so far not beenany detailed accourt of this part of BP's history. It is
hoped the presert paper will 1l this void.

The rst section of this paper gives a short overview of the German
teleprinter cipher machines and their use, followed by a short section ex-
plaining how and when BP rst encourtered the Sturgeontrac. The third

? This article represerts the views of the author but not necessarily those of his
employer or any other third party.
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section explains the cryptographic principle used by the SiemensT52 ma-
chines. Here, for the rst time, the \P entagon” is intro ducedand an explana-
tion is givenof how important this devicewasfor BP's attack againstthe rst

T52 model it encourtered. The following two sectionscortin uesthe historical
preseriation of BP's attack on the T52 and its struggle to keepabreastwith

the German cryptographers contin uous changesto the machines. For the rst

time, it is revealedthat BP broke the T52d, a machine with irregular code
wheel movemert. This was indeed a major achievemert. Sectionssewen and
eight explain what knowledge BP gained from the captured machines and
the information they acquiredthrough both FISH and Enigma decales.The
section entitted The Cryptanalytical Problem givesnew and detailed crypt-
analytical information about the structure of the T52 key generatorsand how
this information was usedto attack the machines. A constructed example of
how to perform an attack on T52 messagesn depth! concludesthis section.

2 The Machines and Their Use

All the German teleprinter cipher machines were on-line machines. This
meansthat when an operator types his plain text messageon the transmit-
ting machine, A, the sameplain text appearsimmediately on the receiving
machine, B. Neither of the operators ever seesthe cipher text. The Lorenz
machines were from their inception designedto be suitable for use on high
frequency radio circuits operating in the 3 to 30 MHz bands. Radio signals
in this frequency range are a ected by both slow and fast fading, Doppler
shift and multipath propagation which can easily play havoc with the digital
teleprinter signals. All thesemachines usedthe standard teleprinter speed of
that time, 50 Baud, which results in an elemert time of 20ms. They were
asyndronousmachinesusinga start and stop pulsefor ead transmitted char-
acter. The SZ40/42 machines had a better receiver designthan the T52 and
weretherefore more successfuin reconstituting seerely distorted teleprinter
pulses. Towards the end of the war Lorenz worked on the developmert of
an improved machine, the SZ42c,which applied the cryptographic process
directly to the radio signal itself.? It wasusedin conjunction with a cortin-
uously operating, synchronous teleprinter which maintained its speed with
the help of a crystal controlled oscillator. The SZ42cwas an advanceddesign
and the German engineerswere clearly leading in this area.

It may therefore seemthat technical reasonsled to the Lorenz machines
being usedon radio teleprinter circuits. Howewer, the author believesthat lo-

! Two or more cipher texts or messagesre said to be in depth when the texts have
beenaligned such that the entire texts or parts thereof have beenenciphered by
the same key. This process,that messagesare enciphered by the same key, can
occur when a cipher machine or system is used incorrectly or from the use of
keysthat have been constructed wrongly.

2 \Europ ean Axis Signal Intelligence in World War 11 { Vol.2", 1 May 1946, A
TICOM Publication releasedunder the US Freedom of Information Act (FOIA).
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gistics are more likely to have beenthe reason.The Lorenz SZ40/42 machines
were a German Army developmert, while from an early stage the T52 ma-
chines were adopted by the Air Force and the Navy. The T52 machineswere
only allowedto remain on board naval shipswhile they werein harbour. It is
evident that they would mainly be connectedto the well developed telegraph
line network which coveredthe most of German occupiedterritory . This was
also the situation for the machines used by the German Air Force. On the
other hand, a large part of the German Army tended to be corntinually on
the move and it wasrelatively seldomthat they could connecttheir machines
to the xed telegraph network. With time the T52 machines also appeared
on radio circuits. Initially they were used on radio relay connectionsusing
frequenciesin the VHF and UHF range, while later they would also appear
on circuits in the HF (3{30 MHz) area.

3 The First Encoun ter

BP rst obsened SiemensT52 trac in the summer and autumn of 1942.
Most of the trac passedon aradio link betweenSicily and Libya, which BP
calledthe \Sturgeon" link. [1] In the sameperiod there wasalsoanother link
from the Aegeanto Sicily that BP called\Mac kerel". The operators on these
links werein the habit of sendinga large number of cipher text messagesising
the samemachine settings. When using the machine, they sert a short cipher
text, followed by someoperator chat in clear text. They then transmitted in
clear the signal\UM UM" (Umschalten| switch over) and the cipher text
continued but with the machine setto its initial setting. Theseinterruptions
and operator exchangeswere frequert and the cipher texts in depth would
continue to accunrulate. The depths allowed the BP cryptanalysts to analyse
the machine in detail and they soon discovered that the machine had 10
code wheels whose patterns appeared to be xed. At least that was their
assumption basedon the intercepts during Septenber and October and the
rst two days of November. After that, the Sturgeon link andits trac came
to an end. In the period before Septenber the interception was too bad to
allow any of the trac to beread.

4 The Cryptographic Principle

The analysis of the intercepts shaved that the Sturgeon machine was using
two operations, a modulo two addition (XOR) and a permutation of the
resulting v e teleprinter code elemerts. The modulo two key was called the
subtractor and represerted by the symbol , while the permutation key was
called the permutor and represerted by . The cryptographic algorithm,
transforming a plain text character P into its cipher text character C, is
given by

c= (P ) 1)
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where signi es modulo two addition. The plain text characteris rst added
to the subtractor modulo two and the permutor then permutes the result.
On reception the inversepermutation took place before the addition of the
subtractor, which gives

p=cCc ! )
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Figurel. SFM T52's functional diagram.

A sdcematic diagram of the basic operations of all the T52 machines
is given in Fig. 1. The ten rectangles of varying heights symbolize the ten
code wheels whose circumference carried bit patterns of di erent lengths.
The wheelswere bakelite disks with protrusions which were sensedby one
or more electrical contacts. A more modern analogy for the code wheelsis
shift register sequence®f dierent lengths. In Fig. 1 the length of the code
wheel sequenceds written above eat of the ten wheels. The code wheels
werelabelled A to K from right to left, omitting |. Thesewheelidentities are
used later in Fig. 4 which givesa description of the wheel stopping logic for
the T52d machine.

Below the wheels,the plug connectionsthat make up the main inner key
are shavn connecting ead of the ten wheelsto the various elemers of the
XOR and transposition circuits. The gure is an accurate represenation of
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the functioning of the T52a/b and T52d machines. In thesetwo models eat
code wheel consisted of four identical cams, ead tted with a changeoer
contact which wasusedin either the XOR circuits or the transposition circuits
of the transmitter and receiver part of the machine. The plugs connectedto
the code wheelcontacts werelabelled with the corresponding wheelidentities
A to K, eath wheel being equipped with two plugs, one red and the other
black. The corresponding sockets in the transposition circuit, ten in total,
werelabelled from 1 to 10. Sockets 1 and 2, 3 and 4, etc. were paired together
but we will seelater that any of the two plugs of a given wheelcan be plugged
into any of the transposition sockets. Further, the red/black order had no
electrical signi cance and the two plugs could be swapped. The ten sockets
in the XOR circuit werelabelled with Roman numerals from | to V in pairs,
where eadh saocket in a pair carried an additional a or b label, e.g. sockets
la and Ib. For the XOR circuit the plug order had to be strictly adheredto
and the two plugs of a given wheel had to be pluggedto the sockets with the
sameRoman numeral pair, e.g.red K would plug to lla and black K to 11b.
If the plugs of a given wheel were connectedto two di erent Roman socket
pairs a short circuit of the 60 volt signalling supply would be the result.

The T52c/ca and T52e machinesmodi ed this relatively complex circuit
by using relays with multiple contact setsfor the functions in the XOR and
transposition circuits. These so-called SR relays were controlled via a logic
circuit driven by the cam contacts on four di erent code wheels.On these
machinesthe code wheelshad one single cam on ead wheel; the other three
camsbecamesuper uous and were therefore removed. The relays SR1{SR5
wereusedin the permutation circuit, while SR6{SR10made up the substitu-
tion circuit. The machinesalsodid away with the exible transposition circuit
of the T52a/b and d models which allowed full freedomin the con guration
of the circuit as will be explained later. The T52c/ca and T52e machines
used a standard con guration of the transposition units which were wired
permanertly in place.

Instead of changing wheel order by plugging, these machines used ten
switches,onefor eat wheel,which could be setto oneof ten positionslabelled
1,3,5,7,9,, 11, 11, IV, and V. There were no longer any pairs of plugs and
sockets such that the previous paired designations,e.g.1{2 and lla{l Ib would
be represeried simply by respectively 1 and Il. The ten outputs from the
wheel order selectioncircuit carried the samelabels as the switch positions;
herethe outputs are called the output channels.Any of the ten wheelscould
be connectedto any of the ten output channelsvia the ten switcheswith the
restriction that a givenoutput channelcould only be selectedonce.lf this rule
wasnot obeyed a short circuit of the 60V supply would occur. Furthermore,
the labels had lost their previous meaning of Arabic numerals belonging to
the transposition circuit and the Roman numerals belonging to the XOR
circuit. Instead the three machines, T52c, T52ca and T52e, cortrolled ead
of the SR relays via a wheel combination logic which consistedof the modulo
two sum of four dierent output channels. The wheel combination logic for
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the T52c¢ has previously beenpublished by Donald Daviesin his paper on the
T52 macdhines [7] and is reproduced here in Fig. 2. The wheel combination
logic was di erent on ead of the three machines. The logic for the T52e
machine has also beenpublished by Donald Davies in his paper on the T52e
machine, [6] while the logic for the T52ca machine will be presened later.
The information in Fig. 2 hasalso beencomparedwith information from the
archivesof the Swedish signal intelligence organization, FRA, ® and found to
be correct.

Code Wheel Outputs
13579(11IIIVV
SR1|X X X X
SR2| X X X X
SR3 X X X X
SR4 X X|X X
SR5 (X Xl X X
SR6 X X X X
SR7| X X X X
SR8 X X X X
SR9 X XX X
SR10 X X|X X

Relays

Permutor

Subtractor

Figure2. Wheel combination logic for T52c.

The T52c¢ and T52ca machines introduced yet another complexity, the
messagekey unit. This unit, which consisted of 15 transposition units and
which will be introduced later, was connected betweenthe code wheel cam
contacts and the wheel order selection circuit. Its function was to further
permute the order of the wheelsbefore their contacts were selectedin the
wheel order selection circuit which was the main inner key. As explained
later, a new setting of the messagekey unit would be selectedfor eadh new
messageThis meart that evenif the main inner key would remain the same
the wheelswould still have a di erent function for each new message.

The T52d and e models also had irregular movemern of the code wheels,
a so-called stop-and-go movemert. The movemert of eadh wheel was con-
trolled by contacts on two of the other wheels. Thesetwo machines also had
a switchable autokey* elemert wherethe third bit of ead plain text character
would cortrol the movemernt of the wheelsin addition to the cortrol given
by the wheelsthemseles.

3 FRA, Feorsvarets Radioanstalt. See|[3,23].
4 Autok ey or autoclave is where a part of the key is generated from the plain text
or the cipher text.
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Here is how the machine works in an exampleasshown in Fig. 1. First, a
plain text character, B say, will be represerted by its Baudot code equivalent
10011or 5 asgivenin the Baudot alphabet in Fig. 5. The plain text
character B is then added bitwise modulo two to the subtractor character,
F say, and the result routed through the transposition circuit, which is con-
trolled by the permutor character, | say. The resulting cipher text character
is Z. The two key characters, F and |, are determined from the code wheel
setting and the inner key con guration oncethe plain text character B enters
the machine. In addition, the gure showsthat an elemer of the transposi-
tion circuit, the transposition unit, is active when the controlling bit is O or,
as BP said, a dot.

Figure3. The Pentagon

The analysis of the T52 key generator showved that the 10 code wheels
were combined in fours. They namedthis circuit the \P entagon”. The author
hasnot beenableto nd any documertary information about the Pentagon,
however, largely inspired by ProfessorWilliam Tutte's beautiful litle book
on graph theory, [21] he thinks he hasfound the answer.

The graphin Fig. 3is constructed from the wheelcombining logicin Fig. 2.
The code wheeloutput channelsare labelled 1,3,5,7,9 and I, 11, 111, IV, V. A
crossin the row for one of the SR relays meansthat the control of the relay
dependson the marked output channels, e.g. the function for the SR4 relay
is given by

SR4=7 9 | IV ©)

5 BP usedthe terms crossand dot to describe the Baudot code elemerts mark and
space,logical 1 and 0.
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In the graph in Fig. 3 the SR relays are represerntied by the vertices and the
controlling wheel output channelsby the edgeswhich join in a given vertex.
The advantage of the graph is that it quickly shows the relationship between
the dierent SR relays; it clearly shows the topology of the circuit. The
symmetry of the graph is such that it is highly likely that it correspondsto
what BP called the Pertagon.

The Pentagon was cryptographically a weak device. Only four di erent
subtractors could be assaiated with a given permutation. Furthermore, the
subtractor character wasalways even,i.e. the 5 code impulsesalways summed
to zero. [1] Therefore the plain text character was even whene\er the cipher
text character was even, and odd whenever the cipher text character was
odd. For the cryptanalyst this was similar to the Enigma's peculiarity that
no letter can encipher to itself, and it was of great help in reading depths
and placing cribs.

The rst Sturgeon messageto be read was at a depth of 40, an almost
incredible depth, which clearly shows that the German operators had no idea
of the detailed functioning of the machine and that they must have disobeyed
ordersor beenwrongly instructed. Eventually, with the detailed knowledgeof
the limitations imposedby the Pentagon device, depths of four or v e could
be read fairly easy The 10 code wheelswere set oncea day and this initial
setting remained in force during the whole day. However, the machine was
equipped with a small crank which allowed the operator to easily bring the
machine badk to its initial code wheel settings. This wasthe main reasonfor
the large number of messagesn depth. With this knowledge,it was possible
to read messagesit depths of two or three assoon asthe daily wheelsettings
had been recovered. When they could make a guessat a crib of about six
letters even single messagesould be broken with the help of the Pentagon
limitations.

The di erent messagesvere sernt using di erent wheel orders. There was
someform of messagekey devicethat changedthe connectionsbetweenthe
code wheelsand the Pentagon. However, asthe machine wasbrought badk to
its initial position, the binary streamsfrom ead of the wheelswerealways the
same.Five letters were given as a messagekey, and these always came from
the reducedalphabet: PST UW X Y Z. A letter could appearmorethan once
in the group of v e| oncethe indicator WWWWW was even obsened. BP
noticed that when two indicators agreedin n positions, then usually but not
always, 2n of the wheelshad the samefunction in the Pertagon. However,
this rule did not apply to indicators sert on dierent days. The indicator
system of this machine was never broken cryptanalytically .

Comparing the above description with what is known about the di erent
SiemensT52 models it is evidert that BP was confronted with the T52c
machine. [6{8, 17{19] This machine had a code wheel combination logic like
the one described for the Pentagon. It also had a messagekey unit with v e
leversthat could be setin eight di erent positions indicated by the letters P
ST UW XY Z. Likethe T52a/b, the c model also had the small crank that
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allowed the code wheelsto be brought back to an index position. This was
a conceptual error in this model as the main reasonfor this wheel resetting
mechanism was to allow the operator to set the messagekey easily on the
wheels.The T52a/b machineswerenot equipped with a messageey unit like
the T52c and therefore the messagekey was set directly on v e of the code
wheels. The 10 wheels were therefore brought back to the initial position
and the v e wheels selectedas messagekey wheels would be set to their
new position. It is debatable whether even this limited wheel resetting on
the T52a/b wasa good idea. Howewer, it is evident that the complete wheel
resetting usedon the T52c machines was a blunder of somemagnitude.

The Sturgeon and Mackerel links cameto an end with the secondbattle
of El Alamein which started at the end of October 1942. One other signal
transmitted on a T52c machine was intercepted later in November. It was
believed to have comefrom the Caucasus.lt consistedof the usual messages
in depth and wassuccessfullyattacked. The messageslealt with the situation
on the Russian front. That was the last appearanceof trac from a T52c
machine.

5 The Reapp earance

In the rst six months of 1943other teleprinter links appearedwhich alsoused
\UM UM". Someof the links wereknown to usethe Tunny machine and from
this momernt it was often di cult to distinguish betweenlinks using the two
machines. Both typesof link gave only a QEP number for the indicator. The
only exception to this rule was a link named Salmon where some groups of
letters were sert, apparertly as indicators. They were quite di erent from
the normal Sturgeon indicator groups. Messageson Salmon, which linked
Keonigsberg and Mariup ol, were intercepted from 11 January to 6 February
1943. The machine was of a much simpler construction than the Pentagon
machine and there wasno combination of the wheels.Five of the wheelsmade
up the subtractor key while the other v e wheelsconstituted the permutor
key. The messagegonsistedmainly of operator chat.

Even though the new machine was simpler than the Pentagon machine
(T52c), it was more dicult to break. The absenceof the Pentagon meart
that the parity of the cipher letter was no longer the sameas the parity of
the corresponding plain text letter. And instead of having only 60 di erent
alphabets this new machine had 960. From this description it is evidert that
the machine must have beenthe T52a/b.

In May 1943, a new link, codenamed Sardine by BP, started to oper-
ate between Sicily and Sardinia. This link was never broken. Later in the
year, two operator log books were captured which contained referencesto
the interceptedtrac onthe Sardinelink. Time, numbers and priorit y codes
correspondedto those of the interceptedtrac. Also the sametype Luftwa e
addresseghat had earlier beenusedon Sturgeon appearedon this link.
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A new link codenamedHalibut by BP appearedin July 1943.The link,
which operated between Konigsberg and Munich,® ceasedto operate in Au-
gust but reappearedin a changedform in 1944.In its rst period, from July
to August, a few depths of four and one of v e werefound. One depth of four
from August was read and was found to have beenencipheredin the same
way as the depths that had earlier appeared on Salmon (T52a/b). Like the
Salmon messagest consistedof operator chat. However, the July depth of
v e resistedall attempts to breakit. It only succunbed a year later, in June
1944,to0 a sustained attack. It then turned out that it was encipheredon a
new machine, the T52d.

6 A Historic Achievement

This break constituted the rst break of the T52d machine, a machine simi-
lar in construction to the T52a/b but with irregular, stop-and-go,code wheel
movemerts. The Halibut messagedid not use the autokey elemen, Klar-
textfunktion, of this machine but in June 1944 other Sturgeon links were
suspected of using this machine with the autokey function. The break was
neverthelessan outstanding achievemen. The T52d was completely broken
from reading a depth of v e for a part of the messagewhile for the remain-
der it wasonly a depth of four. [12] From BP's subsequeh analysis of the
machine a depth of four appearedto be the absolute minimum. How was
it possibleto break sudh a complicated machine from only one messagein
depth of four and v e? One answer is that BP was not confronted with a
completely new machine. It was mainly the stop-and-go code wheel move-
ments which di eren tiated this machine from the T52a/b. The code wheels
themseles had the samepatterns as on the T52a/b and T52c machines. It
would turn out later that all the machinesin the T52 seriesused the same
code wheel patterns. The patterns were xed and no changeswere ever made
to them. This constituted a very seriousweaknessof these machines.

The break itself was a manual operation, but assistedby a large number
of catalogueswhich showved the possible alphabets that resulted from an
assumption of a plain-cipher text pair of characters. BP did not dewelop a
machine to assistin deciphering. All the operations were done by hand so
that even deweloping the subtractor and permutor keys from a given wheel
order and setting was a very slow and tedious process.BP also tried to use
masks and inverse probability calculations, but it is not known if this was
successful.As will be shown later, the permutation circuit only produced
30 out of the 120 possible permutations. Thirt y-two permutations should
have been possible with the v e double changewer contacts used for the

5 A list of FISH links in one of the Fried reports givesthe link asoperating between
Memel and Konigsberg. [10] However, asthe distance betweenMemel (Klaip eda)
and Konigsberg is only 120 km, mainly over water, the use of an HF link does
not sound right.
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permutation function, but / and Z produced identical permutations, as did
T andE.”

The break wasa successbut it alsoshowvedthe di cult y this machine pre-
serted cryptanalytically . BP launched a substartial researd e ort to under-
stand the T52d machine fully and to explore possiblecryptanalytical attacks
againstit. BP realisedthat solutions through depths could not be relied upon
in the future becauseof the increasinguse of the autokey function. Another
problem that preserted itself washow to di eren tiate betweenthis trac and
ordinary Fish trac generatedby the Lorenz SZ40/42 machines. BP hoped
to nd statistical techniquesthat would allow it to identify the trac.

Wheel

D Length Controlled by
K 47 E crosses,D dots?
J 53 K crosses,A dots
H 59 K dots, J crosses
G 61 J dots, H dots

F 64 H crosses,G crosses
E 65 G dots, F crosses
D 67 F dots, E dots
C 69 F dots, E dots
B 71 F dots, E dots
A 73 F dots, E dots

& Dot and crossare BP parlance for 0 and 1, space
and mark.

Figure4. Wheel stopping logic for T52d.

It is not known how long the July 1943messagevasbut it is nevertheless
an extraordinary feat to have fully deducedthe \motor wheel" logic of the
T52d. In contrast with the Lorenz SZ40/42, the T52d did not have separate
\motor wheels." Instead, eac \motor" wasformed by the modulo two addi-
tion of two other wheels,sometimeswith inverted logic for oneor both of the
wheels. The \motor" or wheel stopping patterns were read from a di erent
part of the code wheelsthan those used for the subtractor and permutor
keys. And of coursethe movemernt of these wheelswas again cortrolled by
others. Four of the wheels,with the lengths 73,71, 69 and 67, were cortrolled
in parallel by two of the other wheels.This was presumably doneto ensurea
periodicity of at least 73 71 69 67 = 23961009. The wheel stopping logic
as derived cryptanalytically by BP is given in Fig.4. [11] The gure shows

" BP replacedthe six teleprinter control characters carriage return, line feed, letter
and gur e shift, space, and null with the special characters 3,4,8,+,9, and /. See
the teleprinter alphabet in Fig. 5 and Appendix A of [23].
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how the movemert of a given wheel dependson two other wheels,e.g.the K
wheel, which is the leftmost wheelin the machine and with a sequencdength
of 47, will not move if there is a cross(1) on the E wheeland a dot (0) on the
D wheel. The other wheelshave similar relationships to two other wheels.

The decipheredmessageseferredto experiments with a machine the op-
erators called T52d, which gave BP the nal proof that it had broken a new
Sturgeonmodel. Later two captured T52d machineswerefound to contain the
samelogic as had beenderived cryptanalytically from the Halibut message.

In Septenber 1943,the link named CongerappearedbetweenAthens and
Berlin. Hundreds of messagesvere sert and all were in depth so there was
no great di cult y in reading them. However, their intelligence value was nil.
The messagegontained only operator chat.

Conger contained referencesto the T52b, a machine that had previously
beencaptured in Tunisia. By correlating the recovered code wheel sequences
with those of the actual machine it wasfound that the initial position corre-
spondedto that of all wheelssetto one. The wheelswere usedin the order of
their periods, while the operation of the machine correspondedto what had
earlier been obsened on Salmon, and in the August Halibut messagesin
November, similar Conger messagesn depth were sert; this time the wheels
were all setto two.

The description of the Congerusageis frankly amazingand showvs a com-
plete disregard for applying securekeying instructions for the machines. It
would seemthat the machines were used by operators who had never read
the instructions and who had not beenissuedwith operational keysfor these
machines. One alsogetsthe very strong impressionthat the majorit y of these
links were not operational links, but resere channelskept open mainly with
operator chat and test messagesHowever, their usagewas cryptographically
damaging to the machines.

Both Congerand Halibut reappearedearly in 1944in a slightly changed
form. The new Halibut messagesvere all short, while earlier they had often
beenvery long. Conger, on the other hand, often cortained long messages.
Depths, in this casemessagesvith the sameQEP number, of up to four oc-
curred. However, the message$ad no repeats, which strongly indicated that
the autokey function was being used. This hypothesiswas further supported
by the intercept logs which cortained phraseslike \ Mit KTF " and \ Ohne
KTF " where KTF was the abbreviation for \ Klar Text Funktion". BP did
nd onedepth of two without the autokey function, but a depth of two was
consideredto be unbreakable.

Shortly afterwards it was decidedto ceasethe interception of links using
the Sturgeonmacdhinesasit wasconsideredto be unpro table. In the autumn
of 1944 many Tunny links, which also used an autokey elemen, ceasedto
use this function and Enigma messageswere found ordering the Sturgeon
operators to stop using autokey on the T52d and T52e machines. During the
same period, one day's trac on Conger was intercepted. It was found to
be in depth of two and without the autokey function. However, there are no
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further indications that a lot of e ort wasinvestedin the Sturgeon machines
and their trac.

7 The Captures

The rst Sturgeon machine to be captured was a T52b which was found
in Tunisia. It was discovered that the code wheelson this machine moved
regularly and that they did not combine. It wastherefore evidert to BP that
it was not the Pentagon machine (the rst Sturgeontype of machine to be
intercepted and broken).

Later a full technical description of a machine which combined the func-
tions of the T52a/b and T52c was captured on Elba. It appearedfrom this
description that the T52c machine was related to the Pentagon machine as
it combined the code wheelsin fours. Howewer, the number of alphabets was
found to be 256 instead of 60 as for the Perntagon machine. It will be shavn
later that this T52c machine was the modi ed version, T52ca. The T52a/b
mode showed that the machine could have beenusedfor the Salmon, August
Halibut messagesnd the early Congertra c.

The Elba description also showed that the T52c machine was equipped
with a wheel permuting mecanism corresponding to the messagekey unit
described earlier. It was found that the unit consistedof v e levers eat of
which cortrolled three switchesout of a set of 15. Each switch interchanged
two wheelsin its active position and left their order una ected in the inac-
tive position. A switch was active or inactive depending on the position of
the cortrolling lever, but the correlation of active switch position and lever
position wasdi erent for the three switchescortrolled by a given lever. This
circuit hasbeendescribed in Donald Davies' paper on the T52 machines. [7]

In addition, it wasfound that all the machineswereequipped with a setof
switchesor plugs which constituted the main inner key setting. The switches
or plugs selectedwhich of the ten code wheelscontrolled a given functionality
in the cryptographic process.After the capture of the Elba description, an
actual machine of this type was captured at Naples. This was clearly a T52c
machine, but the messagekey unit with the v e levers had beenremoved.
It was noted that the machine was very similar to the rst captured T52b
machine; the T52b also had room for a messagekey unit although none was
actually tted. Yet another machine wascaptured at Naples.On this machine
the original type number, T52b, had been altered to T52d. This machine
was equipped with the wheel stopping logic and had a switch to enable or
disable the autokey function KTF. Without KTF the code wheelshad the
samemovemert asthe one derived cryptanalytically from the July Halibut
messageWhen the KTF wasactive, the wheelmovemert logic becamemore
symmetrical and the third impulse of the cleartext governedpart of the logic.
Two of the wheelswere cortrolled by a plain text cross(1), while two others
were cortrolled by a dot (0). This logic has also beendescribed in detail by
Donald Davies. [6{8]
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Later yet another T52d machine was captured, which had been altered
from a T52a. Comparing this machine with the T52b, it becameobvious that
the two modelsmust have beenvery similar. It is known from German sources
that the only real di erence betweenthe two machineswasthat the T52b was
tted with extra lters to reduceinterferenceto radio installations. [18,20]

Togetherwith the T52c machine description captured at Elba, allied forces
also captured two key book pages,one for the T52d, and one for the T52a/b
and T52c machine. One side of ead page gave the table for 3 June 1944,
while on the other side was the table for 4 June. Each table consistedof 25
rows labelled with the letters from A to Z, omitting J. A similar table for
the T52d/e machine is reproduced in Appendix A. The messagekey QEP
FF OO PP AA ZZ VV CC MM HH UU correspondedto setting the leftmost
code wheelto 19, ascan be found in column 1, row F. The wheelto its right
is setto 11 asgivenin column 2, row O etc. The complete code wheel setting
for this messagekey was: 19 11 56 31 59 33 13 46 02 25.

The corresponding table for the T52c machine is reproducedin Appendix
B. The same method of indicating the code wheel setting applies to this
table, but in addition the lever settings for the messagekey unit are in the
rst v e columns. The same QEP messageas above would give the code
wheel settings: 47 23 09 27 34 45 26 09 02 48 here, with the messagekey
leversat: pt p s x. The use of these tables and the method of disguising
the code wheel settings that were transmitted as QEP numbers or letters
changedse\eral times throughout the war, but the tables themselheslargely
retained their original structure and layout. The main instructions for the
useof teleprinter cipher machines, Wehrmacht Schkisselfernscheibvorschrift
(SFV) [9], indicate there werethree basickeytablesin use,Fernschreibgrund-
schhissel(main inner key), Fernschreibwalzenschissel(code wheelkey), and
Fernschreibspruchschiissel (messagekey). An example of the Fernschreib-
grundschhbisselfor the T52d is reproducedin Appendix C.

8 Intelligence From Decodes

Referencedo the Sturgeon machineswere frequert in both Tunny and Enig-
ma trac. In 1942the decadesreferred only to the T52a/b and T52c ma-
chines. The Wehrmacht SFV asreferred to above wasissuedon 1 Decenber
1942 and alsorefersonly to the T52a/b, T52c and SZ40type of cipher ma-
chines. It is therefore very likely that thesewere the only machines available
in 1942.BP alsoappearsto have captured a copy of the Wehrmacht instruc-
tions sometime before November 1944,

On 17 October 1942a messag@ from C.S.02° Luft otte 2to Fliegerfuhrer
Afrika mentioned that T52c had inadequate security. It gave orders that

8 Messageon the Luftwae's Red (the main Air Force) key, 121-2-3,17/10, 6610.
The author has so far not beenable to trace any of these messages.
9 C.S.0. = Chief Signal O cer.
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\Secret" and \Secret Commands Only" (probably translation of Geheime
Kommandosachg Top Secret)areto be encipheredon Enigma beforebeing
sert over Sage sch (Saw sh) links.

This messagepassedbetween stations served by the Sturgeon link using
the T52c machine. Nevertheless, seemingly important messagescontin ued
to passover this link without being previously encipheredon the Enigma.
However, many Enigma messageslso passedover this link beforeit ceased
operation on 2 November 1942.

This messagedoubting the security of the T52c stands in contrast with
the Wehrmacht SFV which cortains a clearinstruction not to usethe T52a/b
over radio and radio relay connections(Richtstrahlverbindungen. The T52c
was the only machine authorized for use over radio and radio relay links.
However, we have seenthat the Luftwa e for somereasondid not obey these
instructions and that they usedthe T52b machine for practice message®n
the Salmon, Halibut and Conger links. This shows that Luftwa e cipher
o cers must have been unaware of the closelinks and similarities between
the di erent T52 modelsand that they did not seethe dangerthese practice
transmissionswere to the other machines.

In February 1943, decales show that the Germans suddenly had discov-
ered that something was seriously wrong with their Sage sch machines. A
messagerom Madrid to Paris'® said that the T52 was very badly compro-
mised and that eneny deciphermen waspossible.\Secret" and\T op Secret"
messagesvere no longer to be sert over the T52.

On 18 February 1943,a new set of instructions for usingthe T52 machines
were issued??

1. The indicator systemsin usewith the T52a/b and c are cancelled.

2. Henceforththe ten wheelsettings are to be giveninstead and sert
on a speci ¢ emergencykey.

3. A new method of indicating the settings of the v e messagekey
leversis to be used.

4. The device for setting back all the wheelsto the so-called zero
position is to be removed.

Point four of these new instructions shows that the Germanshad nally
discovered the faulty operator practice of sending many messageson the
samekey due to the facility for doing so o ered by the T52 wheel resetting
medanism. Apparently they also suspected someweaknessn the use of the
messagekey procedure and therefore intro duced new, temporary measures.
They would later abandonthe use of QEP numbers and usethe QEP struc-
ture with ten bigramsthat hasalready beenpreserted in the previoussection.
It is not clear why this was considereda better procedurebut it is possibleit

10 Messageon the Abwehr link Madrid{P aris, RSS 6713/2/43.
11 Messageon the Army's Bullnc h 11 (ltaly) key, 1735/18/2/43.
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o ered more exibilit y in choosing messagekeysthan the previous method
using QEP numbers.
On 19 February, yet another messagé&’ gave further instructions:

1. T52a/b is not to be usedfor \Secret" and \T op Secret" messages,
exceptwhen other meansare not available.

2. If teleprinter links are usedthere must be previous enciphermen
on Enigma.

3. After the changesto the T52c, and after a changein the indi-
cator system,\Secret" and \T op Secret" messagesnay again be
forwarded without previous enciphermen on Enigma.

In March two message® saidthat trac on the Aptierte (adapted) T52c
no longer neededto be encipheredon the Enigma. From then on there were
referencesto the T52ca, which probably stands for T52c Aptierte. Then -
nally on 14 June 1943 there was a messagé* to the Naval Communications
O cer in Sulina and other addresseeghat said: \On the completion of the
adaptation to SFM T52c, the designation T52ca will no longer be used. The
designation T52c only is to be used from now on." The changesmade to
the T52c concernedthe wheel combining logic which BP had found to be of
such great help when breaking the Pentagon machine. This indicates that the
Germans must have made a detailed analysis of the machine and found this
part of the logic to be particularly weak.

The knowledge of German security evaluations and analysis of their own
cipher machines has not yet beenfully declassi ed and released.It is there-
fore not yet possibleto give a detailed picture of what the Germans knew
and suspected with respect to the security of their crypto systems.However,
it is known that Dr. Eric Huttenhain, the chief of the cryptanalytic researd
section of OKW/Chi (Oberkommando der Wehrmacht/Chi rierabteilung ),
examinedthe T52a/b machine in 19391 He found that this machine had an
extraordinarily low degreeof security and could be broken with about 100
letters of cipher text without a crib. This study could have resulted in the
Wehrmacht SFV instruction prohibiting the use of the T52a/b on any form
of radio channel. Howewer, it is perhapsmore likely the discovery by the Ger-
mans on 17 June 1942 of the Swedish successn breaking this machine led
to the restriction. [23] OKW/Chi suggestedchangesin the machine, includ-
ing ways of producing non-uniform code wheel stepping but for engineering
reasonsSiemensrefusedto acceptthesechanges.Instead a new machine, the
T52c, was produced which overcamesomeof the more obvious weaknessesf
the earlier model. The T52c was studied by the Army cryptanalyst, Doering,

12 Messageon the Army's Merlin (Southern Europe) key, 19/2/43.

13 Messageon the Luftwa e's Red key, Nos. 322/4 and 387/7 of 6 March 1943.

1 Naval messagel4/6/43, 77, Mediterranean.

15 \Europ ean Axis Signal Intelligence in World War Il { Vol.3", 1 May 1946, A
TICOM Publication releasedunder the FOIA.
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from OKH/Gen d Na (Oberkommando des Heeres/General der Nachrichten
Aufklarung) in 1942. He showed that it could be broken on a text of 1000
letters. This study was apparertly assistedby cryptanalytical machinery in
useby OKW/Chi, but it is not known how involved Dr. Huttenhain and his
peoplewerein the actual study and its recommendations.The investigations
resulted in the designand production of the T52d. The security analysis of
the T52d wascortin ued, mainly by Doering, and early in 1943he showed that
this machine was also insecure.This resulted in the production of the T52e.
However, it was known that both the T52d and T52e machines were open to
attacks through messagedn depth and that at a depth of ten messagesould
be read without a crib.

However, the cries of alarm from the German cryptographers were not
heard, or at least not acted on, by the German Army and Air Force. In the
summer of 1942 the totally insecuremodel T52a/b was still in use and the
equally insecure T52c was being distributed. The Army's position was that
the teleprinter trac went overland lines and could not be intercepted, hence
there were no needto worry about inadequate security. Evidence of tapping
of the teleprinter linesthat appearedin Parisin 1942and 1943gavethe Army
a seriousjolt and the Army's signal authorities wereforcedto reconsidertheir
views on teleprinter cipher security. However, it wastoo late and the newly
developed T52e was only slowly being intro duced at the end of 1944.

The rst referenceto the T52d machine appearedin the decadesin Octo-
ber 194316 Subsequetly, there were frequert referencesto all three models,
T52 a/b, c, and d. From Septenber 1944 onwards, there were alsoreferences
to the newly developed machine T52e. Trac from this machine was never
obsened or at least identied as such by any of the allied cryptanalytical
servicesand the machine remained unknown to them until the end of the
war.

9 The Cryptanalytical Problems

On 29 July 1944 Captain Walter J. Fried, the US Army Signal Security
Agency's (SSA)!’ liaison at BP, sert his report No. 68, [12] which he devoted
ertirely to the Sturgeonproblem, to the SSA headquartersat Arlington Hall.
He started the report with the following assessmemn \The problem of solving
current trac seemscompletely hopeless.The only feasible method of solv-
ing message®ncipheredon the T52d machine seemsto be through depths.
Sometimesthe \motor" action is switched o and this givesrise to seweral

18 Messageon the Luftwa e's Red key, 279/0, 4/10/43.

17 The agency wert through a number of changesin both name and organization
during the period 1939{1945. It was named Signal Intelligence Service, Signal
Security Division, Signal Security Service, Signal Security Branch, etc. before it
was redesignated Signal Security Agency on 1 July 1943, later to be changedto
Army Security Agency on 15 Septenber 1945.
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possibletechniques of solution.'® For the most part, however, the problems
which seemcapable of solution are comparatively trivial. The fundamental
di cult y of the generalproblem arisesfrom the fact that that a crib doesnot
yield key."

To givea better feelingfor the fundamertal cryptanalytical problems| will
attempt to givean overview of what is involvedin breaking the T52 machines,
and how certain features of the machine hampered this task, while other fea-
tures madeit easierfor the cryptanalyst. The basicalgorithm of the machine
has already beenexplained. To recapitulate, a v e elemert teleprinter plain
text character will rst be added modulo two to a v e elemern subtractor
character and then permuted under the control of another v e elemen per-
mutor character as given by the enciphermert formula (1).

0 1 2 3 4 5
E493T/IASDZI RLNHOUJWFYBCPGMKQ+ XV|[8

]

Jo s~ wWN P

#HI3IH#HH#S|-' #+84) , *97T#2*672:0* [(1#] =|#

2 In the gure shift row control characters and other special functions are marked
with #, while the national special characters are marked with *.

Figure5. International Telegraph Alphab et No. 2 in classorder

A simple way of represering the relationship betweenthe four elemeris
P,C, and isthrougha32 32 32cube.One ofthe elemens P, C or
can be placedin the cube and the other three elemers along the three axes.

cannot be placedinside the cube asit is not uniquely de ned by P, C and

. The cube canthen be cut by planesalong any of the axesand it will then
be represened by 32 squaresslicesead of the size32 32 1. The choice
of the represenation will erntirely depend on the problem to be solved. It is
now easily seenthat a plain text character from the 32 elemern teleprinter
alphabet will be transformed into a cipher text character through 32 32 =
1024 cipher alphabets. However, this theoretical limit was seldom achieved
in practice. If we analysethe basic permutation circuit usedin the T52c and
T52e machineswe will nd that / and Z produce identical permutations, as
do T and E. This meansthat, instead of producing 32 permutations, the

8 The author's studies of the T52d and e models have not revealed any possibility
of switching o the \motor" or wheel stopping function on these machines. It
is more likely the observed absenceof wheel stopping was due to the use of the
T52a/b machine.
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circuit only generate30 unique permutations. Therefore these machinesonly
have 32 30 = 960 cipher alphabets. Howeer, this was only achieved in the
T52e. In the T52¢ and T52ca machines the wheel combination logic reduced
the number of cipher alphabets even further.

Subtractor

/|IE4A93TIASDZI RLNHQUJWFYBCPGMKQ+ XV|8
/|? ? ? ?

E

4

9

3

.

A 77 77

S 292 29

D ?? ?7?
Z|? 2 2 2

1 |? ? ? ?

R ?2 2 ??
L 2?2 27
«|N ? ? ??
%H 2?2 27
2|0 292 27
LY.
o |J

W

F

Y

B

C

P

G

M

K 777 Yl
Q|? ? ? ?

+ 2 2 22
X ? ? 27
\Vi 292 27
8

Figure6. Alphab et distribution for T52c.

Before we usethe cipher squaresin our analysisit is useful to introduce
the concept of Baudot classes.The classof a Baudot character is de ned
as the number of crosses(or 1's) that it cortains. It is clear that we have
six classedabelled from 0 to 5 inclusive. There are various ways of arranging
theseclasseshut the method usedhereis the oneusedat BP, and is shavn in
Fig. 5. The Baudot classesare indicated in the top row with the letter shift
alphabet usedby BP in the row below. The Baudot control characters have
been given the special BP values as previously indicated in footnote 7 on
pagell. Below the alphabet are the v e bits of ead character's Baudot code
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value indicated by dots and crossesThe bottom row showsthe corresponding
gure shift characters.

Using computer simulations, the T52c's wheelcombination logic hasbeen
analysed:a plot of the 32 32 permutor/subtractor squareis givenin Fig. 6.
The alphabets along the permutor and subtractor axesare in the Baudot
classorder: an asterisk indicates the existenceof an alphabet. We seethat
there are no alphabets in the odd classesl, 3 and 5. All the alphabets are
clusteredin the even classed), 2 and 4. This is a con rmation of BP's nding
that the parity of the subtractor character was always even. We further see
that there are 16 4 = 64 alphabets which, with our knowledgeof the reduced
permutor alphabet, givesatotal number of 60 cipher alphabets. As the parity
of the characters T and E is odd, the doublet T{E is not possible.Only the
doublet /{Z exists, hencewe get 15 4 = 60 cipher alphabets. We also seethat
for eath permutor character there are only four possiblesubtractor characters
asmerntioned by BP. The plot clearly shawnsthat this machine was extremely
insecure.

Code Wheel Outputs
135791 1LITIVV
SR1 X X|X X
SR2 X X X X
SR3 X | XX X
SR4 (X X| X X
SR5 X X X X
SR6 (X X X X
SR7 XX X X
SR8| XX X X
SR9 XX X X
SR10 X X X X

Relays

Permutor

Subtractor

Figure7. Wheel combination logic for T52ca.

The wheelcombining logic of the modi ed T52camachine hasbeenrecon-
structed using data from the FRA archives.The truth table is givenin Fig. 7
while the corresponding permutor/subtractor plot is in Fig. 9. In the plot
in Fig. 9 the alphabets are in the binary order, not the Baudot classorder,
since sudh a represenation showvs more clearly the inherent structure of the
wheel combining logic. As we can see,the alphabets are well spread out and
are no longer exclusively of even parity. However, the linear structure is there
and changing one single entry in the truth table will drastically changeboth
the structure and number of possiblealphabets. Each permutor character is
assaiated with eight subtractor characters, which is twice asmany asfor the
T52c logic. Howewer, if we plot the permutor/subtractor squarein Baudot
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classorder, we nd that when a permutor character is even, the alphabets
have an even subtractor character, and when the permutor character is odd,
sois the subtractor. This information can still be exploited by the cryptana-
lyst. The possiblenumber of alphabetsis 32 8 = 256 but, due to the reduced
permutor alphabet, there are only 240 unique cipher alphabets.

10 1C 31 .'1.0C 3.'].0 o1
g 20——C >>—2C D>—oz ¢
B 30— % ° LGy L
a0t 20 5C * 04 8
50— 2C c Y o5
o=
'A =—0 A
1 i
}B:}—oo Bi
? 1

Permutation Unit

Figure8. SFM T52's transposition circuit.

The T52a/b and T52d machines use the samelayout of the transposi-
tion® circuit asthe T52¢ and T52e, but instead of using relays for the trans-
position units, these machines directly usethe cam contacts on ead coding
wheel. What distinguishesthe a/b and d models from the others is that the
transposition units, which consistedof double changeorer contacts, were not
wired permanertly into the transposition circuit. Each of the v e cortact sets
was equipped with two plug connectionswhich were then plugged into the
transposition circuit. Figure 8 shows the layout of the transposition circuit
together with the circuit of a singletransposition unit. The gure shows that
there are two possiblecortact points in each Baudot bit or elemert branch.

The connection 1{3 meansthat either the A or B plug of a transposition
unit will connectto the socket marked with 1's, while the other plug will go
to the socket marked with 3's. If A goesto socket one, the left part of the A
plug will plug into the left-hand side of socket one, while the right part of the
A plug goesto the right-hand side of the socket. In this particular case,bit
onewill endup in position v e whenthe transposition unit is inactive, while

19 The terms transposition circuit and transposition unit re ect the cryptographic
usage; mathematically speaking the circuit performs a permutation.
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Subtractor
| E4AA9S|I USDRIJNFCKTZLWHYPQOBG+ MXV8
? ? ? ? 7 ?? ?
? ?? ? 7 ? ? ?
? 2 ? ? ? 2 ? ?

2 2 2 2 22 2 9

Permutor

OIIXZ+OWOOULISINAXOMZECTOWC~—0NO>A~M™
N
N
N
N
N
N
N
N

Figure9. Alphab et distribution for T52ca.

in the active position bit one will leave on the branch connectedto socket
ten. Its nal position will depend on the connectionthat is made from socket
ten.

Thereare9 7 5 3 1= 945di erent waysthat the v econtact setscanbe
inserted into the transposition circuit. Computer simulations show that eadh
of these 945 connectionvariants results in unique permutation sets.However,
the majority of the permutation sets, a total of 561, are degeneratein the
sensethat ead set contains only from 1 to 16 unique permutations.

The set with only one single permutation is a special case| it contains
the identit y permutation, henceno transposition takesplace. There are fur-
ther variants on this where one, two or three of the Baudot character pulses
will not be permuted. There are in total 300 caseswhere one pulse remains
in place, 80 caseswhere two pulsesare xed and 20 instanceswhere three
pulsesare una ected. All of these casesbelong to the set of the degenerate
permutations. Figure 10 givesan overview of the distribution of the di erent
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permutation sets. The gure shows that amongthe remaining 384 permuta-
tion sets,24 setshave 27 unique permutations, 240setshave 30 permutations
and 120setscortain all the 32 permutations. Figure 10 shaws that of the de-
generate sets only the sets with 10 and 12 unique permutations also have
normal permutations, in the sensethat none of the bits remain in place. All
the other degeneratesets have one or more bits that are not a ected by the
permutations.

Number of Unique Permutations in a Set
Bits Stuck|| 1 [ 2 | 4 [ 5[ 6 [10]12][14[16]27[30] 32 [Total
1 bit 60 30 (180| 30 300
2 bits 20| 60 80
3 bits 20 20
5 bits 1 1
None 40 |120 24 240|120|| 544
| Total [[1]20]60]20]60]40]|150]180] 30| 24 [240[120]] 945 ]

Figurel0. Permutation distribution for T52d.

Looking at the Wehrmacht SFM T52d Key table reproducedin Appendix
C, it can be shown that all the connectionsin this table belongto the two
groupswith 30 and 32 unique permutations. This meansthat in reality only
360 permutation sets were used by the German cryptographers during the
period this key list wasin use.lt alsomeansthat there are not always only 960
cipheralphabets| there canbeasmany as1024.This might be anindication
that the Germans were aware of the fact that not all of the permutations
could be usedfor cryptographic purposes.This knowledgemay have beenof a
relatively recent nature. The T52a/b machine may have beenusedearlier with
connectionswhich resultedin degeneratepermutation sets.When the Swedish
cryptanalyst Lars Carlbom analysedthe transposition circuit, he found four
main permutation families, of which two could be divided further into three
sub-groups. One of these families, he said, consisted of connections where
one of the transposition units was inactive or disconnected.lt is not possible
to disconnecta transposition unit and still expect the machine to function,
but Lars Carlbom did not know this as he had never seena T52 machine.
He basedhis analysis entirely on cryptanalytical evidence.In practice, what
happenedwas that an input impulse exited the transposition circuit at the
samelevel asit entered; henceno Baudot elemert permutation was taking
place. The identity permutation referred to earlier is causedby sud a set
of connections:1{10, 2{3, 4{5, 6{7 and 8{9, which leave all the bits in their
original positions. If one or more of these special connectionsare combined
with other more random connections, the other casesof one or more bits
stuck will occur.
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C
JTE49 3T|[ASDZI RL NHO
8|VX+QK/MGPCBYFWJU
/] 8]32
E[V] |9 92 4 8
4/ x| |8 8160 0
9l+| |4 48160
3/Q| |2 24 816
TIK| |9 9248
Al M 86 12612240
s| G 4261261424
D| P 2126126048
z| c 4248248000
1| B 0840840800
R| Y 0424424480
L|IF 86 12612240
N| W 00420428438
H|J 4261261424
ol u 2126126048

Figurell. SFM T52's dibit distribution.

During the year when BP struggled with the July Halibut messageen-
ciphered on the T52d it deweloped and tried out various methods of attack.
Seweral of them were of a statistical nature and were based on knowledge
gained through the use of statistical techniqueson the Lorenz SZ40/42 ma-
chines. The statistical methods BP developed only applied to the \motorless"
machinesand would not work on machineswith wheelstopping. The T52 code
wheelshad an almost even distribution of dots and crosseswith a slight pre-
ponderanceof crosses.This meart that the modulo two addition was nearly
random. Howewer, this was not the casefor the permutations, since certain
impulseswere more likely to go to somepositions than others. Therefore the
statistical techniqueswere basedon developing statistics for certain impulse
combinations of the \pseudo plain text" character, , and their probability of
ending up in certain positions in the cipher text character. Here the \pseudo
plain text" is the real plain text transformed by the subtractor key.

=P @

The method appliesto both singleimpulsesor to pairs, dibits, but plain text
characteristics are more pronounced when using a pair of impulses. For a
given permutation it was possibleto enumerate how often dibits of a given
\pseudo plain text" character, , and its inversewould be assiated with
dibits in dierent cipher text characters, C. This is shown in Fig. 11 where
the permutation is generatedby the transposition circuit usedon the T52¢
and e models, and which usedthe connections:1{2, 3{4, 5{6, 7{8 and 9{10.
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Figurel2. Baudot XOR squarein classorder

The alphabets in the gure have only a length of 16, as the normal 32

elemert Baudot alphabet has beenfolded in half, with ead position in the

alphabet occupying a given Baudot character and its inverse,e.g. E and V,

which have the Baudot vectors

. The characters /{8

and

(which are all dots and all crosses)can only go to one place under all the

32 dierent permutation, while in all the other casesthere are varying dis-

tributions. The characters belongingto classesl and 4 have single cross/dot
distributions, while the charactersin classes2 and 3 have double cross/dot

distributions. This is the reasonfor the clustering of the distributions in the

two squaresof size5 and 10.

But on the T52a/b and d models the permutations were not xed but
variable depending on the connectionsof the transposition units. Therefore,

the permutation probabilities, and hencethe statistics, dependedon the given

permutation setwhich, of course,wasunknown until the machine wasbroken.

Sothe statistical techniques available in 1944 were nothing more than tools
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for getting a better knowledgeabout the cryptanalytical problem. They were
not of much usein attacking the machines.

It appearsthat messagesn depth were the only viable attack on these
machinesin 1944.1t is far too involved to illustrate a full blown attack on a
real example, but looking at a very small constructed example with a depth
of two and a known crib will give a feeling for the problem. As mentioned
earlier, the attacks in depths were helped by the useof tables and catalogues.
One such table is the Baudot XOR or modulo two square. However, the
table becomesa lot more useful when one of the alphabets is arranged in
classorder. This is illustrated in Fig. 12, where the plain text alphabet is in
its normal order along the left hand column and the key alphabet is arranged
in classorder along the top row. The intersection of a plain text character
and a key character will give the resulting cipher text character. However,
due to the properties of modulo two addition any of the two alphabets, the
onein normal order or the onein classorder, can be usedfor any of the three
elemerts plain, cipher or key characters.

To seewhat is actually taking place and how one might attack two mes-
sagesn depth it is of interest to return to the principal enciphermern equation

@)
(P y==C
It is easily shown that permutation is distributiv e under modulo two addition
X Y)= X Y (5)
If we apply (5) to (1) we get
P =C (6)

In other words, the cipher character canalsobe obtained by rst applying the
permutation on the plain text character and the subtractor before combining
these two transposed elemers by modulo two addition. In the caseof two
messagesP? and Q encipheredin depth by the subtractor key  and the
permutor key we canwrite the following

P =C )

Q =D ®)

Combining (7) and (8) by modulo two addition eliminates the term and
givesat the basic equation for messagesn depth

(P Q=C D 9)

Equation 9 shaws that if either P or Q is known the value of the other cannot
be automatically determined, aswith pure Vernam [24] enciphermen where
there is only a subtractor function and no permutor function. In reality
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there might be as many asten possiblesolution for P or Q depending on the
Baudot classin which the operation took place. If the operation takesplace
in classO or 5, P and Q are uniquely determined, while in class1 and 4 there
are v e possibilities and in class2 and 3 there are ten possiblesolutions.

One opening for attack is the fact that the permutation only reordersthe
Baudot code elemeris: it doesnot changethe elemers themselwes. Therefore
if C D contains m crossesand n dots, it must alsobe the samefor P Q.
Soif we know or can make a guessat P we will have a limited number, from
1to 10, of choicesfor Q. This is the basisfor an attack on messagesn depths
encipheredon the SiemensT52.

The two messagesn Fig. 13 have beenencipheredwith the samekey on
a computer simulation of the T52d machine.?° They are encipheredwithout
the KTF and the main inner key, Fernschreibgrundschisse| is 6{8, 1{2, 5{7,
11, 4{10, Iv, II, I, 3{9, V, which is the key for day one in the Norwegen
Nr. 7 key table in Appendix C. The messagekey, Fernschreibspruchschisse|
is the sameas given on page 14, QEP FF OO PP AA ZZ VV CC MM HH
UU. The secondmessages suspected to start with \three" or \four", since
messagenumbers in the region of three to four hundred are expected.

1{2({3(4|5|6|7|8|9|10[{11]12]13|14|15|16(17(18(19(20
1|P|G| I |+ |L|X|G|L|T|N|E|3|Y|OX|P|J|3|B|V
2|lY|N|+|8|4|I |P|P|I9|E/B|IDIK|WI|E|8|E|I |4]H
n2(3/4|1(1|14(2(1|2|3|2|1|3(3|3|2|2(3|4|2

Figurel3. Two messagesn depth.

The class numbers appearing in the last row are found by forming the
modulo two sum of the two cipher text characters and looking up in which
classthe resulting character belongs. Taking the rst two cipher text char-
acters T and E and combining them modulo two results in Z. This result is
found by using a simple Baudot XOR squareor using the classXOR square
in Fig. 12. Looking up T in the vertical left hand alphabet and E in the hori-
zontal classalphabet, we nd Z at their intersection. Looking in the top row
classalphabet, we nd that Z belongsto class2. The classinformation can
also be found from the Baudot class alphabet in Fig.5. Another, perhaps
even faster, method is to look up one of the cipher text characters, say T,
in the left hand vertical alphabet and then searting down the row to nd
the other cipher text character, E. Doing sowe nd E situated in one of the
columnsfor class?2.

20 The T52 computer simulation will be made available on the Cipher Simulation
Group's (CSG) Web sernerswhich are accessiblethrough the author's Cryptology
Web page at URL: http://home.cern.c h/ frode/crypto/
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Trying the word \three" with a space,here represerted by 9, as a crib
for the beginning of the secondmessageagivesthe following possiblesolutions
for the characters of the beginning of the rst messageas shown in Fig. 14.
The possiblesolutions for ead character is givenin the generatrice$® which
have beenobtained from the classXOR table. Looking up the rst clear text
letter of the crib, T, in the left hand vertical alphabet the corresponding
generatrix is found further along the row in the columnsfor the Baudot class
2. The generatrix characters are: WYBEPG4M93 which have been entered
in alphabetical order to easethe seard for a possibleplain text word.

1 2 345 6
nl2 3411 4
2|T HREE 9

B BHAAA

ECQDDG

G ESSSJ

M FXZZW
1lPp Gz / | 8

w U

Y w

3 3

4 4

9 8

s

Figurel4. Trying the crib \three" messageno. 2.

The most prominent plain text word is the beginning of the word \MES-
SAGe". We can now try to extend the plain text in the secondmessageby
usingthe expected\E9" (E and a space)asa further crib in the rst message.
This is shown in Fig. 15a.

Sincethe beginning of the rst messagés suspectedto contain a message
number the cortinuation is expectedto be another number. Of the numbers
from oneto ten the only possiblesolutions are\THree" or \Flv e". \ThREE"
and 9 do not give any promising plain text in messagenumber onebut \ VE"
and 9 give \ONE" as shown in Fig. 15b. This is even a unique solution as
none of the other characters neededfor the other numbersare presert in the
rst generatrix. The rest of the solution is left as an exercisefor the reader.
However, solutions are not always as straightforward as here: often it will
not be possibleto carry on with only two messagesn depth. Very often
the messagesontained numbers or abbreviations which made it extremely

2L Generatrix, plural generatrices, is a deciphermert or enciphermert out of a set
of decipherments or enciphermerts of the sametext under a given hypothesis or
cryptographic principle.
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7 8 9 10 11
n|i2 1 ni2 3 2
1/E 9 2|V E 9
B H H H C
F 1 I 1 E
J N K K F
T S L L M
21U [/ 1IN N P
W O O0OT
Y Q QU
3 R R Y
4 X X 3
9 + + 4

@ (b)

Figurel5. Continuing the cribs in messageso. 1 and no. 2.

dicult, if not impossible,to extend the messagewith only a depth of two
or three.

It is onething to break a number of messageén depth. However, the aim
isto break the machine, soasto be able to recover the key streamsand hence
to break all other messagedor the rest of the key period. For this purpose
it is necessaryto be able to uniquely determine the permutation  for each
encryption step. It canbe shown that at leasta depth of four is necessarybut
that it is generally not su cien t. With a depth of four one has only a 20%
probability of nding a unigue permutation. With a depth of sewen or eight
the probabilities are such that a workable key extraction can take place.
As the code wheel patterns are xed, it is possibleto determine from the
extracted key streamswhich code wheelis usedwhere and for what purpose.
From this information it is then possibleto recover the plug connectionsand
starting positions of the machine.

10 Conclusion

Not only did Bletchley Park intercept trac encipheredon the SiemensSFM
T52, but it alsobroke all the di erent modelsthat it discovered. However, it
was clear from the very beginning that the T52 wasa very di cult machine
to break. It probably would have remained unbroken had it not beenfor the
German security blunders in using the machines. The blame should not be
put ertirely on the German teleprinter operators. The Siemensdesignersof
the machine are equally responsible for not listening to the advice of the
German cryptographic experts. The Siemensengineersappear to have been
more focusedon the engineeringproblemsthan on the cryptographic security
of the machine. The T52a/b and the original T52c machines were basically
machines with very limited security. The T52c is an extraordinary example



30 F. Weierud

of how not to go about designingcryptographic algorithms. The wheel com-
bining logic, which clearly wasmeart to strengthen the machine, had exactly
the opposite e ect | it easedthe task of breaking the machine.

On the other hand, the T52d was a relatively well-designedmachine. If
this machine beenthe rst to seeserviceand the teleprinter operators had
been properly instructed in using the machine, it is highly unlikely that it
would have beenbroken. Another weaknesof all of thesemachinesis the xed
codewheelpatterns. It is understandablethat the designershought that with
the complexity of the machine it would not be necessaryto vary the code
wheel patterns. However, with variable code wheel patterns the machines
would have beenstrengthenedconsiderably Due to the transposition circuit,
cribs would not have led to the recovery of the key stream and even complete
plain text of thousands of characters would not have resulted in recovered
code wheel patterns.

Sir Harry Hinsley's statemert, [13{15] that BP decided to concerrate
its non-Morse interception, cryptanalytical, and decryption resourceson the
Army's Tunny trac becauseof a needto husband resourcesand the need
for good intelligence on the German Army, is undoubtedly correct. How-
ever, thesewere probably not the only reasonswhy BP abandonedits e orts
against the Sturgeon machines. The cryptanalytical di culties BP facedin
attacking these machines, the small number of Sturgeon links, and the very
limited intelligence that could be derived from the trac must have played
important rolesin the outcome of BP's decisionto concerrate on the Tunny
trac.
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Geheim!

W. Fidhr. Spr. SdHl.

Sturgeon

SFM T52d/e  Prifnr. F2
Norwegen iftt..lé_ o
1. Tag ab 0900 Uhr DGZ

1l2{3]a|s|6f7|8]9]10
A|18 |20 138 |31 |5¢ |a7| 67| 54| 70] 17 A
B |05 |30 |22 |60 |63 | 20| 35| 42| 55| 04 | B
c|37 |28 |58 [36 |03 | 46| 13] 47| 20| 67 ¢
p|46 |27 {42 |32 |10 | o7| 6a] a1l 08| 15| D
£|23 |13 |30 |20 |24 | 56| 20| 31]30]|32]&
Fl19 |45 |57 |07 {55 Je1] 27| s8] 68| 72| ¢
c|42 |22 |19 |26 {08 | 11] 53] 20] 16| 58| ¢
H|35 |08 |28 |55 [s58 | 22| 19] e8] 02] 19| 1
1120 {49 |17 |47 |36 | 30| 61| 08] 20|65]| i
|02 |19 |48 |43 |42 | 20| 24| 14| 31| 47| &
L {33 |51 |25 |10 {32 | o5| 52| 28| 18] 22| L
ml38 |o6 |35 |05 |60 | 17| 04| 46| 64| 11 | M
N|43 {o1 |09 |27 |35 | 44| 66] 12| 59|30 N
ol|47 {11 |37 |59 |64 | 25| 22| 56| 71| 14| o
plig |07 |56 {49 |13 | 19| 44| 38]| 27 07| p
0|44 |25 {11 |21 |48 | 28| 51| 17| 35|20 ¢
R{17 |12 |15 {40 |34 | 12| 57| 05| 48| 57| r
s|15 |26 [52 |46 |62 | as| 26| 37| 4a]|62]s
1|30 (21 |18 |12 [or |38 11| 50| 56|21 7
vios |52 |23 |53 |26 | 14| 29| 606125y
vi3 |24 |54 |16 |37 | 33| 23| 59| 34|52 | v
wii6 |50 |44 |24 |53 | 43| 18| 21| 53|50 |w
xl490 |48 |21 [33 |51 65| 45| 34| 46| 12| %
v |32 |37 |20 |30 |18 | 23] 33| 63| 36| 73| v
z |10 {53 |32 |45 [50 |o02] a8] 16| 54| 37 | 2

112 |3fa]516l72]8]09] 10

Figurel6. T52d Spruchschhssel|

messagekey.
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13 App endix B

Geheim!? S .=RB-=F]. ©pr. Gdl. g ==
R 51 T52¢
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Figurel7. T52c Spruchschhssel|

messagekey.
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14 App endix C

. - NORD NR-3
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Figurel8. T52d Grundschlussel| main inner key.
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