





Subj: COMMAND INSPECTION OF THE UNITED STATES NAVAL ACADEMY,
18 September - 1 October 2014

Deficiency 8: Individual Development Plans for NAF employees
were not completed during the period 2012-2014.

Action Taken: Individual Development Plans were mandated for
all NAF employees during the 2014 rating period and are now
being completed regularly. )

Status: COMPLETE

Deficiency 9: USNA is not following DON Information Technology
Procurement Request and approval process guidance.

5 U.S.C. §552(b)(7)(e), 5 U.S.C. §552(b)(7)(f)

Status: ONGOING
Deficiency 10: USNA is not using DADMS to register software,
check for Functional Area Manager (FAM) approval to run on its

network, and track use of any software beyond the allowable
version limit.

5 U.S.C. §552(b)(7)(e), 5 U.S.C. §552(b)(7)(f)

Status: ONGOING









Subj: COMMAND INSPECTION OF THE UNITED STATES NAVAL ACADEMY,
18 September - 1 October 2014

Deficiency 20: A safe containing classified information was
found open and unguarded during the inspection.

Action Taken: Investigation completed and safe combination
changed;. counseling and appropriate security training conducted.

Status: COMPLETE

Deficiency 21: Security Container Information forms (SF 700)
Parts 2 and 2A were not stored in a General Services
Administration (GSA) approved container.

Action Taken: SF 700 Parts 2 and 2A forms now stored in GSA
approved container. Appropriate security training conducted.

Status: COMPLETE

Deficiency 22: Activity Security Checklists (SF 701) and
Security Container Check Sheets (SF 702) were not consistently
used. :

Action Taken: Appropriate security training conducted. SF 701
and 702 forms are now in use with all safes which have the
potential to store classified information.

Status: COMPLETE

Deficiency 23: USNA is not providing oversight of security
programs at the Naval Academy Preparatory School.

Action Taken: USNA Command Security Manager has established
process to provide oversight of NAPS sequrity programs.

Status: COMPLETE

Deficiency 24: USNA is not maintaining records of annual
security refresher trainingiRECEOIGIONEEEISEEEEOQ)
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security training program, including centralized records of
training completion. [REEEEEESEEEEE TR OQOEVEISEEOO0)

Status: COMPLETE



Subj: COMMAND INSPECTION OF THE UNITED STATES NAVAL ACADEMY,
18 September - 1 October 2014

Deficiency 25: VA AONOEN SNSRI

Action Taken: HUSKEHOGOENSESEOON)

Status: ONGOING

Deficiency 26: USNA’s Cyber Security Work Force Support
Contract, signed 17 September 2014, does not specify the
required clearance level for tier one access (administrator
access). Contract must stipuiate a Single Scope Background
Investigation (SSBI) is required for tier one access.

Action Taken: The contract referenced expires in September.
The new contract will include the correct wording and
specifications.

Status: COMPLETE

Deficiency 27: [RUSHOREEVI()ITAIC)RNASASRORR:LLYI()]EA10)]

Action Taken: IAEANBROENSNEROMGN)
]

Status: COMPLETE

Deficiency 28: USNA is not providing oversight of lower echelon
OPSEC programs.

Action Taken: FRUSHORLLYA()TAIC)RSRSASHOR LIV
includes oversight requirement for Naval
Academy Preparatory School.

Status: COMPLETE

Deficienc Bl U.S.C. §552(b)(7)(e), 5 U.S.C. §8552(b)(7)(f)

Action Taken: SVIEEAOGOENSSEERRONG

Status: ONGOING



Subj: COMMAND INSPECTION OF THE UNITED STATES NAVAL ACADEMY,
18 September - 1 October 2014

5 U.S.C. 8552(b)(7)(e), 5 U.S.C. §552(b)(7)(f)

Action Taken: CVNEEAOGOENSSEERONG

Status: ONGOING

Deficiency 31: Administrator rights for individual computers
that operate on the USNA AEEE are not controlled by the
Information System Security Officer (ISSO).

Action Taken: USNA ITSD is identifying users who may have their
administrator rights removed with minimal or no mission impact.

Status: ONGOING

Deficiency 32: FVSEEAOMOENESEEAOGN).

Action Taken: FVFIEEROGOENEIEAOGN

F

Status: ONGOING

Deficiency 33: Emails containing PII are not routinely
encrypted.

Action Taken: Appropriate training has been conducted Yard-wide
to ensure emails containing PII are routinely encrypted.
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Subj: COMMAND INSPECTION OF THE UNITED STATES NAVAL ACADEMY,
18 September - 1 October 2014

Deficiency 34: USNA does not provide oversight of the PII
programs of Naval Academy Preparatory School. ‘

Action Taken: SRUSHORLLYA()IEAIE)RLVAAORR:LLYA()IEI0)
providing PII oversight of the

Naval Academy Preparatory School.

Status: ONGOING

Deficiency 35: The Privacy Impact Assessment (PIA) for AEEE,
recently approved by DON CIO, is inaccurate. It lists a number
of safeguards and technical controls that were not actually in
place.

Action Taken: The AEEE is the USNA Academic Enterprise
Education Enclave registered with Navy as USNA's IT system of
record. A revised PIA was submitted to Navy 12 Sep 14.

Status: COMPLETE

Deficiency 36: USNA failed to adhere to requirements to
maintain accountable records within a compliant personal
property system prior to 2014.

Action Taken: USNA issue a new personal property instruction
and inventoried/updated personal property records in 2014 prior
to the IG inspection. USNA will continue to adhere to personal
property system records in the future.

Status: COMPLETE

Deficiency 37: USNA has not regularly reported IMR to the
Superintendent and senior Academy leadership.

Action Taken: USNA’s Medical Readiness Coordinator now forwards
the monthly Medical Readiness report which delineates current
personnel deficiencies and the commands current medical
readiness status to the COS. The COS briefs the Superintendent
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Status: COMPLETE




















