The purpose of these instructions are to configure Outlook 2016 to connect to a
USNA Gmail account, and send and receive encrypted email messages.

Step 1: Configure Your Gmail/G-Suite Account Settings

e From Google (after you’ve already logged into Google) select the Account
icon in the top right corner and the select “My Account.”

[»)

This account is managed by usna.edu.
Learn more

{@usna.edu
Privacy

Add account Sign out

e From the “Google Account” screen, select “Security”.



Google Account

@ Home

22| Personalinfo

® Data & personalization

2 People & sharing

= Payments & subscriptions

@ Help

El Send feedback

e From the “Security” scroll down to “Less secure app access”. Seclect the
“Trun on access (not recommended)” link and click the toggle switch so
that the setting changes to ON.

Less secure app access h
To protect your account, apps and devices that use less secure sign-in

technology are blocked. Learn more 9
@ off

I Turn on access (not recommended) I




< Less secure app access

Some apps and devices use less secure sign-in technology, which makes your account more vulnerable.
You can turn off access for these apps, which we recommend, or turn on access if you want to use them

despite the risks. Learn more

Allow less secure apps: ON E



e Go to the main page of your Google Mail and go to Settings in your Google
Account.

> E1~ E~- 0
Display density

Configure inbox

Themes

Send feedback

Help




e Go to the POP/IMAP Download tab and select Enable IMAP. After the change is made,
select “Save Changes” at the bottom.

Settings
General Labels Inbox Accounts Filters and Blocked Addresses | POP/IMAP Download | Chat Labs Offline Themes
POP Download: 1. Status: POP is di
Leam more _ Enable POP for all mail

_ Enable POP for mail that arrives from now on
2. When messages are accessed with POP  keop USNA Mal's copy in the Inbox v

3. Configure your email client (e.g. Outiook. Eudora, Netscape Mail)
Configuration instructions

IMAP Access: Status: IMAP is enabled
(30033 USNA Mad dom omer chems usmg VAP « Enable IMAP
Leam more Disable IMAP

When | mark a message in IMAP as deleted:
* Auto-Expunge on - Immediately update the server (default)
0 Auto-Expunge off - Wait for the chent to update the server.

When a message is marked as deleted and expunged from the last visible IMAP folder:
+ Archive the message (default)

Move the message to the Trash

Immediately delete the message forever

Folder Size Limits
» Do not limit the number of messages in an IMAP folder (default)

Limit IMAP folders to contain no more than this many messages 1,000 v

Configure your email client (¢ g Outlook. Thunderbird, iPhone)
Configuration instructions

_Save Changes | | Cancel |




Step 2: Configure Outlook 2016

e Click on the Cortana search bar (Windows 10) or click start and then search

for “Outlook”.

Filters .~

HE O &

Best match

Outlook 2016

Desktop app

Search suggestions
O outlook - see web results

Folders (1+)

o

e Open the outlook application. You should see the welcome screen below.



Welcome to Microsoft Outlook 2016 X

Welcome to Outlook 2016

Outlook helps you manage your life with powerful tools for email,
calendar, contacts, and tasks.

Let's get started. In the next few steps, we'll add your email account.




e Click Next and you will see the screen below. Make sure the option to
connect to an email account is set to Yes and then select Next to

continue.

Microsoft Outlook Account Setup

Add an Email Account

Use Outlook to connect to email accounts, such as your organization’s Microsoft Exchange Server or an Exchange
Online account as part of Microsoft Office 365, Outlook also works with POP, IMAP, and Exchange ActiveSynd

accounts.

Do you want to set up Outlook to connect to an email account?

(®) s
C}Nu

< Back




e On the next screen select manual for account setup type.

Add Account

Auto Account Setup ==
Manual setup of an account or connect to other server types.

O E-mail Account




e Select POP or IMAP and click Next

Add Account X

Choose Service

() Outiook.com or Exchange ActiveSync compatible service
Connect to a service such as Outlook.com to access email, calendars, contacts, and tasks

(®) POP or IMAP
Connect to a POP or IMAP email account




e Enter your User, Server, and Logon Information in the POP and IMAP
Account Settings as pictured below.

Add Account

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings

Your Name: First Last We recommend that you test your account to ensure that
) the entries are correct.
Email Address: username@usna.edu

Server Information
Account Type: IMAP

Incoming mail server: imap.gmail.com

Test Account Settings ..

Automatically test account settings when Next
is clicked

Outgoing mail server (SMTP):  ¢mtp. gmail.com
Logon Information

User Name: username@usna.edu

Mail to keep offline: All
Password:

Remember password

iequiu logon using Secure Password Authentication
{SPA)

More Sattings ...

| Cancel

Password is “greyed” out and will be entered later.



e Click on “More Settings” to configure your Internet E-Mail Settings.

Add Account >

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings
Your Name: First Last We recommend that you test your account to ensure that

. : the entries are correct.
Email Address: username@usna.edu
Server Information

S — — Test Account Settings ..,
Account Type: IMAP [
: ' Automatically test account settings when Next

Incoming mail server: imap.gmail.com B e 9

Outgomg mail server (SMTP): smtp.gmail.com
Logon Information

User Name: -username@usﬁé.édu
. Mail to keep offline: All
Password: ; ‘ '

Remember password

@;Require logon using Secure Password Authentication

1SPA) I [ More Seftings ... |

o ] [ o




e The General tab of Internet E-Mail Settings should be configuredas
pictured below.

Internet E-mail Settings X

Dutgning Server  Advanced

Mail Account

Type the name by which you want to refer to this account. For
8y e = “kAi

Mork" or “Picrosoft Mail Server”

Other User Information

Organization: | |

Reply E-mail: ! |




e The Outgoing Server tab of Internet E-mail Settings should be configuredas
pictured below.
Be sure to enter your full email address for username and your password.

| Internet E-mail Settings o

General | Qutgoing Server§ Advanced

y outgoing server [SMTP) requires authentication t

se same settings as my incoming mail server
ﬁng oRn using

User Mame: username@usna.edu

Passwaord: [ #eeeseeiamaii

Remember password
|:| Require Secure Password Authentication [SP4)

Cancel




e The Advanced tab of Internet E-mail Settings should be configuredas
pictured below.

et

Internet E-mail Settings

General Qutgoing Server

Server Port Mumbers

b

Incoming server (IMAP): Use Defaults

Use the following type of encrypted connection: || 55L e
Outgoing server (SMTF): I 465| |
Use the following type of encrypted connection:f§ | 55L t

Server Timeouts

Short L] Long 1 minute

Folders
Root folder path:

Sent ltems

|:| Do not save copies of sent items

Deleted ltems

|:| Mark items for deletion but do not move them automatically

[tems marked for deletion will be permanently deleted when
the items in the mailbox are purged,

Purge items when switching folders while online

Cancel

e Click “OK” to return back to the POP or IMAP configuration window. Click
Next to continue to the password prompt.




e Enter your password when prompted.

Internet E-mail - username@usna.edu X

w Enter your user name and password for the following server.

Server | imap.gmail.com |

User Name: ‘usemame@usna.edu ]

Save this password in your password list




After entering your passwords successfully you should see two green check
marks on the next page. Click close.

Test Account Settings

Congratulations! All tests completed successfully. Click Close to
continue,

Tasks Errors

Tasks Status

\/Lng onto incoming mail server [IMAF) Completed
\/5end test e-mail message Completed




e Click Finish.

Add Account X

You're all set!

We have all the information we need to set up your account.

[ Add another account...




e Outlook will open and you will be prompted for your Password, enter your
password and click OK.

F F-mal ermame usna. et
ermamediusna.edu

\?\.} Enter your user name and password for the following server.

Server [ imap.gmail.com ]

User Name: | ysername@usna.edu

Save this password in your password list

After you enter your password successfully you will begin to see youremails
load. With Outlook 2016 your password must be entered every time the
application is started as the save password option is unavailable per DoD
application security requirements.




Step 3: Configure Outlook for Signing and Encryption

e On the main outlook window click on File in the upper left hand corner. You
will see the Account Information Screen pop up.

e Click on Options on the File menu

Inbox - username@usna.edu - |

Account Information

Open & Export

= username@usna.edu
EF e N
Save As IMAR/SMTP

= Add Account

’—LT‘ Account Settings
att

Change settings for this account or set up more connections,

Account
Settings -
Office Account
Options = Mailbox Cleanup
= Manage the size of your mailbox by emptying Deleted ltems and archiving.
Cleanup
Bwit Tools ~
a Rules and Alerts
=1 Use Rules and Alerts to help organize your incoming e-mail messages, and receive
Manage Rules updates when items are added, changed, or removed.
& Alerts

¢ In Outlook options click on Trust Center along the left hand side ofthe
window. And then click the Trust Center Settings button.



Outlook Options ? x

G I
snere @ Help keep your documents safe and your computer secure and healthy.
Mail
Calendar Security & more
People Visit Office.com to learn more about protecting your privacy and security.
Tasks Microsoft Trustworthy Computing
Search
Microsoft Outlook Trust Center
Language
The Trust Center contains security and privacy settings. These settings help keep your -
Advanced computer secure. We recommend that you do not change these settings. | Trust Center Settings... |

Customize Ribbon
Cuick Access Toolbar
Add-ins

Trust Center

QK | | Cancel




e Click on Email Security on the left hand side of the “Trust Center Settings”.

e Click on Settings in the Email Security section of the Trust Center.

Truist Centes ? x

Trusted Publishers
N N Encrypted e-mail

Privacy Options

Rﬁ | Encrypt contents and attachments for outgoing messages
Ernail Security

| Add digital signature to outgoing messages

Attachment Ha ndllng
Automatic Download Request S/MIME receipt for all S/MIME signed messages

Macre Settings Default Setting: | My 5/MIME Settings Susnaedu) T

Programmatic Access Digital D [Certificates)

= I Digital IDs or Certificates are documents that allew you to prove your identity in electronic transactisng.

Import/Export... Get a Ellgll!al D...

Read as Plain Text

Read all standard mail m plain text

Script in Folders

oK . Cancel



e On the settings section of Email Security click on the drop down to
select your Security Settings Name. Select your S/MIME information.
Your Signing certificate and encryption certificate should auto
populate at this point. Select OK on all open dialog boxes and
windows to return to your outlook main screen.

Security Setting Preferences
Security Settings Mame:

|

Cryptography Format: | 5/MIME

|:| Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages
Security Labels... MNew Delete
Certificates and Algorithms
Signing Certificate: Choose...

Encryption Certificate: Choose..

Send these certificates with signed messages

oK Cancel

In order to complete the encryption setup you must obtain the certificate of your
intended recipient. To obtain their certificates, please visit the following website:
https://dod411.gds.disa.mil/.



https://dod411.gds.disa.mil/

