
The purpose of these instructions are to configure Outlook 2016 to connect to a 

USNA Gmail account, and send and receive encrypted email messages.  

 
 
 

Step 1: Configure Your Gmail/G-Suite Account Settings 

 From Google (after you’ve already logged into Google) select the Account 

icon in the top right corner and the select “My Account.” 
 
 

 

 

 From the “Google Account” screen, select “Security”. 



 
 

 
 

 From the “Security” scroll down to “Less secure app access”. Seclect the 

“Trun on access (not recommended)” link and click the toggle switch so 

that the setting changes to ON. 

 
 





 

 Go to the main page of your Google Mail and go to Settings in your Google 

Account. 
 

 



 Go to the POP/IMAP Download tab and select Enable IMAP. After the change is made, 
select “Save Changes” at the bottom. 

 
 
 
 
 
 
 
 

 



Step 2: Configure Outlook 2016 

 Click on the Cortana search bar (Windows 10) or click start and then search 

for “Outlook”. 

 
 Open the outlook application. You should see the welcome screen below. 



 



 Click Next and you will see the screen below. Make sure the option to 

connect to an email account is set to Yes and then select Next to 

continue. 

 



 
 
 

 

 On the next screen select manual for account setup type. 

 



 
 
 

 

 Select POP or IMAP and click Next 

 



 Enter your User, Server, and Logon Information in the POP and IMAP 

Account Settings as pictured below. 

 

Password is “greyed” out and will be entered later. 



 Click on “More Settings” to configure your Internet E-Mail Settings. 

 



 The General tab of Internet E-Mail Settings should be configured as 

pictured below. 

 



 The Outgoing Server tab of Internet E-mail Settings should be configured as 

pictured below. 

Be sure to enter your full email address for username and your password. 

 



 The Advanced tab of Internet E-mail Settings should be configured as 

pictured below. 

 

 Click “OK” to return back to the POP or IMAP configuration window. Click 

Next to continue to the password prompt. 



 Enter your password when prompted. 

 



 After entering your passwords successfully you should see two green check 

marks on the next page. Click close. 

 



 Click Finish. 








 Outlook will open and you will be prompted for your Password, enter your 
password and click OK. 

 
 After you enter your password successfully you will begin to see your emails 

load. With Outlook 2016 your password must be entered every time the 

application is started as the save password option is unavailable per DoD 

application security requirements. 



Step 3: Configure Outlook for Signing and Encryption 
 

 
 On the main outlook window click on File in the upper left hand corner. You 

will see the Account Information Screen pop up. 

 Click on Options on the File menu

 
 

 
 In Outlook options click on Trust Center along the left hand side of the 

window. And then click the Trust Center Settings button. 

 





 
 
 
 
 
 
 

 Click on Email Security on the left hand side of the “Trust Center Settings”. 

 

 Click on Settings in the Email Security section of the Trust Center. 
 



 On the settings section of Email Security click on the drop down to 

select your Security Settings Name. Select your S/MIME information. 

Your Signing certificate and encryption certificate should auto 

populate at this point. Select OK on all open dialog boxes and 

windows to return to your outlook main screen. 

 

 

In order to complete the encryption setup you must obtain the certificate of your 

intended recipient. To obtain their certificates, please visit the following website: 

https://dod411.gds.disa.mil/.  

 
 

 

https://dod411.gds.disa.mil/

