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Bravo Zulu to MIDN Elisse Gibbens (Cyber Ops '23) and MIDN Sierra
Swanda (Political Science '21, Cryptologic Warfare Select) who led the
virtual Cyber Policy Simulation at AvengerCon V on 30 November 2020,
and to others from the Women in Cybersecurity and Computing (WiCC)
Club that also supported.  AvengerCon is an annual conference benefitting
the hackers of the U.S. Cyber Command community and is open to all DoD
service members and employees supporting cyberspace missions.

The Cyber Policy Simulation involved multiple teams of students role-
playing as assigned government agencies in response to a nationwide
cyber attack.   Overall, there were over 40 students participating, the
majority of whom were Midshipmen.  In addition to USNA, University of
Pennsylvania, New York University, University of Michigan, and
Georgetown University participated.  

The "teams" were the National Security Agency, U.S. Cyber Command,
Department of Defense, Department of State, Department of Homeland
Security, Department of Treasury, and Department of Commerce.  Thanks
to the faculty who acted as mentors for these teams, including Professor
Kosseff and Mr. Dias from Cyber Science.

MIDN Gibbens and Swanda were praised for their "hard work, leadership,
and creativity" by several of the faculty present from different schools, and
many Midshipmen commented how much they learned and how much
they enjoyed themselves.  Well done and we look forward to the 2021
Cyber Policy Simulation, which MIDN Gibbens has already volunteered to
lead again.
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CYBER POLICY SIMULATION
We are looking for creative minds to help Cyber Science
Department with the graphic posters describing the
department.  These can be about the department as a
whole, about specific major courses, LRECs, internships, or
anything else related to our department and major.  

These posters will be portrait-oriented (24" wide x 36" tall)
and have white backgrounds. If you have a cool design you
want to sketch out for us or even if you just have an idea for
a poster, let us know. If your idea/design is used, your
name(s) will be included on the poster. Please send all
submissions to caroland@usna.edu.

WANT TO LEAVE YOUR MARK ON
HOPPER HALL?

CALLED TO SERVE SPEAKER SERIES

missed our discussion of the recent SolarWind hack, its
strategic impact, and how we plan to integrate it into our
cyber education, you can watch it here:
https://www.youtube.com/watch?v=Wl47qkOPk3Q 

CYBER 
POLICY

Are you interested in one of the almost 60 cyber internships offered this summer?  Then don't forget the application deadline is 21 January.  
 Info here: https://drive.google.com/file/d/1C35_Nzh0IQOzMzC-Xd5z_bsGIwJ79PWA/ 

Application here:  https://forms.gle/QbmLNKVzpcxKCdcTA

On 6 January, the Cyber Science
Department and Center for Cyber
Security Studies were proud to
participate in the USNA Alumni
Association and Foundation's
Called to Serve Speaker Series
with over 1,000 attendees. If you 
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Jeff Kosseff

As one of our most recent Cyber Operations graduates, we wanted to catch up with Andrew Shea, Class of 2020, as we heard he has been putting his
degree to good use. After graduating, Andrew began working at Microsoft as a Cyber Security Analyst.  As a member of the Digital Security and Risk
Engineering (DSRE) Team, he helps to detect and respond to advanced threats, actor techniques, and anomalous or suspicious activity in order to
identify potential and active risks to systems and data on both corporate and government networks. His team also conducts detailed and
comprehensive investigations and triage on a wide variety of security events and implements response and remediation efforts.  

Wanting to continue his cyber studies, Andrew was also recently accepted into Georgetown University to pursue his Master's in Cybersecurity Risk
Management. He will be taking courses such as Cybersecurity Governance Frameworks and Information Security Laws & Regulatory Compliance that
he hopes to pair with his technical experience to view cybersecurity through a new lens of strategy and policy and understand its impact across
organizations.

During his time at USNA, Andrew had many great experiences, both inside and outside the major.   Perhaps as a bit of foreshadowing given the recent
SolarWinds breach by Russia, Andrew conducted independent research with Dr. Libicki and investigated Russia's growing influence within the cyber
domain and theorized the implication of Russia developing into a "cyber superpower."  He also did an internship with BAE Systems, participated in the
Europe LREC, was a member of Debate Team, and completed a very cool capstone focused on Unmanned Aerial Vehicles (UAVs) paired with Artificial
Intelligence and the feasibility of introducing these UAVs into environments where they could aid first responders in countering active-shooter threats.

Andrew currently resides in Reston, Virginia where he volunteers with the American Red Cross as a Disaster Action Team Member and also serves as a
Blue and Gold Officer for the Naval Academy. He can be found at a local coffee shop or planning his next overseas trip.  The entire Cyber Science
Department wishes Andrew continued success in all his future endeavors.

ALUMNI UPDATES
ANDREW SHEA, USNA CLASS OF 2020

One surprising fact about you: I'm a SWO, most people think I'm a
CW including CW's and IP's.
Favorite class to teach at USNA? SY204 and SY205, the pop culture
references become Summer reading/watch lists for students,
especially because of kill(1)ing zombies.
Favorite thing about teaching Cyber? We get to continually
update our techniques and tools, we are constantly improving.
Proudest accomplishment: At USNA, the SY204 netGoat project.
It's a great project that shows the students that they can solve
larger, complex problems as second semester programmers that
are relevant to cyber operations.
Favorite family recipe: A cheese dip I've been known to make that
never leaves leftovers.
Favorite movie: Tie: "Hackers" and "The Matrix"
Karaoke night song? "Into the Void", Nine Inch Nails
Hobbies: Programming, Hacking, Making
Favorite holiday: Thanksgiving and Christmas
Most memorable moment at USNA? Every time a student Googles
something I said that they think is just a joke, but it's also true.

If you were a superhero, what powers would you have? Nothing
I don't already have, there's power in all of us.
Are you related to anyone famous? Yes, Jim Hogg Governor of
Texas in the 1890's.
Favorite vacation spot: Beach
What will you miss most about USNA? Watching students
experience the "click", and social engineering LCDR Hatfield!
Very first job: Chemistry Lab Technician for my high school. I
actually started legally working at 15 as opposed to the more
common minimum legal age of 16.
If you could pick up a new skill in an instant, what would it be?
Whistling, I can't whistle.
If you won the lottery, what's the first thing you'd do? Pay off
liabilities and complete upgrades to have the house and
transportation electrically self sufficient.
Best piece of advice you've ever been given: A 
great mariner never puts themself in a position where
 they have to prove how great of a mariner they are.

Ring the Bell: Hoff, Cyber Science Plankowner, Departing
LCDR Chris "Hoff" Hoffmeister came to USNA in 2011, then became a plankowner of the Cyber Science Department, and after 20 years of
faithful service will be retiring this year.  He has held almost every role available including Associate Chair, Scheduler, Senior Academic
Adviser, LREC Program Manager, NROTC Trainer, and Course Coordinator for numerous core and major courses, among many others. If you
didn't get to know Hoff already, now is your chance - see below. Congratulations on your well-deserved retirement Hoff and thank you for
everything you've done for the Cyber Science Department.  You've made a significant impact on the lives of many MIDN and Team Cyber will
miss you.   Fair winds and following seas!

Andrew and other Cyber Ops majors and faculty 
at  the US Embassy in London in June 2017

Andrew outside of the Microsoft office in
Reston, VA

Professor Kosseff has now added TV star to his resume.  
Check out his interview about Section 230 on CBS's 60 Minutes here:

https://www.cbsnews.com/news/section-230-60-minutes-2021-01-03/

We are pleased to announce that the matrix for a dual major in 
Cyber Operations and Computer Science has been officially approved!
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