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On 17 February 2021, The Center for Cyber Security Studies and Cyber Science
Department reached a big milestone, when the first Top Secret/Sensitive
Compartmented Information (TS/SCI) discussion was held in the Keyser
Classified Education and Research Facility (CERF) with none other than the
Chief of Naval Operations (CNO), ADM Mike Gilday.

The CNO started his Hopper Hall tour by visiting the ARTeMis lab and SURF
pool, where he was briefed and received demonstrations by associated faculty
and midshipmen. He was even given the opportunity to man the controls and
do some piloting/driving himself. Next stop was the War Room, where the
CNO was briefed by MIDN 1/C Gallagher (Cyber Ops), 2/C Rose (Comp Sci), and
2/C Heckel (Comp Sci), leaders and members of USNA's Cyber Security Team.
The CNO also witnessed a demonstration by 1/C MIDN Meachem (Cyber Ops),
Trammell (IT), and Chasehill (Robotics & Control Engineering) of their very cool
interdisciplinary capstone project, "Symbiotic Autonomous Module (SAM)".

Leaving his electronic devices at its front door, the CNO's last stop was the
Keyser CERF, where he engaged with eight Cyber Ops midshipmen (Ackerman,
Arrison, Cook, Duffy, Grady, L. Loehr, Swiger, Walden) in our first classified
discussions on the yard.  These Cyber Ops midshipmen described to the CNO
their impactful work during their internships over the summer, with many
noting they are continuing to work these projects today.  This classified
discussion milestone was commemorated by all attendees signing an actual
CERF plank, adorned with the CNO and Supe's coins.

Many thanks to all those that made the CNO's first visit to Hopper Hall a
memorable one. The CNO was also appreciative as he gave his personal
challenge coin to many. The Keyser CERF is USNA's first-ever Sensitive
Compartmented Information Facility (SCIF) and is generously supported by
Richard '64 and Maryellen Keyser. We look forward to many more TS/SCI
discussions in Hopper Hall.

Welcome to the 60 new Cyber Ops Majors!
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HITTING A BIG MILESTONE WITH THE CNO
An actual Hopper Hall SCIF plank signed by all who attended the inaugural TS/SCI discussion

Cyber Ops majors and faculty with their challenge coins from the CNOThe CNO visits with members of the Cyber Security Team in Hopper Hall

CALLED TO SERVE SPEAKER SERIES

In February 2021, CDR Croteau was awarded a
Midshipmen Research Grant to buy equipment to build
an Industrial Control Systems (ICS) testbed for future
midshipmen-developed research. CDR Croteau's work
during his Ph.D. studies at UMBC involved strengthening
the resilience of the cyber defenses of the Cyber-Physical
Systems (CPS) that make up the critical infrastructure of
our nation. The world had its eyes opened when details of
the Stuxnet attack became public in 2010. Attacks against
the Ukrainian power grid in 2015 and 2017 and the recent
attack on a municipal water system in February 2021
show that this threat vector is one where our potential
adversaries have chilling capabilities to wreak havoc on
our health and safety systems and therefore naval
readiness.

The CPS testbed will comprise several connected
Programmable Logic Controllers (PLC) and Input/Output
Nodes powered by open-source IEC 61131-3 standard-
compliant software (https://www.openplcproject.com/)
that can run on the popular Raspberry Pi computer
system and Arduino microcontrollers. Additionally, two
inexpensive retail PLCs will be included to demonstrate
the ability to interface with Commercial off-the-shelf
(COTS) or existing control systems. This testbed can be
configured to mimic the navigation and engineering
controllers and data busses on a modern naval warship, a
smart factory floor, an automated building control
system, or many other real-world applications.

The hardware has already started to arrive and CDR
Croteau plans to build the system with the help of a TAD
Ensign (or two) over the summer. The initial application
area is planned to mirror a portion of the YP703 class
mechanical control and alarm systems. If you have other
ideas about what this flexible system can do next, please
reach out to CDR Croteau via email (croteau@usna.edu).

CYBER-PHYSICAL 
SYSTEMS TESTBED



Jeff Kosseff

After graduating from USNA as part of the first Cyber Operations graduating class and as the first ADM Jack
London Award winner, ENS Molly McNamara attended Nuclear Power School at the Naval Nuclear Power
Training Command in Charleston, SC. After six months she graduated with Honors and commenced her
training at Nuclear Power Training Unit. She qualified Engineering Officer of the Watch on Moored Training
Ship 626 and transitioned to Submarine Officer Basic Course in Groton, CT to complete the Submarine
Training Pipeline.

Following completion of the training pipeline, LTJG McNamara reported to the USS JOHN WARNER, a Virginia
Class Submarine homeported in Norfolk, VA, in July of 2018. LTJG McNamara integrated the ship with a
female Department Head and another female Junior Officer. She was the Main Propulsion Assistant for her
first twelve months on board, where she was involved in multiple successful engineering inspections and
evolutions. In February of 2019, LTJG McNamara completed her qualifications and earned her Dolphins, the
warfare device in the Submarine Force. She attended Prospective Nuclear Officer course in September of
2019 where she qualified Engineer. 

During LT McNamara’s last two years on board, she was the Assistant Operations Officer and Information
System Security Manager (ISSM). As the ISSM she was able to put her Cyber Operations experience to use as
she stood up the Cybersecurity Workforce on the USS JOHN WARNER and participated in two Cyber
Assessments. LT McNamara deployed to the EUCOM AOR in 2020, making port calls in Rota, Spain and
Faslane, Scotland. She contributed to two missions vital to National Security and a high profile Theater Anti-
Submarine Warfare prosecution as a primary Contact Manager. LT McNamara completed her tour on the
USS JOHN WARNER in February of 2021 as the Submarine Squadron Six Junior Officer of the Year.
 
LT McNamara now lives with her husband, LT Tom Krysil, and their dog Allagash in Mystic, CT where she is
the Submarine Squadron Twelve Assistant Operations Officer. Her husband, a 2014 USNA graduate, is also a
Submarine Officer and is attending Submarine Officer Advanced Course. Molly has been able to apply many
of the skills and experiences from the Cyber Operations major to succeed as a Submarine Junior Officer. 

TEAM CYBER
SHOUTOUTS

Congratulations to MIDNs Molly
Swiger and Nick Walden, who were
asked to moderate a panel titled
"Recognizing CMMC & Cyber
Hygiene as Good for Business &
Government" at the Demystifying
DoD Cybersecurity Compliance for
the Defense Industry Conference.

Congrats to MIDN Byron Gallagher,
the first non-CS major to be eligible
for the Maryland Epsilon chapter of
Upsilon Pi Epsilon (UPE), the
Computer Science honor society!

Congrats to the Navy's Cyber
Competition Team (which has
Cyber Ops and CST alumni) for
winning the first-ever SANS
NetWars International Services Cup,
beating over 25 teams from across
the globe.

And congratulations to two of our
Cyber Professors, Jeff Kosseff and
Travis Mayberry, who have been
promoted to Associate Professor,
with tenure! 

One surprising fact about you: I'm a huge heavy
metal fan
Most memorable day/moment so far at USNA:
First time presenting the flag to a widow as funeral
honors officer
Proudest accomplishment: (Personal) Happy
family, despite everything; (Professional) Saving lives
Last book you read for pleasure: Biography of
Frank P. Ramsey (philosopher / mathematician) by
Cheryl Misak
Favorite movie: Good Will Hunting
Favorite vacation spot: Venice
What would you sing at karaoke night: "Love Her
Madly" by The Doors
Hobbies: Watch baseball, write nerdy academic
papers, exercise (did I mention I have a Peloton
Treadmill?)
If you were a superhero, what powers would you
have? Stop time (but I can still move and act
normally)
Favorite holiday: Halloween

Favorite family recipe:  Spinach-hater's
casserole
Very first job: Pizza Hut cook
Best piece of advice you've ever been given:
Buy ethereum at $19
If you could pick up a new skill in an
instant, what would it be? Be better at
understanding people
If you won the lottery, what's the first thing
you'd do? Find the young woman who paid for
my groceries once when I was a broke, very
young father, and make her rich
Other fun facts: I like walking and military
sticks; antiquing; tobacco 
pipes (though rarely smoke 
them); hot tea (and yes, 
there's a right way to make
 it); and everything old, 
British, and upper-class 
(three things I'm not).

Our department Associate Chair, a Junior Military Permanent Professor, instructor of the popular
Human Factors in Cyber Ops and Espionage in the Cyber Age courses (among others), a prolific
scholar, leader of the UK LREC, and purveyor of all things British, LCDR Joe Hatfield is a linchpin for
Team Cyber. Originally in USNA's Political Science Department, he joined the Cyber Science
Department in 2016. If you have been inundated with Iron Maiden references in SY110 slides, you
have LCDR Hatfield to thank. Learn more about him:

GETTING TO KNOW OUR FACULTY: 
LCDR JOE HATFIELD

ALUMNI UPDATES
LT MOLLY MCNAMARA, CLASS OF 2016

LT McNamara and her husband LT Tom Krysil

LT McNamara in the Torpedo Room on the
USS JOHN WARNER. Photo Credit: Senior Chief
Mass Communication Specialist Gary Ward


