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Twenty-seven cyber-related midshipmen along with faculty were invited to
attend the 2021 Cyber Defense Summit, "Defending the New Normal",
hosted by MANDIANT. The group spent two fun-filled (yet very packed) days
at the Washington Hilton, learning about the cyber threats that our nation
faces today and how we are partnering with industry in order to take a more
holistic approach to those challenges.

Our students were able to attend multiple speaking engagements to include
GEN Nakasone, Commander, US Cyber Command and Director, NSA/CSS; Jen
Easterly, Director of the Cybersecurity and Infrastructure Security Agency
(CISA); and Anne Neuberger, Deputy Assistant to the President & Deputy
National Security Advisor for Cyber & Emerging Technology, to name a few.
They also attended various breakout sessions with topics ranging from
Cyber Threat Hunting to Leveraging P2P Protocol Vulnerabilities to Remotely
Compromise IoT Devices.

Students were also invited to attend the ELEVATE Luncheon – Women on the
Rise in Cyber Security, focused on accelerating the development and
recruitment of women in cyber security, which featured a remarkable group
of guest speakers, helping to shape the future of the field.

This opportunity gave our midshipmen a rare opportunity to receive insights
from leaders within our specialty as well as real world context for the threats
that we as a nation are facing within the cyber domain as well as real-world
application and solutions.  

JAPANESE FLAG OFFICER VISIT
On October 27th, RADM
Katsushi Omachi (Japanese
Maritime Self Defense Forces
N3/5) and his staff came to the
Naval Academy and received a
brief from CCSS and the Cyber
Science Department on the
educational contents of the
USNA Cyber Program and
Hopper Hall. They were able to
review our plebe cyber course,
and they are considering
implementing something similar
for their service academy.

FLEET HARDWARE 
DELIVERED TO USNA

The Cyber Science Department recently received three Common
Display Systems (CDS) from NAVAIR at no cost, one of which is shown
here. These are standalone consoles that have been used in Aegis
Weapons Systems as well as controlling, scheduling and monitoring
Unmanned Air Systems (UAS). With software and a simulation
environment included that could facilitate the control of several UAS,
it is envisioned that our midshipmen will be able to see first hand the
complexity of a user interface designed to control and monitor
multiple UAS as well as the hardware that it involves. Our students
will gain appreciation for the human in-the-loop aspects of UAS
control and the interfaces it requires. The Cyber Department is also
working with USNA's Weapons, Robotics and Controls department to 

link these consoles to
commercial off the shelf
UAS. Eventually, this will
allow our cyber students
to practice some of what 
they have learned in the 
Cyber Ops major -
identify and exploit the 
UAS and control station 
vulnerabilities.  

CRITICAL INFRASTRUCTURE: 
FINANCIAL CYBER SECURITY TOUR

Midshipmen go to Manhattan - CCSS took ten Midshipmen to New York, NY
to meet with USNA Alumni and senior leaders at Morgan Stanley.
Midshipmen had the opportunity to discuss operational resiliency, big data
analytics, complex threats, and, most importantly, SOLUTIONS to today's big
problems. The trip provided real world context and application of the
principles being taught in the Cyber Operations major.

MIDN and Faculty at the Cyber Defense Summit

 Superintendent VADM Sean Buck 
exchanging gifts with RADM Omachi



Jeff Kosseff

We are lucky to have Mr. Dennis Dias, USNA '92, on our team. He brings a wealth of experience to the Cyber Science Department as the Office of
Naval Research (ONR) Distinguished Chair. He started as a Naval Flight Officer in the P-3C community before transitioning to the Reserves, where
he served as an Information Warfare Officer -- retiring as a Commander. He also worked for IBM before then joining the National Security Agency.
He spent many years at NSA, serving in a variety of different leadership roles in cyber operations, most recently as a member of the Senior
Executive Service. His son is also a USNA graduate, Class of 2021. As a 1/C Cyber Ops major you will get to know him well as he is our Capstone
Coordinator and runs our SY401/402 courses, but here you can get to know him a little better:  

GETTING TO KNOW OUR FACULTY: PROFESSOR DENNIS DIAS

One surprising fact about you: When I was a kid I had a regular role on
a radio show in Boston (WGBH) - I have a face for radio
Most memorable day/moment so far at USNA: Watching our son
graduate from USNA in 2021 
Proudest accomplishment: my family and friends over the years 
If you could pick up a new skill in an instant, what would it be? I wish
I could speak mandarin 
Last book you read for pleasure: I just bought a copy of "Frog and Toad
Are Doing Their Best" - a parody of the children's book - to give to a friend
who's having a hard time. 
Favorite movie: Star Wars - I am a proud nerd 
Favorite vacation spot: Cape Cod 
What would you sing at karaoke night: anything from Broadway - I was
in the high school drama club all 4 years despite having zero musical
skills.
Hobbies: hanging out with my wife and best friend of 28 years. We just
became empty nesters as our daughter is a freshman @ PSU (Biology
major) and our son is a SWO in Hawaii. 
If you were a superhero, what powers would you have? I'd like to be
able to process information faster - but I guess I'd like to be able to fly 
Favorite holiday: July 4th - you can cook outdoors, it stays light until late
in the day - it's warm out - and you still have a lot of summer left
afterwards

Are you related to anyone famous? no but one time when we were
out to dinner when our kids were young and acting like kids a
stranger paid for our meal. The waitress told us later it was Kurt
Warner and his wife - they were entertained as we tried to corral our
kids in a semi formal restaurant. 
Favorite family recipe: my mom's blueberry pie or her sweet and
sour beef recipe 
Very first job: working on a PDP-8 for my local school system. I did
the backups on weekends and helped process the school attendance
records via scantron forms for $3/hour. My boss introduced me to
COBOL. 
Best piece of advice you've ever been given: Work hard and never
burn a bridge 
If you won the lottery, what's the first thing you'd do? Make sure
everyone I've known for a long time has funds to pay for their kid's
education
Anything else you want to include about
yourself: When I was a NFO on active duty 
my callsign was "Buenos" .  I owe the Navy
everything for the opportunities the
institution has given me and my family.

CYBER SHOUTOUTS
ENS Jonathan Goohs, class of '21, and Dr. William
Casey, USNA Cyber Science department, recently
spoke in this year's inaugural Vulcano workshop
from the CERT Division of the Carnegie Mellon
University Software Engineering Institute. They
discussed their Capstone work titled "Optimization
of Vulnerability Patching with Machine Learning",
which aimed to fix the problem of which
vulnerabilities to fix in a generated cyber threat or
vulnerability scenario on a generated network based
on several metrics. Some of these metrics include
the effort required to patch a vulnerability, the
quantity of systems on a network, and the cost/time
to fix the vulnerability. The iterations of decisions
made to fix a network changes the dynamic problem
of that patching priority sequence. This effort can be
trained by a machine learning algorithm to compare
against an organization's efforts.

MIDN 1/C Chase Lee was part of the team that won
the Internet and Cyber Security Challenge at the MIT
Policy Hackathon in October.

MIDN 1/C Jamal Glenn was named NAAA Co-Athlete
of the Week for his performance against Cincinnati
on 23 October.

Professor Jeff Kosseff made an appearance on CNN
last month. He was also published in the
Washington Post discussing Section 230 and
Facebook.
(https://www.cnn.com/videos/business/2021/10/09/
can-facebooks-algorithms-be-fixed.cnn) 
(https://www.washingtonpost.com/outlook/2021/10/
09/facebook-algorithm-first-amendment/)

THANK YOU TO OUR GUEST SPEAKERS
Paul Stockton, former Assistant Secretary of Defense for Homeland Security, talked to Professor
Libicki's SY485A (Advanced Topics in Cyber Science) and FP485F (Modern Military Strategy) classes
about strategic cyber war.

National Cyber Director Chris Inglis spoke in SY403 (Cyber Policy) on the implementation of his new
position and the current state of cyber policy in the US. This lecture took place in the Classified
Educational Research Facility (CERF).

Dr. Michael Warner, US Cyber Command's historian, spoke in SY485C (Espionage in the Cyber Age)
on the history of cyber espionage. This lecture also took place in the CERF.

Ms. Jasmine Jackson spoke to Professor Brown's SY485K  (Advanced Topics in Cyber Science) class.
She is a Web Security expert who is heavily involved in The Open Web Application Security Project
(OWASP) and has worked in security testing at Disney. (She is also one of Professor Brown's fellow
coaches for the US Cyber Games!) She gave an introduction to performing a penetration test against
a website.

Dr. Kevin Fairbanks also spoke to Professor Brown's SY485K class. He is a Digital Forensics
researcher who has previously worked at JHU APL, USNA, and now for MITRE. He gave an
introduction to conducting a digital forensics investigation.

Dr. Kurt Beyer, Berkley Haas School of Business, spoke to LCDR Angichiodo's SY110 (Introduction to
Cyber Security) section about his book, Grace Hopper and the Invention of the Information Age.

Mr. Pete Renals, USMA '08, Computer Science, for Cyber National Mission Force (CNMF) from Unit 42
at Palo Alto Networks gave a technical overview of the malware and adversarial techniques in the
SolarWinds attack to SY401 (Cyber Operations I) midshipmen.

Col Paul Dawson (USAF) (JFHQ-DODIN), Lt Col (USMC) Jessica Martz (USCYBERCOM) and MAJ (USA)
Robert Gaddy (USCYBERCOM) spoke on Nov 16 to SY406 (Cyber Law & Ethics) about how U.S. cyber
authorities have evolved and how the DOD operates in cyberspace. They delivered their thoughts in
the CERF and midshipman asked important questions about the current state of cyber operations.  

Mr. Andrew Borene from ODNI/NCTC spoke to both SY485C sections in the CERF about the
significance of Russian and Chinese intelligence efforts and their comparison to those of the United
States.

https://www.linkedin.com/in/peterenals/
https://unit42.paloaltonetworks.com/about-unit-42/

