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A big thank you to ECS Technologies, who donated an entire Security Information
Event Management (SIEM) suite to our cyber program that is now up and
operational! These devices are common in large enterprises including current
Navy commands. SIEM systems combine software and hardware products and
services to provide in depth security information management and security
event management. They provide real-time analysis of security alerts generated
by applications, user actions and network hardware. 
 
These devices require not only network traffic to function, but also a feed of
relevant threat data. As part of this donation, ThreatQuotient has offered to
donate a threat feed to use in this equipment. While there are many sources of
threat intelligence that could be obtained for free (“test data”) in the open source
cyber security community, receiving a current feed ensures all users
(Midshipmen and faculty) would be using current, relevant data that can further
education and training in modern cyber operations in a very realistic
environment.
 
This equipment will be leveraged for academic purposes in a variety of
coursework for the Midshipmen in the Cyber Operations major. In particular,
SY401 and SY402, the Capstone courses for senior (First Class) Midshipman, will
use the equipment to further their operational understanding of cyber offensive
and defensive operations. The USNA Cyber Security Team can also use this
equipment for preparation for the myriad of “hackathon” events they participate
in throughout the year. Faculty can also leverage this equipment for research
and testing as well as development of new courses in cyber security. Few
undergraduate programs in cyber operations would have such actual equipment
for pure academic purposes. The academic uses of this equipment are limited
only by the imagination of the Midshipman and faculty.

Security Information Event Management
(SIEM) Suite Up and Running
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The U.S. Naval Academy Cyber Science
Department was selected to join the United
States Cyber Command (USCYBERCOM)
Academic Engagement Network (AEN). Our
department is one of 84 colleges and
universities selected to partner with the
Command across the cyber enterprise. The
USCYBERCOM AEN consists of 14 community
colleges and 70 undergraduate/graduate
universities which includes 4 Service
Academies and 4 Federal Graduate-level
Colleges. 

The intent through the first year is to extend
partnership opportunities to all participating
institutions through collaboration and access
to the cyber enterprise via scheduled
monthly events and engagements with the
staff and cyber stakeholders. With these
partnerships, we hope to gain unique
insights from other institutions, learning
from other faculty and student research.

We are excited to be "plankowners" in this
new collaborative initiative.

USCYBERCOM Academic
Engagement Network (AEN)



INTERNSHIP SEASON IS HERE

Jeff Kosseff

Welcome Aboard Dr. Srinivasan. Dr. Avinash
Srinivasan officially joined our faculty in
January. He has already plugged into the
department teaching SY110 and SY204. 

LCDR Paramadilok was promoted to
Lieutenant  Commander in December in a
brief promotion ceremony with his
colleagues in the Cyber Department in
Hopper Hall overlooking the Severn River. 

The Cyber Security Team (CST) participated
in the Cyber Red Zone Competition at Pax
River in late 2021. Competing against DoD
cyber professionals of over 30 teams, USNA
CST teams came in 2nd and 13th place. First
place was won by Marines from
MARFORCYBER. Hoorah! 

Coinciding with the 2021 Army-Navy
Football game, Naval Academy midshipmen
competed in a Amazon Web Services (AWS)
DeepRacer competition. AWS DeepRacer is
a competition for all skill levels allowing
hands-on experience with machine learning
(ML) through a cloud-based three-
dimensional (3D) racing simulation. The
Midshipmen from various USNA majors,
including Cyber Operations came in 3rd
place, but most importantly, they beat their
colleagues from West Point! BEAT ARMY!!! 

DEPARTMENT
SHOUTOUTS

One surprising fact about you: At one point I was the Florida state
backgammon champion.

Most memorable day/moment so far at USNA: Seeing a student's
eyes light up for the first time when standing over their shoulder
during a lab after figuring out an issue.

Proudest accomplishment: Surviving the first few years of raising
twins while working on my Ph.D. Mainly proud of my wife's efforts to
be honest.

Favorite family recipe: to eat, Chicken Marsala; to cook, Peanut
butter and banana pancakes

Last book you read for pleasure: Amazon's Wheel of Time series has
prompted me to restart Robert Jordan's series, most recently finished
book 2 (of 14) "The Great Hunt"

Favorite movie: Dead Poets Society

Hobbies: Board Games, watching English Premier League
(soccer)

If you were a superhero, what powers would you have? Slow
down time

Favorite holiday: The Fourth of July

Favorite vacation spot: The beach

Are you related to anyone famous? Supposedly Charlemagne
distantly
 

Very first job: Summer Camp Counselor

Best piece of advice you've ever been given: Treat people the
way you wish to be treated

If you could pick up a new skill in an instant, what would it
be? Spanish language fluency

GETTING TO KNOW OUR FACULTY: 
CDR Brien Croteau, USN, PhD

CDR Brien Croteau, Class of 1999, returned to the Naval Academy in the summer of 2020 as one of
the first Permanent Military Professors in the Cyber Science Department. Originally, starting his
career in EA-6B Prowlers and then graduating from Navy Test Pilot School, Brien was selected for
PMP while assigned to VX-23 in Patuxent River, MD. CDR Croteau completed his PhD in Electrical
Engineering at UMBC with a focus on anomaly detection and resiliency in Cyber Physical Systems.
He has been a valuable member of Team Cyber ever since reporting, teaching a variety of courses
in our major as well as providing a tremendous amount of service to the Naval Academy at large.

Block 0: Monday, 16 May - Friday, 27 May (10 weekdays) 
Block 1: Tuesday, 31 May - Friday, 24 June 
Block 2: Monday, 27 June - Friday, 22 July 
Block 3: Monday, 25 July - Wednesday, 17 August 

The Cyber Science Department and Center for Cyber Security Studies offers a
range of Cyber-focused internships with industry partners, government
agencies, and military organizations. These internships are critical for
expanding the knowledge of midshipmen who are studying Cyber Operations
and other technical fields at the United States Naval Academy. The summer
2022 internships will provide additional opportunities for independent
research, capstone projects and graduate education.

Cyber Science Internship Summer 2022 Training Block Dates:

For midshipmen, to learn about any internship on the list and/or to apply to a
new opportunity, please contact the Cyber Science Department faculty POC,
LCDR Maryanne Luck, luck@usna.edu .

For those outside of the Naval Academy interested in exploring partnerships
for potential internships in the future, approval for Summer Internships usually
occurs in the Fall Semester.  Please contact the Cyber Science Department so
that we can begin a dialogue on the process for applying to participate in our
midshipman internship program.  However, please realize that the summer
training schedule is very regimented and the length of an internship is tied to a
single training block similar to those outlined above.  

For information please visit
https://www.usna.edu/CyberDept/Internships/Index.php

https://aws.amazon.com/deepracer/
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