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Understanding Peer-to-Peer Networking and File-
Sharing 
 

Introduction  

Although the recent growth of user-friendly file-sharing networks has only now brought 

Peer-to-Peer (P2P) networks and file sharing into the public eye, in fact methods for 

transferring files and information between computers have been around almost as long as 

computing itself.  

 

Until recently, however, systems for sharing files and informations between computers 

were exceedingly limited; they were largely confined to Local Area Networks (LANs) 

and the exchange of files with known individuals over the Internet. LAN transfers were 

executed mostly via built-in system or network software, while Internet file exchanges 

were mostly done over a FTP (File Transfer Protocol) connection or one of several other 

commercial programs such as Hotline or Carracho. The reach of this Peer-to-Peer sharing 

was limited to the circle of computer users an individual knew and agreed to share files 

with. Users who wanted to communicate with new or unknown users could transfer files 

using IRC (Internet Relay Chat) or other similar bulletin boards dedicated to specific 

subjects, but these methods never gained mainstream popularity because they were 

somewhat difficult to use.  

 

Today, thanks to the development of a number of advanced P2P file sharing applications, 

the reach and scope of peer networks has increased dramatically. The two main models 

that have evolved are the centralized model and the decentralized model, used by 

Gnutella.  

 

The Centralized Model of P2P File-Sharing  

 

The Server-Client Structure  

 

One model of P2P file sharing is based around the use of a central server system which 

directs traffic between individual registered users. This is the model used by certain other 

P2P networks. The central servers maintain directories of the shared files stored on the 

respective PCs of registered users of the network. These directories are updated every 

time a user logs on or off the server network.  

 

Each time a user of a centralized P2P file sharing system submits a request or search for a 

particular file, the central server creates a list of files matching the search request, by 

cross-checking the request with the server's database of files belonging to users who are 

currently connected to the network. The central server then displays that list to the 



requesting user, The requesting user can then select the desired file from the list and open 

a direct HTTP link with the individual computer which currently posses that file. The 

download of the actual file takes place directly, from one network user to the other. The 

actual file is never stored on the central server or on any intermediate point on the 

network.  

 

Advantages of the Server-Client Structure  

 

One of the Server-Client Model's main advantages is its central index which locates files 

quickly and efficiently. Because the central directory constantly updates the index, files 

that users find through their searches are immediately available for download.  

 

Another advantage lies in the fact that all individual users, or clients, must be registered 

to be on the server's network. As a result, search requests reach all logged-on users, 

which ensures that all searches are as comprehensive as possible.  

 

Problems with the Server-Client Model  

 

While a centralized architecture allows the most efficient, comprehensive search possible, 

the system also has only a single point of entry. As a result, the network could completely 

collapse if one or several of the servers were to be incapacitated. Furthermore, the server-

client model may provide out of date information or broken links, as the central server's 

database is refreshed only periodically.  

 

The Decentralized Model of P2P File-Sharing  

Origins of Gnutella  

Gnutella was originally designed by Nullsoft, a subsidiary of America Online. Nullsoft's 

development of the Gnutella protocol was halted by AOL management shortly after the 

protocol was made available to the public. Gnutella was only up on the Nullsoft for a few 

hours before it was taken down, but during that time several thousand downloads 

occurred. Using those downloads, programmers reverse-engineered the software and 

created their own Gnutella software packages.  

 

The Gnutella Structure  

Unlike a centralized server network, the Gnutella network does not use a central server to 

keep track of all user files. To share files using the Gnutella model, a user starts with a 

networked computer, which we'll call "A," equipped with a Gnutella " servent" (so called 

because the program acts as a combination of a "server" and a "client"). Computer "A" 

will connect to another Gnutella-networked computer, "B." A will then announce that it 

is "alive" to B, which will in turn announce to all the computers that it is connected to, 

"C," "D," "E," and "F," that A is alive. The computers C, D, E, and F will then announce 

to all computers to which they are connected that A is alive; those computers will 

continue the pattern and announce to the computers they are connected to that computer 



A is alive. Although the reach of this network is potentially infinite, in reality it is limited 

by "time-to-live" ( "TTL") constraints; that is, the number of layers of computers that the 

request will reach. Most Gnutella servents will reject any network messages which have 

TTL's that are excessively high.  

 

Once "A" has announced that it is "alive" to the various members of the peer network, it 

can then search the contents of the shared directories of the peer network members. The 

search request will send the request to all members of the network, starting with, B, then 

to C, D, E, F, who will in turn send the request to the computers to which they are 

connected, and so forth. If one of the computers in the peer network, say for example, 

computer D, has a file which that matches the request, it transmits the file information 

(name, size, etc.) back through all the computers in the pathway towards A, where a list 

of files matching the search request will then appear on computer A's Gnutella servent 

display. A will then be able to open a direct connection with computer D and will be able 

to download that file directly from computer D. The Gnutella model enables file sharing 

without using servers that do not actually directly serve content themselves.  

 

Advantages of the Gnutella Model  

 

The Gnutella Network (gNet) has a number of distinct advantages over other methods of 

file sharing. Namely, the Gnutella Network is decentralized and hence more robust than a 

centralized model because it eliminates reliance on centralized servers that are potential 

critical points of failure.  

 

The Gnutella Network is designed to search for any type of digital file (from recipes to 

pictures to java libraries). The Gnutella Network also has the potential to reach every 

computer on the internet, while even the most comprehensive search engines can only 

cover 20% of websites available.  

 

Messages are transmitted over Gnutella Network in a decentralized manner: One user 

sends a search request to his "friends," who in turn pass that request along to their 

"friends," and so on. If one user, or even several users, in the network stop working, 

search requests would still get passed along.  

 


