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choose one:  □ Received    □ Received help from: 

(or more)      no help     □ Collaborated  with:________________________________________ 

 
Homework: /SI110/Models and Tools/X.509 Certificates & Steganography 

  

1. In the context of secure web traffic (i.e. HTTPS,) X.509 certificates certify the 

mapping of _______________________ to _______________________. 

 

2. Suppose a bad guy sets up a replica of www.navyfcu.org at www.navyfcj.org.  This way, 

an unwary user (who types poorly) might enter their real Navy Federal password into his 

fake site, so that he can then log into the real Navy Federal site and steal all their    

money! Will X.509 certificates protect you against this?  Explain! 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. You have an online bank account with Barclays, a British bank.  You want to access 

your account, so you put https://bank.barclays.co.uk/ in the browser's address bar.  

Match the following: 

 

   ___ is responsible for making sure the  

       encrypted messages your browser receives           a. RSA public key cryptosystem 

       really come from the owner of public key K. 

 

 

   ___ is responsible for verifying that the domain       b. X.509 Certificate system 

       Name bank.barclays.co.uk really belongs to  

       the Barclays Bank - the big British bank.  

 

                                                          c. the user 

   ___ is responsible for verifying that public key 

       K really belongs to bank.barclays.co.uk. 

 

4. USE FIREFOX FOR THIS: Go to the site https://www.spammimic.com/. 

    The certificate won't be trusted ... find out why! 

    

a. Which is the best explanation of why the browser doesn't like this certificate. 

        

       i.   the encryption is not strong enough, i.e. key not long enough 

       ii.  the certificate is self-signed 

       iii. the certificate has expired 

       iv.  the signing certificate authority is not one your browser trusts 

   

b. If you go ahead and accept this certificate anyway, you are 

   more secure / less secure / just as (in)secure  [circle one]  

   against man-in-the-middle attacks as if you went to http://www.spammimic.com instead? 

 

c. If you go ahead and accept this certificate anyway, you are 

   more secure / less secure / just as (in)secure  [circle one]  

   against eavesdropping attacks as if you went to http://www.spammimic.com instead? 

 

10 / 8 / 6 / 0 

10 / 6 / 4 / 0 

10 / 6 / 4 / 0 

10 / 6 / 4 / 0 

10 / 6 / 4 / 0 
 

10 / 6 / 4 / 0 
 

20 / 15 / 10 / 0 
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5.  Encryption and Steganography both offer ways to provide confidential communications.  

(Confidentiality … that’s an IA pillar!)  What’s the difference in what’s confidential 

when you use steganography versus what’s confidential when you use encryption? 

 

 

 

 

 

 

 

6.  Go to http://rona.cs.usna.edu/~si110/lec/l29/hw/hw.html and figure out the secret 

message.  Describe it briefly (e.g. give the first line).  Check this box to verify that 

you yourself actually followed the steps needed to discover this message. 

 

 

 

 

 

 

 

 

7.  You are a spy in some east Asian country working for the US government.  Every day 

you visit the facebook page of some ficticious person (it’s actually a front for your 

“handler”) and look at the most recently posted picture.  You download it, and use 

bmpsteg to find out your secret spy instructions for the day.  Right now you have no way 

of verifying that these instructions really came from your handler (what if someone 

hacked his facebook account?).  How could your communication scheme be improved so that 

you could verify that the instructions are in fact from your handler? 
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10 / 6 / 4 / 0 
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