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Homework: /SI110/Cyber Operations/Malware 

1. Carefully read the Duqu case study in the lecture notes and match one letter to each 

of the following descriptions. 

 

____ Sending a legitimate-looking e-mail               a. Password cracking 

     to trick the user into opening an attachment      b. DDoS 

                                                       c. Phishing 

____ The Microsoft Word file attached to the e-mail    d. Worm 

                                                       e. Trojan Horse 

                                                       f. HTML Injection 

                                                       g. Threat 

____ Embedded font code that caused the victim's       h. Vulneratiblity 

     operating system to install malware               i. Exploit 

                                                       j. Adware 

____ Software that recorded what the user typed and    k. Keylogger 

     sent that information back to the attacker        l. Cross-site scripting 

 

2. Refer to the Duqu case study in the lecture notes: Is it true that just reading  

email was enough to install the malware? Explain your answer! 

 

 

 

 

 

 

 

3. Describe "Command and Control Server". 

 

 

 

 

 

4. Read the first section (up to “A Bush Initiative”) of the NY Times article on Stuxnet 

that is linked off of the lecture notes “in the fleet” box Malware as a Weapon, and 

answer the following question: What concern did President Obama express regarding 

American acknowledgement that is was using cyberweapons? 

     By checking this, I verify that I read the above section in its entirety. 

 

 

 

 

 

5. Watch Mikko Hypponen’s TED Talk: http://www.youtube.com/watch?v=cf3zxHuSM2Y  

     By checking this, I verify that I watched the video in its entirety.  

What claim to fame did the two Pakistani men that Mikko went to visit have? 

 

 

 

 

Mikko decrypted an image file that contained an exploit which downloads a backdoor - but 

it also contained the string 0600K078RUS. What was the importance of this seemingly 

random string?  

 

 

 

20 / 15 / 10 / 5 / 0 

 

 

 

 

 

 

 

15 / 12 / 9 / 0 

10 / 8 / 6 / 0 

15 / 12 / 9 / 0 

10 / 0 / 0 / 0 

10 / 0 / 0 / 0 

10 / 8 / 6 / 0 

10 / 8 / 6 / 0 

http://www.youtube.com/watch?v=cf3zxHuSM2Y

