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ABSTRACT 

 Organizations develop and implement policies to control their computing systems, 

turning high-level legal and business requirements into data and software that govern 

how these systems behave. However, implemented policies may not capture the 

substance of their high-level natural language source, resulting in a 

policy-implementation gap. We apply the ambiguity-conflict model of policy 

implementation to study this gap for cybersecurity in three important cases. First, we 

examine the nonuse of system resilience capabilities in U.S. Navy tactical networks. 

Second, we analyze the degree to which standards and frameworks could have helped 

organizations identify and control risk to support policymakers’ intent. Third, we 

investigate non-conformance with a legally directed cybersecurity policy among U.S. 

Government agencies. We devised and used a gap measurement model in our analyses. 

Across these diverse cases that deepen our understanding of the policy-implementation 

gap in cybersecurity, we find that factors beyond technical capabilities drive gaps more 

than technology itself. As the separation (especially in organizational structure) between 

cybersecurity policymakers and practitioners implementing policy increases, so does the 

opportunity for having a larger policy-implementation gap. A decoupling of computing 

systems’ policy requirements from their implementations, intentional policy ambiguity, 

and organizational complexity contributed to observed policy-implementation gaps. 
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CHAPTER 1:
Introduction

In April 2021, the Colonial Pipeline company’s computer network su"ered a ransomware
attack, leading the company to shut down the pipeline, depriving the eastern U.S. of more
than 100 million gallons of fuel oil daily and impacting the economy [1]. The Colonial
Pipeline ransomware attacks relied on a well understood cybersecurity weakness for gaining
initial access: a stale account configured for single-factor, password authentication. Why
do organizations continue to struggle to overcome longstanding weaknesses like these?
Because these weaknesses are well understood, plenty of cybersecurity tools (for example,
online technical repositories, professional certification guides, and textbooks) can help
system administrators with cybersecurity management and commonly accepted standards
and frameworks inform readers of best practices. Were these tools or standards used? If so,
did they help organizations establish and implement cybersecurity policies to mitigate these
and other vulnerabilities?

Organizations develop and implement policies to a"ect the operation and configuration
of these systems to protect their information and achieve their goals, such as increased
mission e"ectiveness or assurance. Organizations sometimes experience unexpected and
undesirable outcomes to their cybersecurity policy decisions related to the operation and
configuration of their software systems. These could be for large-scale breaches of sensitive
data or consumer accounts [2], [3] or fake emails from a trusted domain or business
email compromises [4], [5]. Other examples include gaps between public claims and actual
data-sharing activities [6], [7] and cases where inferences from non-sensitive data about
consumers reveal facts those consumers would likely not consent to disclose [8].

People intend for security policies to create positive security outcomes, but gaps persist when
translating organizational and policy ambiguities into concrete implementations. Establish-
ing the goals for security policy at an organization’s highest level di"ers from implementing
security policy at lower levels. Because goals are often expressed in policies (or implic-
itly as an organization’s collective actions, which we treat as an implicit form of policy),
we borrow ideas from the study of policy-implementation failure for describing the loci
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and etiologies of cybersecurity failure. Specifically, we apply Matland’s ambiguity-conflict
model of policy implementation, which reconciles literatures on top-down and bottom-up
policy implementation approaches to identify the necessary conditions for successful policy
implementation [9]. By examining diverse cases, we identify the key leverage points for
improving implementation while creating space for discussions of policy-implementation
e"ectiveness. Besides bringing a policy’s realized implementation closer to the intended
implementation, benefits of closing the gap include better consistency with the goals from
which the organization derives its policy and greater uniformity in implementation across
an enterprise.

If a cybersecurity-policy implementation outcome di"ers from that intended such that an
organization does not achieve its goals, the organization can su"er harms in the gap between
its intended and realized policy implementations, as in the examples we will discuss. Such
a gap between the intended and realized outcomes can occur regardless of the policy’s
ambiguity and can occur by over-fitting or under-fitting an implementation to a policy. It
can also occur even when organizations execute each step of their policy implementation
according to the best standard practices, which many consider to be proper translations of
requirements.

We call this gap between the e"ects intended and those realized a policy-implementation
gap [10]. A gap in cybersecurity impedes an organization in achieving its goals and leaves it
vulnerable to compromise. By organization, we mean “a system of consciously coordinated
activities or forces of two or more persons” [11, p. 73]. Further, it should have “a defined
mission/goal and a defined boundary, using information systems to execute that mission,
and with responsibility for managing its own risks and performance” [12, p. B-4]. This
definition labels both the U.S. Navy and the Department of Defense (DoD) as organizations,
even though the Navy is part of the DoD. We anthropomorphize organizations with human
attributes (like their goals) as shorthand for referring to, for example, the goals agreed upon
by the people comprising the organizations. Organizations can also have emergent behavior
not present in their parts.

A high-level goal of organizations is to decrease the frequency and severity of policy-
implementation gaps in organizations of all types and sizes to avoid incidents, including
data breaches [2] and lost revenue due to misconfigurations [5]. Taking a step toward this
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goal, we aim to identify factors contributing to policy-implementation gaps in cybersecurity.
By systematically identifying factors that lead to policy-implementation gaps, we can form
interventions for reducing the impact of these factors on the gap. This brings us to our
primary research question:

RQ 1. What non-adversarial sources can cause inconsistencies in implementation and
the realized outcomes that di"er from a cybersecurity policymaker’s stated inten-
tions?

Matland synthesized studies on the policy-implementation gap, building the ambiguity-
conflict model as a way by which we can interpret how the policy-implementation gap
manifests [9]. His analytical work allows him to define conditions under which policy
implementation succeeds or fails. We describe this model in greater detail in Chapter 2 and
apply it to our studies in Chapters 3, 4, and 5.

We use a simple model of system life cycle as comprised by three phases (adoption, contin-
uance, and discontinuance), following work by Bölen, Calisir, and Özen synthesizing many
models used across the systems engineering and information systems literatures [13]. Adop-
tion consists of organizations’ and users’ decision calculi to use the new information system
and their initial assessments on how well it serves their purposes, that is, its acquisition,
implementation, and initial user training. Identifying a problem, defining requirements, and
selecting an information system all factor into the decision calculi. Continuance represents
organizations’ and users’ information system use, that is, its operation, sustainment, and
maintenance. Discontinuance starts when, for any reason, organizations and users stop us-
ing the information system, which typically involves transitioning to the adoption phase of
the information system’s replacement [13].

Using a vignette of common organizational actions in this life cycle to guide our inquiry
(expanded in Section 1.2), we decomposed the main research question into several, more
specific research questions within the life cycle’s adoption and continuance phases, as
shown in Figure 1.1. At a high level, the vignette describes an organization that identifies
a problem, decides to solve that problem by adopting an information technology (IT)
system, develops requirements, and translates them to practice in the adoption phase. Here,
the requirements may define or even be expressed as policy. In the continuance phase, the
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organization operates and maintains the system and verifies that it is meeting the operational
requirements. Later, the organization may discontinue the system.

Figure 1.1. The Information Systems Life Cycle and Our Selected Studies.
Adapted from [13, p. 551].

Organizations commonly develop or adopt information systems to achieve their goals, es-
tablishing policy to a"ect their operational procedures and technical configurations. We
focus on the adoption of IT capabilities aboard U.S. Navy ships, specifically related to
sailors’ use of resilience-providing capabilities in afloat tactical networks for chat systems
and communications shifts. The Navy paid for these capabilities, intending (by policy) that
the capabilities would improve warfighting e"ectiveness, but has not implemented them to
that e"ect.

RQ 2. How can the level of adoption of available IT capabilities contribute to gaps
between policy and practice?

To make good risk decisions, organizations must identify risks, but can face challenges
doing so comprehensively. Organizations customarily use commonly accepted standards and
frameworks for improving the operation and configuration of their software systems. These
sometimes take the form of a checklist for compliance and assessment. Risk-assessment
standards are a focal point for organizing and documenting the work of risk perception in
two senses: translating risk reduction goals to requirements and controls (using checklists as
risk perception tools) and measuring how much organizations’ policy implementations meet
their requirements (using checklists as minimum performance standards). Under both kinds
of assessment (checklists as risk perception tools and minimum performance standards),
standards and frameworks o"ering checklists of controls help with translating and assessing

4

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



requirements at the lower levels of implementation. Complicating their use, however, some
requirements from these standards and frameworks are untestable at the component level
but emerge at the system-level, like security or privacy. Checklists, therefore, can falsely
imply the achievement of emergent properties.

We focus on organizations’ use of standards and frameworks for privacy protections because
of the privacy impact in the cited incidents involving compromising email accounts [3],
[5] and inferring sensitive attributes about people [6], [7], [8]. Privacy is more than data
protection, though. Data protection typically relies on confidentiality and information-flow
measures like access controls. While data protection is an important part of privacy, privacy
also concerns attributes and identities that one can learn from data to which one lacks access.
Access-control and information-flow approaches are marginally related to inferences and
do not completely address them. Standards and frameworks can help draw an organization’s
attention to these types of privacy risk.

RQ 3. How can standards or frameworks guide or hinder organizations’ policy imple-
mentation?

Organizations select, deploy, and implement cybersecurity policies to a"ect associated
technical controls and implementations. Commonly, organizational hierarchies have sub-
organizations within organizations, sometimes with formal boundaries between layers to
enable a subordinate’s autonomy. Taking the U.S. Navy and DoD example a step further,
consider the Executive Branch of the U.S. Government (USG), of which the DoD is a
member. The Executive Branch is an organization whose components are relatively inde-
pendent of each other. An Executive Branch policy can require implementation by all its
components, yet the organizations that together comprise the Executive Branch are individ-
ually responsible for implementation. These Executive Branch agencies, in turn, act as their
own organizations, directing their components to implement these directed policies. In this
context, we ask:

RQ 4. What can cause the implementations of a mandatory cybersecurity policy to vary
across U.S. Federal Executive Branch organizations?

Because these questions involve assessing a degree of policy implementation, we consider
it worthwhile to develop a model for conceptualizing such a measurement.
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RQ 5. How can we assess the magnitude of a policy-implementation gap?

To answer these questions, we conduct a series of analytical and empirical studies exploring
the factors contributing to the policy-implementation gap across various design issues and
system-application types. First, we investigate how administrators use of certain U.S. Navy
communications systems without resilience-providing configurations serves the stated high-
level goal of improving communications resilience. Second, we investigate the relationship
between standards such as checklists and the ability of organizations to gather information
about their level of privacy risk, where privacy is a goal not reducible to a property of any
specific system component, while checklists focus on component-level behavior. Finally,
we investigate observationally the variation in the policy-implementation gap in a situation
where the same policy applies across many independently governed organizations, and
the outcome of policy implementation is readily measurable at the technical level. These
studies give us a descriptive view into the nature of variability of the policy-implementation
gap, grounding subsequent work to identify and isolate causal factors and interventions to
minimize it. We thus o"er the following primary contributions:

1. Using the ambiguity-conflict model for analyzing the policy-implementation gap and,
for the first time, for organizational cybersecurity policy, our diverse studies broaden
the model’s usefulness and o"er an alternative perspective for understanding the
policy-implementation gap in cybersecurity.

2. We conducted two studies on IT capability nonuse not yet addressed by the Navy by
surveying administrators and integrating technology-use mediation concepts with the
ambiguity-conflict model.

3. We examined the conditions for privacy-risk perception and mitigation in real privacy
incidents against a standard privacy framework, publishing an analysis of how the
National Institute of Standards and Technology (NIST) Privacy Framework could
have more adequately helped to identify the risks exploited in the studied incidents.

4. By gathering data on both network-services and information-security workers, we
explored how the policy-implementation gap manifests across the U.S. Federal Exec-
utive Branch when implementing a legally mandated cybersecurity policy.

5. We devised a model for organizations to measure the policy-implementation gap
and demonstrated how to use the model for measuring the gap across an enterprise
cybersecurity policy’s implementations in the USG.
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This dissertation contributes to the field of organizational cybersecurity, whose members
study the “e"orts organizations take to protect and defend their information assets, re-
gardless of the form in which those assets exist, from threats internal and external to the
organization” [14, p. 4]. The field integrates knowledge from computer and social sciences
and o"ers a more holistic perspective of the policy-implementation gap than is usually con-
sidered [10]. Our work contributes to the study of organizational cybersecurity by exploring
shortfalls in cybersecurity policy implementation in organizations.

We begin our investigation of the policy-implementation gap by first defining organizational
cybersecurity policy. We then explore the policy-implementation gap within established life
cycles on how organizations adopt, operate, and configure information systems to achieve
their goals.

1.1 Organizational Cybersecurity Policies
The cybersecurity policies that we study in this dissertation are organizational policies and
their implementations, which comprise the lower levels of a policy hierarchy, shown in
Figure 1.2. A policy is “a course or principle of action adopted or proposed by a govern-
ment, party, business, or individual” [15]. Organizations use policies to bridge goals with
implementable technical-protection needs. People’s and organizations’ goals influence pol-
icy at each level, and policies influence people’s goals by providing requirements, means,
and constraints [16]. For example, the goals of those making public-policy influence future
public policies, which may in turn influence future policymakers’ goals. Governments enact
public policies in the form of laws and regulations. In turn, organizations form their own
policies that balance organizational goals with complying with public policy. Organizational
policies describe an organization’s specific approach to a principle or function, as approved
by the organization’s management. For example, an organization’s email policy may direct
how the organization’s members are to use email, may describe prohibited activities, and
may specify actions to ensure the email system’s security as part of the organization’s
information system. The aspects of organizational policy can vary from ambiguous princi-
ples to objectively verifiable actions. When policies are ambiguous, they require the sound
judgment of the organization’s practitioners for their implementation and are otherwise
incommensurable [17].
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Examples

Public
Goals

Public Policy Law

Organizational
Goals

Organizational Policy Email Security Policy

Implementation
Goals

Implemented Policy SPF Record

Legend: → Influencing ↑ Specialization and Implementation

Figure 1.2. A Policy Hierarchy Model. Lower-level policies specialize and
implement higher-level policies. At all levels, goals influence policymakers
and practitioners implementing policy.

Implemented policies further specialize and implement organizational policies, refining
organizational goals while balancing the goals of the practitioners who implement the
policy [9]. Residing at the lowest level of our policy hierarchy, implemented policies refer
to fully specified technical requirements, like a firewall access control list (ACL) or a
Domain Name System (DNS) text record representing a Sender Policy Framework (SPF)
policy. Implemented policies in an information system’s software components both a"ord
and constrain the implementation of future policies. As such, the implementation goals
consist of trade-o"s between the constraints and capabilities of the implemented system.
Cybersecurity practitioners work within these a"ordances, constraints, and the competing
demands on their time and talent to implement the organization’s policies by technical
means.

While some cybersecurity policies direct precise requirements, others have ambiguous re-
quirements. When the requirements are precise, like “use Transport Layer Security (TLS)
version 1.2 or 1.3” (because of [18], for example) evaluation becomes easier, especially with
measuring the policy’s implementation by automata. The U.S. Department of Homeland
Security (DHS) Binding Operational Directive (BOD) 18-01 (the subject of Chapter 5) is
a cybersecurity policy with precise requirements [19]. To evaluate agencies’ conformance
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to it, we use the model in this section to devise a distance to conformance model that indi-
cates the number of nonconforming policy requirements. On the other hand, cybersecurity
practitioners must apply their professional judgment in implementing ambiguous policy
requirements, like “use secure communications protocols.” This is because many such pro-
tocols exist, and professionals must operationalize guidance according to specifics of an
application. For example, many of the U.S. DoD Operations Security (OPSEC) Program
policy’s requirements (mentioned in Chapter 4) are ambiguous and need practitioners’ pro-
fessional judgment for their intended implementations [20]. Such individual interpretations
can lead to di"ering implementations of the same policy.

One might think that increasing policy requirements’ precision would address this prob-
lem. Requirements engineers have tried this through formal modeling methods [21], [22];
however, policies are often purposefully ambiguous to enable flexibility or make space for
practitioners’ professional judgments during implementation. Separate from implementa-
tion, quantitatively evaluating ambiguous policy requirements is challenging because of a
natural lack of consensus of their meanings. Encoding them into predicates and determin-
ing how to evaluate the predicates are challenging tasks. Moreover, resolving ambiguity
into something that can be evaluated may not capture the intended sense of the ambiguous
language. Practitioners must also use their professional judgment when completing implied
tasks that the policy does not specify, like acquiring a certificate for TLS from a reputable
certificate authority. These implied tasks are common in policies, independent of their
requirements’ precision.

Practical cybersecurity work revolves around the implementation and enforcement of poli-
cies. Policies define (1) the goals for system operation and protection, (2) the nature of
the trust relationship between the system and the people and organizations that depend
on it, and (3) the threat model in which systems live [23]. Sometimes organizational cy-
bersecurity policies specify tools or procedures to be implemented. Implemented policies
vary by representation, from code that performs specialized calculations to data. Security
policy has a precise etymology in computer-research literature [23]; organizations opera-
tionalize their policy objectives by establishing security policies and by building techno-
logical artifacts and processes that implement (and sometimes automate the enforcement
of) these policies. Although prior work has translated implemented policy into computer-
interpretable/executable formats like context-free grammars [24], [25], relatively few have
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made progress in translating the natural language of organizational policy for specific use
cases into computer-verifiable implemented policy [26].

If organizations could implement outcomes, they choose a policy of no cybersecurity
incidents. Instead, policy implementations influence outcomes. That is, the gap is between
the policy and the implementation; the outcomes happen separately, but indicate a policy-
implementation gap when the organization does not achieve its cybersecurity goals, as
shown in Figure 1.3. To understand the intermediate steps in the policy-implementation
gap, we need an ontology to translate semantically between a policy’s requirements and
the controls selected to achieve those requirements. Let us imagine that such a semantic
ontology exists for validating cybersecurity controls. How can we prove that controls are
necessary and su!cient? Proving that a cybersecurity control is insu!cient is possible,
and sometimes trivial. Proving the opposite, that a cybersecurity control is necessary and
su!cient to improve or achieve a secure outcome idealized in a policy, is unfalsifiable [27]:
Any relevant incident disproves a claim that a policy “secures” a system, and one cannot
prove such a security claim because of unknown vulnerabilities [28].

Goals Requirements Controls Implementations Outcomes
( Influence )( Validate )( Verify )( Observe )
...

...
...

...
...

Prevent
Incidents

Incident
or no?

( Implementation Actions )
( Policy Actions )

Figure 1.3. Relations in Translating Policy. The policy-implementation gap
exists between policy actions and implementation actions but is detected
across the span between goals and outcomes. Although an organization’s
policy implementation a"ects outcomes, the organization does not control
them directly as it does the other columns in this model.

In the model that we use to define the terms and their relationships (shown in Figure 1.3),
goals represent the organization’s cybersecurity policy objectives, requirements must fulfill
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the organization’s goals for that policy, and outcomes must be relevant to that policy. For
example, an organization’s goals for an email security policy could include, “Ensure the
authenticity of users’ email messages.” We assume that the requirements are consistent
with achieving the policy’s goals and that the scope of the considered outcomes is rele-
vant to the organization’s goals for the policy. Once practitioners have implemented the
controls, one can verify that their implementation is correct according to each control’s
specification. Observing a policy’s outcomes depends on one’s ability to detect a policy-
implementation failure (for example, by experiencing an incident), which can indicate that a
policy-implementation gap exists. Without such an indicator, we may be unable to recognize
that a policy has not achieved its goals.

Organizations commonly separate the work of policy determination from implementation.
As a result, determining a policy can be outside the remit of technical work. This causes
policymakers to lose visibility of the consequences of adopting a particular policy [29], and
it engenders ambiguity-induced and conflict-induced di!culties for implementers, which
Matland’s model addresses [9]. Such a situation incurs more risk than intended by the
organization’s policymakers. By risk, we mean the potential for incurring adverse e!ects
on organizational operations, assets, and individuals, instigated by threats to information
systems, which is consistent with the term’s use throughout the NIST Special Publication
(SP) 800-39 [12] and is appropriate for our studies involving government entities.

Although both academic research and practical cybersecurity work assume that organiza-
tions choose security policies to improve security outcomes, various human, organizational,
and other factors influence these policies, sometimes in ways inconsistent with security
goals. Human factors can include attitudes, level of knowledge, incentives, work practices,
and error [30], [31], [32]. Organizational factors can include structure, incentives, work
practices, and risk perception [29]. Technical policy implementation is generally consigned
to specialized cybersecurity practitioners who have the technical knowledge to interpret and
implement policies but not the organizational power to balance cybersecurity needs with
other organizational needs [33].

We argue that this dichotomy between determining and implementing policy aggravates the
policy-implementation gap. It can foster a bivalent dynamic with poor security outcomes:
Managers declare policies that do not in fact result in their intended security outcomes,
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while the complexity of integrating technology into organizations hinders cybersecurity
practitioners’ e"orts to bridge this gap [34]. A breakdown in or lack of communication
between policymakers and practitioners can have a similar e"ect. The result is policies that
poorly fit an organization’s threat environment or that encourage practices known to be bad
for the organization’s security or the people inside it.

1.1.1 Measuring Policy Conformance
One can measure a policy-implementation gap with a measurement model. One can model
a list of 1 to 𝑀 policy requirements as a checklist (which we discuss further in Sections 2.3
and 4.4.4) that forms a data structure of conjoined predicates and evaluates as true only if
all requirements are satisfied:

𝑁𝑂𝑃1 && 𝑁𝑂𝑃2 && . . . && 𝑁𝑂𝑃𝑀 == TRUE|FALSE. (1.1)

Thus, FALSE indicates that a gap exists; however, TRUE cannot always indicate the absence
of a gap just as we cannot prove a cybersecurity policy is secure [27]. This is problematic
for those who believe completing a cybersecurity checklist will make their systems secure.

Policies typically aim to achieve system-level outcomes (e.g., no cybersecurity incidents)
through component-level configuration changes. As such, organizations implement capa-
bilities at the component level to promote the property’s emergence at the system level.
In practice, organizations contextualize cybersecurity within a threat model that describes
specific adversary capabilities against specific cybersecurity goals. Organizations can test
whether a cybersecurity policy satisfies the conditions of their model. A greater challenge
is validating that the model represents reality, that it truly captures adversaries’ capabilities
that matter to the organization. Because organizations lack complete knowledge of their
adversaries’ capabilities, organizations must make assumptions about their adversaries on
which their model depends. Policy conformance is a direct representation of system state
versus articulated goals but only a proxy for cybersecurity incident risk; validating that
a threat model captures meaningful risk avoidance is epistemically problematic [35]. In
other words, we can test the precise requirements of a cybersecurity policy (like the TLS
example in the opening paragraph of Section 1.1) against an organization’s threat model
but not that the requirements make a cyber-system secure. Cybersecurity is therefore an
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emergent property, that is, it occurs only as a product of the interactions of systems, soci-
eties, and their components. Other emergent properties, sometimes called non-functional
or non-functionally-testable properties, include resilience, privacy, and safety. Our claims
on achieving these properties are limited by the models that organizations use in creating
their policies.

If we average the Boolean policy conformance statuses of the policy requirements in Equa-
tion 1.1 ({𝑁𝑂𝑃1, 𝑁𝑂𝑃2, . . . , 𝑁𝑂𝑃𝑀}) instead of conjoining them, we form Equation 1.2.
With Equation 1.2, we calculate a 0-to-1 status to indicate the degree of policy imple-
mentation. This provides a more nuanced policy-implementation conformance model than
Equation 1.1. Let 𝑄𝑅𝑆(𝑇, 𝑈) represent the degree from 0 to 1 to which implementation 𝑇

conforms to policy 𝑈 where 0 replaces FALSE (implementation has no progress toward
policy aims) and 1 replaces TRUE (perfect implementation according to the policymakers).
Because policies commonly list multiple requirements for practitioners to implement, let
𝑈𝑉 represent requirement 𝑉 (an integer from 1 to 𝑀) of policy 𝑈 such that 𝑈 = ↓𝑀

𝑉=1𝑈𝑉 . Let
each 𝑈𝑉 have an implementation item, 𝑇𝑉 , that implements 𝑈𝑉 such that 𝑇 = ↓𝑀

𝑉=1𝑇𝑉 . The
𝑄𝑅𝑆(𝑇𝑉 , 𝑈𝑉 ) notation (each having a 0 or 1 value) replaces the Boolean policy conformance
status notation of the left side of Equation 1.1. Calculating 𝑄𝑅𝑆(𝑇, 𝑈) in the [0–1] range
requires averaging the requirements’ conformance:

𝑄𝑅𝑆(𝑇, 𝑈) =

𝑀∑
𝑉=1

𝑄𝑅𝑆(𝑇𝑉 , 𝑈𝑉 )

𝑀
. (1.2)

Organizations can use weights in this model. Further developing Equation 1.2 to include a
positive-signed weight, 𝑊𝑉 , for each 𝑈𝑉 establishes a relative importance among the policy
requirements:

𝑄𝑅𝑆(𝑇, 𝑈) =

𝑀∑
𝑉=1

𝑊𝑉 · 𝑄𝑅𝑆(𝑇𝑉 , 𝑈𝑉 )

𝑀∑
𝑉=1

𝑊𝑉

. (1.3)

Organizations must determine who will assign the values for the weights and what criteria
they will use. An organization’s policymakers can assign the values according to their
priorities for the organization or practitioners can assign them according to their perception
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of how the policy requirements protect against the organization’s cybersecurity threats.
Alternatively, policymakers and practitioners can collaborate to form consensus. Regardless,
the values of the weights are subjective, dependent on the expertise and judgment of the
people assigning them. Making the sum of the weights equal 1 (

∑𝑀
𝑉=1 𝑊𝑉 = 1) requires

additional planning but simplifies Equation 1.3 by making the denominator equal 1.

To use this model for assessing a policy’s implementation, an organization can follow these
steps:

1. List a policy’s requirements and define the criteria for assessing whether an imple-
mentation item conforms to the policy requirement.

2. For each policy requirement, assess whether (or the degree to which) an implemen-
tation item conforms to it to determine the value of 𝑄𝑅𝑆(𝑇𝑉 , 𝑈𝑉 ).

3. Calculate 𝑄𝑅𝑆(𝑇, 𝑈) using Equation 1.2 or 1.3.
4. If measuring multiple implementations of the same policy across an organization’s

components, organizations can compare each 𝑄𝑅𝑆(𝑇, 𝑈) measurement and average
them to form an aggregate 𝑄𝑅𝑆𝑋 (𝑇, 𝑈).

In Step 1, organizations may find that their policy requirements and implementation items
do not have a one-to-one relation. We must consider two aspects of this relation. One,
although we defined 𝑇𝑉 as an implementation item that implements 𝑈𝑉 , 𝑇𝑉 may not be
the only implementation item that could implement 𝑈𝑉 . For example, two di"erent imple-
mented configurations may conform to the same policy requirement. Such a situation does
not invalidate the model. Two, some implementation items or some policy requirements
may overlap. Such overlap may provide indications of the implementation items or policy
requirements that are more important to achieving the organization’s goals.

If multiple implementation items are necessary for implementing a policy requirement,
organizations have at least two options: They can subdivide the policy requirement into
multiple requirements to match the separate implementation items or they can consider
each implementation item as a step in the implementation process, which we address in
the next paragraph. From the other perspective, an implementation item may contribute to
multiple policy requirements simultaneously. In such a case, 𝑇𝑉 and 𝑇𝑉+1 may both refer to
the same implementation item. This does not necessarily invalidate the model but means
that this implementation item will have more weight than other implementation items in
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the calculation of 𝑄𝑅𝑆(𝑇, 𝑈). To avoid this imbalance, organizations can combine policy
requirements that share an implementation item or adjust the policy requirements’ weights
accordingly.

As Step 2 o"ers, the assessment of whether an implementation item conforms to a pol-
icy requirement can be a ratio rather than a Boolean value. To use a meaningful ratio,
one would need a formal definition of implementation progress, which can be steps in a
procedure. For example, if 3 of 4 equally-weighted implementation steps are complete,
then 𝑄𝑅𝑆(𝑇𝑉 , 𝑈𝑉 ) = 3

4 . When the implementation progress or steps are complete, then
𝑄𝑅𝑆(𝑇𝑉 , 𝑈𝑉 ) = 1. We could also interpret the ratio as the fraction of the total time necessary
to finish implementing the requirement. The formal definition for determining a value to
represent an implementation’s progress is subjective, dependent on the people defining and
applying the measurement model. Such subjectivity can lead to measurement inconsisten-
cies across multiple practitioners and across measuring multiple instances of a policy’s
implementation, like across a large organization’s components. This is one reason why con-
sistency throughout the measurement process, including in the assumptions practitioners
make, is important to this model’s value.

In Chapters 3 and 5, we use this model for measuring policy conformance. This model
helps organizations represent the policy-implementation gap between the policy actions
and implementation actions, that is, spanning requirements through implementations, as
shown in Figure 1.3. 𝑈 and 𝑇 are sets of incompatible types. The sets’ incompatible types
prevent this model from becoming a metric because a metric requires defining a distance
between points of identical types in a metric space [36, p. 1].

Organizations must establish e"ective cybersecurity and privacy policies that reduce the
policy-implementation gap. Our conformance measurement model can help for measuring
a policy’s implementation progress and comparing implementation progress across imple-
mentations of the same policy. When organizations define clear assessment criteria, each
𝑄𝑅𝑆(𝑇 𝑌 , 𝑈𝑉 ) value becomes less arbitrary, thus giving the model greater meaning to the
organization. As organizations establish and implement cybersecurity policies to protect
their missions, employees, and customers by better identifying and managing risk, they
must continuously reevaluate the validity of their goals and the model of their adversaries’
capabilities.
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1.2 Exploring the Policy-Implementation Gap
Using a vignette of common organizational actions in the information-systems life cycle
to guide our inquiry, we interleave descriptions of our studies and scenarios from the
vignette introduced above Section 1.1. Each study o"ers a di"erent perspective on the
policy-implementation gap in cybersecurity and yields its own contributions that contribute
to this dissertation’s primary contributions.

Computer scientists more commonly reference other life-cycle models. The software-
development life cycle is usually modeled as a waterfall or agile process and involving
validation and verification processes on software artifacts, as in the V-model [37, pp.
108–116]. Software-development life cycles are important models for actions that occur
before the information-systems life cycle, transitioning on their completion into the lat-
ter’s adoption phase [13]. Similarly, the Control Objectives for Information and Related
Technology (COBIT) framework group these together as the “Deliver and Support” and
“Monitor and Evaluate” phases [38]. Also related to software development, the specification-
implementation gap in formal methods describes “a mismatch between the design and the
implementation” [22, p. 340], like the policy-implementation gap in that they both manifest
when the intended and realized outcomes do not match. These other models are also better
for relating to aspects beyond the scope of this dissertation, including supply chains and
system construction.

1.2.1 IT Adoption
Vignette Scenario 1: Consider an organization that has assessed its information system
and just acquired a new IT solution that the organization believes will fill a shortfall
in its information systems and improve the organization’s operations. The new IT sys-
tem has the functionality to fulfill all organization-defined requirements. Now in the
information-systems life-cycle adoption phase, the organization’s users start using the new
system. The organization sees that the selected IT solution is filling its capability shortfall;
however, some in the organization observe that users are not using it to the full extent
expected by the organization’s management when planning its acquisition. They are not
using capabilities that would increase system resilience. As is, the IT solution improves
the organization’s mission e"ectiveness, but its unused capabilities could fill the capability
shortfall as planned, thus reducing the policy-implementation gap.
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Research question 2 (“How can the level of adoption of available IT capabilities contribute
to gaps between policy and practice?”) relates to organizations’ adoption of new IT-driven
capabilities. Tactical watch standers afloat use chat the most for command and control (C2)
communications, but with less-resilient configurations than they could use. We investigate
factors a"ecting fielded U.S. Navy afloat tactical communications systems’ underuse, when
using those systems to their fullest would improve mission e"ectiveness and the resilience
of C2 communications. This investigation involves two lines of e"ort, both exploring the
underuse of resilient aspects of afloat tactical networks: chat afloat and communications shift
procedures. In each study, we use a mixed methods approach, combining technical system-
configuration analysis, survey results collected from system operators, and our analysis
of existing policies and procedures. The resulting data help us understand technology-
adoption decisions in the field and enable formulating interventions that can close the
policy-implementation gap and improve organizational mission e"ectiveness.

IT Adoption Study 1: Chat Afloat
The U.S. Navy has a policy of deploying “resiliently networked” platforms that can con-
tinue operating in communications-degraded or denied environments (CD2Es) [39, p. 11].
However, not all capabilities of these deployed systems are used as intended, enabling the
policy-implementation gap between these systems’ intended use and that realized. The Navy
acquired and deployed chat systems with the resilience-providing capability called a dis-
tributed chat architecture to convey C2 communications between ships and shore stations.
To discover reasons for the apparent lack of adoption of this resilience-providing capabil-
ity, we survey afloat command, control, communications, and computers (C4) leadership
responsible for configuring and providing chat services to sailors on their ships. Our survey
revealed that their reasons include a lack of awareness of the capabilities and benefits of
the more resilient configuration. Better technology alone has not made the communications
resilient. Understanding how this policy-implementation gap persists can help the Navy
improve its use of currently deployed systems and newer systems yet to be deployed. Un-
derstanding the users’ environment, operations, and motivation are necessary components
of successfully deploying and using technical capabilities [40], [41].
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IT Adoption Study 2: Communications Shifts
When U.S. Navy ships have a change of operational control (CHOP) between fleet areas
of responsibility (AORs), often, they must shift their satellite communications (SATCOM)
missions and servicing fleet network operations center (NOC). (We refer to SATCOM
missions as the satellite resources assigned by the Regional SATCOM Support Centers in
the satellite access authorizations (SAAs), which are documents describing the connection
parameters. We refer to SATCOM paths as the resources used for routing and load-balancing
Internet Protocol (IP) tra!c. These terms represent two perspectives of the same resources.)
If ships have multiple SATCOM paths for connecting their IP network services, they should
be resilient to an IP isolation event (i.e., an outage) during the shift. We have observed
that the default procedure by which ships shift SATCOM missions and enclave IP services
causes them to lose available bandwidth that could otherwise be used during the transition.
Having less bandwidth impacts a ship’s ability to communicate.

The Navy uses a complex wide-area network (WAN) multiplexing system to interconnect
ships and their servicing NOCs ashore. Although sailors necessarily use the new system
increments (versions), sailors do not always adopt new procedures to use the designed
improvements in function and maximize their limited SATCOM resources during transitions
between Fleet AORs. We collected survey data from ships’ communications o!cers during
their CHOPs between AORs, which we forecasted from fleet movement schedules. The
solicited technical data related to ships’ network enclave and SATCOM configurations;
the solicited human-factors data related to the way in which the communications o!cers
executed the shift and their satisfaction with the process. With these data, we assessed factors
hindering ships from using a procedure optimized for maximizing available bandwidth
during shifts, and we developed recommendations for future research to overcome the
hurdles to using this system’s full capabilities.

1.2.2 Using Standards and Frameworks
Vignette Scenario 2: Wanting to improve its information system security, the organization in
our vignette looks to standards and frameworks to better identify and mitigate vulnerabilities.
Specifically, the organization seeks to protect the privacy of its people and operations.
The standards and frameworks help the organization better identify and mitigate these
vulnerabilities; however, their checklist-like appearance lend themselves readily to quick
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fixes like assessments (discussed further in Section 2.3) rather than on “achieving a positive
outcome for privacy” [42, p. 14]. As such, the organization must take a critical approach to
applying the framework, customized to its needs. Further, the framework may contain gaps
for some types of threats, which could lead to another policy-implementation gap.

To investigate research question 3 (“How can standards or frameworks guide or hinder
organizations’ policy implementation?”), we analyzed how well the NIST Privacy Frame-
work [43] can help organizations identify and mitigate privacy inference risks. For orga-
nizations that adopt the NIST Privacy Framework, some may expect that the framework
will comprehensively approach organization-wide privacy-program management. Although
some organizations are pleased with the framework [44], the framework addresses privacy-
violating inferences less than organizations may realize. We taxonomized past inference
incidents involving a privacy compromise into two categories: re-identification and op-
erational inferences. Then we selected two incidents of each type to analyze against the
framework to demonstrate that the framework insu!ciently points organizations to infer-
ence risks [45].

Our analysis shows how a policy-implementation gap can occur between an organization’s
intended comprehensive privacy program and the realized privacy program that insuf-
ficiently considers inference risks. These findings lead us to recommend improving the
framework’s coverage of inference risks, especially for the controls in NIST SP 800-53r5
on which the framework relies [46]. Our recommendations relate to the framework’s con-
trol mappings, integrating concepts related to inference attacks while removing outdated
personally identifiable information (PII) dependencies, and the translation of policies into
implementation [45].

1.2.3 Enterprise Cybersecurity in the U.S. Government: Policy to Im-
plementation

Vignette Scenario 3: Consider that the organization in our vignette is part of a larger
enterprise and is subject to its parent organization’s authority to direct cybersecurity policy.
Upon receiving a newly directed cybersecurity policy from its parent organization, the
organization must determine how to respond. The organization’s cybersecurity policy must
support its parent organization’s directive, external legal and regulatory requirements, and
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its own mission requirements. Implementation of enterprise cybersecurity policies therefore
vary across enterprises and lack consistency within the policy hierarchy [9], sometimes with
organizations’ heterogenous noncompliance creating a policy-implementation gap.

To answer research question 4 (“What can cause the implementations of a mandatory
cybersecurity policy to vary across U.S. Federal Executive Branch organizations?”), we
investigated how various factors a"ected organizations’ implementation of email and Web
security policies across an enterprise. The policy asserts it will help protect sensitive
information and the reputation of the organization and its components from harm caused by
compromising incidents, especially unauthorized impersonation. We found shortfalls in the
realized policy implementation across the organizations, yielding a policy-implementation
gap.

In this observational study, the policy studied was the DHS BOD 18-01 [19], which applies
to about 100 U.S. Federal Executive Branch agencies. Conformance six years after the
deadline was surprisingly low with 26 of 97 directed agencies having all their domains
conform with BOD 18-01. Through a mixed-methods approach involving direct confor-
mance measurements and a survey of cybersecurity personnel, we found several reasons for
non-conformance.

1.2.4 Dissertation Outline
Analyzing the findings of these research studies aided our exploration of the policy-
implementation gap. In turn, we propose interventions to help organizations reduce the gap
and lay the foundation for future work. In Chapter 2, we explore the policy-implementation
gap, the ambiguity-conflict model, and related work. Then we cover our studies in Chapters
3 through 5: “Adopting Resilient Information Technology Afloat,” “Using a Commonly
Accepted Framework to Protect Against Privacy Inferences,” and “Implementing an Enter-
prise Cybersecurity Policy across the U.S. Federal Executive Branch.” We conclude our
remarks and summarize our contributions in Chapter 6.
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CHAPTER 2:
The Policy-Implementation Gap and Related Work

The policy-implementation gap is the di"erence between a policy’s intended outcome and
the outcome achieved by its implementation [10]. A similar concept in cybersecurity is
the semantic gap, which describes the di"erence between the concepts communicated in
a natural language and how others (including people and computers) interpret them [47].
Studies on the policy-implementation gap reveal conditions in which the gap can occur.
Matland synthesizes these studies, building theories on two themes consistently involved in
the gap: ambiguity and conflict [9]. In cybersecurity specifically, policy implementations
and their validity remain understudied, despite the thriving multi-ten-billion-dollar global
market for cybersecurity compliance and risk-management products and services [48].
Cybersecurity studies to date have generally considered how policies can be verified (was
the policy implemented correctly), classifying failures as configuration or implementation
errors [49], or how policies can be validated (was the correct policy implemented), classing
failures as the policy being insu!cient or ine"ective [50], [51]. Applying concepts from the
ambiguity-conflict model to the policy-implementation gap in cybersecurity policy sheds a
new light on cybersecurity policy failure.

A gap implies imperfection. Gunn o"ers ten preconditions under which an organization
can achieve perfect policy implementation [52]. Because some of these preconditions are
unrealistic for organizations to achieve, we also use the ambiguity-conflict model [9] to
understand how to better reduce the gap.

2.1 “Perfect” Policy Implementation
An early notion of a policy-implementation gap appeared in 1978 in which Gunn o"ered
ten preconditions for “perfect” policy implementation without which gaps occur [52]. We
use these to see how various organizational (“agency”) factors contribute to a gap. The ten
preconditions are:

1. “Circumstances external to the implementing agency do not impose crippling con-
straints” [52, p. 170].
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This describes cases in which the implementing agency does not control these “crippling”
circumstances. For example, a storm could cause a multi-day communications outage af-
fecting the availability of an information system.

2. “Adequate time and su!cient resources are made available to [implement the pol-
icy]” [52, p. 170].

For government agencies, this precondition is typically satisfied with the first because their
resourcing comes from legislation.

3. Not only does precondition #2 hold but also that “the required combination of re-
sources” is available throughout the implementation process [52, p. 170].

In other words, no bottlenecks hinder the flow of the various resources as needed by the
policy implementation.

4. “The policy to be implemented is based upon a valid theory of cause and e"ect” [52,
p. 171].

To describe this validity, Gunn quotes Pressman and Wildavsky’s view that any policy is a
“hypothesis containing initial conditions and predicted consequences[, that is,] if 𝑍 is done
at time 𝑎1, then 𝑏 will result at time 𝑎2” [52, p. 171]. Cause 𝑍 must yield 𝑏 as intended or
precondition #4 does not hold. This is like a policy’s implementation (𝑍) influencing the
intended outcome (𝑏 ) of protecting against incidents (see Figure 1.3).

5. “The relationship between cause and e"ect is direct and that there are few, if any,
intervening links” [52, p. 171].

Let us define “direct” and “intervening links” with an example. Let 𝑈 represent the (Web
server security) policy that directs a technical configuration ¬𝑐 (to disable the deprecated
Transport Layer Security (TLS) 1.0 protocol [18]) to achieve goal 𝑑 (confidentiality and
integrity of client connections with the Web server). The organizational policymakers
assume that issuing 𝑈 results directly in ¬𝑐’s correct implementation (𝑈 ↔ ¬𝑐) and that by
having¬𝑐 , the organization directly achieves𝑑 (¬𝑐 ↔ 𝑑); therefore, 𝑈 transitively achieves
𝑑 (⊋ 𝑈 ↔ 𝑑). As these preconditions illustrate, however, this organization assumes a lack
of “intervening links” (like a possibility to compromise confidentiality by other means) that
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would falsify one of these implications. Hudson et al. call this type of agency assumption
an “overly optimistic expectation” [10, p. 2].

6. “There is a single implementing agency which need not depend upon other agencies
for success or, if other agencies must be involved, that the dependency relationships
are minimal in number and importance” [52, p. 172].

As is the nature of preconditions for “perfect” implementation, this could be hard to achieve
because organizations have multiple connections to many other organizations and use many
software vendors. Implementing a policy across an enterprise’s dispersed components can
also increase dependency between intra-organizational components [10]. The U.S. Govern-
ment (USG) tries to overcome the problem of having multiple implementing agencies by
placing the responsibility for policy implementation on the head of each federal agency [53],
[54].

7. “There is complete understanding of, and agreement upon, the [policy goals] to
be achieved; and that these conditions persist throughout the implementation pro-
cess” [52, p. 173].

In other words, neither misunderstanding nor disagreement among anyone involved with
the policy and its implementation can occur. The ambiguity-conflict model recognizes
that the policy implementation that minimizes misunderstanding and disagreement occurs
under low ambiguity and low conflict, avoiding any suggestion that either of these could be
eliminated [9].

8. “In moving towards agreed [policy goals,] it is possible to specify, in complete detail
and perfect sequence, the tasks to be performed by each participant” [52, p. 173].

For example, policy ambiguity or conflict in its means of implementation can hinder an
organization in specifying implementation tasks [9].

9. The various organizational components involved in policy implementation commu-
nicate and coordinate their e"orts perfectly well [52, p. 174].
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Inadequate coordination can occur, for example, in establishing a common grounding in
policy-making [10] and in implementing an information technology (IT) capability across
organizational components [41].

10. “Those in authority can demand and obtain perfect obedience” [52, p. 174].

The authority identified here is the organizational leadership directing the policy’s imple-
mentation. In defining “perfect obedience” to the policy and its implementation tasks (see
#8), Gunn quotes Hood: “no resistance to commands at any point in the administrative
system” [52, p. 174], which Gunn concedes is not an ideal that we should pursue just to
attain “perfect” policy implementation.

Although such a framework is informative, gaining better understanding in how policy
implementation can go wrong provides greater value to our analyses. Organizations can-
not achieve Gunn’s preconditions because of ambiguity and complexity in organizational
structure and human factors among management and practitioners.

2.1.1 Organizational Structure
Meyer and Rowan’s work on sociological theory describes decoupling between organiza-
tional policies and goals from practices at the operational level to cope with ambiguity
and complexity in organizational structure. They argue how “organizations that reflect in-
stitutional rules tend to bu"er their formal structures from the uncertainties of technical
activities by becoming loosely coupled” [55, p. 341]. This decoupling varies in form and
cause across diverse application domains, including artificial intelligence (AI) ethics [56],
post-communist bureaucracies [57], and social movements [58]. These examples show the
consistent paths by which the substantive goals espoused by organizations’ stated policies
separate from practices by and in their members’ day-to-day work. As Gunn identifies in
preconditions #6, #7, and #9, such decoupling contributes to the policy-implementation
gap [52].

Relating organizational structure with technologies is common in the fields of safety science,
medicine, and systems engineering as the relationship a"ects policy outcomes in complex
engineered systems [59]. We believe similar gains in cybersecurity are possible by under-
standing the social actions surrounding cybersecurity decisions [60]. It is a special case of
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the broader study across fields of the relationship between organizational goals operational-
ized as policies and the behaviors of organizations as driven by the day-to-day work of the
people comprising them. Ethnographic work suggests that information-security workers are
sometimes unconvinced that policy implementation improves cybersecurity [61].

2.1.2 Human Factors Among Management and Practitioners
An organization’s management must understand reasonably well the organization’s cyber-
security policy implementation from a sociotechnical perspective and associated risks to
structure the organization for e"ective cybersecurity [62], [63]. Such understanding sup-
ports management’s obligation to certify an organization’s cybersecurity program. Much
like safety-risk analysis, organizational management must assess, and sometimes assert, the
e"ectiveness of its cybersecurity controls in achieving the desired goals [64]. To assess
management’s capacity for cybersecurity assessment, the business management consultant
firm Ernst & Young surveyed more than 1,000 organizational cybersecurity leaders [65].
They found that from 2020 to 2021, the percentage of surveyed organizations’ boards of di-
rectors who were “extremely confident” in their organizations’ cybersecurity risk mitigation
measures decreased from 20% to 9%, and that the number of boards of directors discussing
cybersecurity at least quarterly increased from 29% to 39%. In a separate study, organiza-
tions having a board-level technology committee had better cybersecurity oversight and,
as the technology committee matured, lowered their likelihood of breach compared with
organizations without the same committee [66]. Bringing management and cybersecurity
practitioners closer together in understanding should help resolve ambiguities and conflict
while reducing the policy-implementation gap.

Understanding human factors in cybersecurity-policy implementation can help learn more
about the policy-implementation gap, as they relate to Gunn’s preconditions #4, #5, #7, #9,
and #10 [52]. A thriving community of human factors research operates under the banner of
“usable privacy and security,” but its focus is “the design, construction, and deployment of
systems that people can use to secure computers and personal information” [67, p. 7], [68].
For example, incentives and individual work practices play heavily into human factors [31],
but vary across types of organizations, like government and non-government [69]. Re-
searching the complexities of human interaction with organizational information systems
can broaden the focus of usable security from individual psychology to phenomenology

25

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



at the social and organizational scale. These e"orts help us bridge the divide between the
technological problems of meeting security-policy implementation requirements and the
managerial problems of establishing policies that serve security goals when implemented.

2.2 The Ambiguity-Conflict Model of Policy Implementa-
tion

Work following Gunn approaches the policy-implementation gap from a more realistic
perspective that embraces the complexity inherent in the subject and works through the
implementation gaps carefully [10]. For example, Matland o"ers the ambiguity-complexity
model of policy implementation [9], summarized in Figure 2.1. It describes the key factors
that influence organizational-policy implementation. Ambiguity and conflict can each arise
about a policy’s goals (at the macroimplementation level) and its implementation tasks (at
the microimplementation level). Ambiguity is not necessarily bad because it can reduce
conflict (because fewer details exist over which to argue) and permit greater autonomy in
implementation according to local needs.

Figure 2.1. The Ambiguity-Conflict Matrix. Adapted from [9].
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Based on the levels of ambiguity and conflict, the model suggests which factors have “the
greatest influence on the implementation outcome” [9, p. 160]. When both ambiguity and
conflict are low (called administrative implementation), we expect that implementation will
occur once su!cient resources are available. In a sense, cybersecurity policies’ technical
implementations should be administrative because of the uncontentious goal of protecting
against cybersecurity incidents and the wide availability of tools to help system administra-
tors with cybersecurity management. As ambiguity about a policy’s goals or implementation
tasks increases, practitioners need greater autonomy to use their professional judgment in
implementing the policy. Instead of increasing ambiguity, if conflict increases, the entity
having the greater organizational power will decide how to resolve the conflict about the
policy’s goals or implementation tasks. When both ambiguity and conflict are high, those
who control the resources and those with the ability to implement the policy must agree on
how to proceed; that is, they must form a coalition to implement the policy.

Matland’s synthesis of policy implementation literature suggests two primary implemen-
tation perspectives, top-down and bottom-up [9]. Matland observed that top-down policy
implementation approaches are best suited for implementing unambiguous policies and
bottom-up approaches are better suited for ambiguous policies in which local practition-
ers must customize their implementation to achieve the intended policy outcome [9, pp.
170–171]. Proponents of top-down policy implementation tend to focus on the administra-
tive aspects of implementation while minimizing political influences and human factors.
In contrast, proponents of bottom-up policy implementation tend to focus on the factors
that a"ect how practitioners implement policy, including their autonomy, relevant skills,
policy interpretation, and position within the organizational structure. In both cases, local
practitioners must have some latitude to apply policy according to local needs.

The ambiguity-conflict model helps for assessing policy implementation in diverse public-
policy situations but has not yet been used for analyzing organizational cybersecurity-
policy implementation. For example, the model helped discover reasons for the policy-
implementation gap in the implementation of the Vanguard healthcare model in the United
Kingdom [70]. In this case, centralized policymakers issued a high-ambiguity, low-conflict
policy, intending to learn from the local-o!ce implementations and build a framework for
guiding implementations at other o!ces. The bottom-up approach did not yield the intended
national framework because widespread microimplementation enabled implementations
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too diverse for policymakers to find generalizable patterns for forming a framework. As
a di"erent example, the model helped discover reasons for the policy-implementation gap
in the U.S. Federal policy responses to a natural disaster, hurricane Harvey in 2017 [71].
Zarb and Taylor select four such policies, one that fits into each quadrant of Figure 2.1.
In this case, ambiguity and conflict about a policy’s goals proved to be greater predictors
of the policy-implementation gap than ambiguity or conflict about a policy’s means of
implementation.

Matland describes the implementation of policies with high ambiguity and high conflict
as having a symbolic implementation [9]. Symbolic implementation, sometimes called
gratuitous implementation [72], is like going through the motions of implementation to
appease a compliance requirement, appearing to comply but not necessarily complying with
the policy [73]. It encourages a large policy-implementation gap because of the policy’s
limited implementation. Symbolic implementation relates to the idea of managerialization,
in which the goals of corporate management, rather than the substance claimed by the
language in the policies, colors its interpretation of legal and other policy requirements [33].

The ambiguity-conflict model shares some characteristics with neo-institutionalism [74].
Skille and Stenling appears to provide the only research before ours that connects the
ambiguity-conflict model with neo-institutionalism [75]. Specifically, in autonomous mi-
croimplementation, various imperatives force people to adapt policy; however, all imple-
mentations then derogate from policy, thus separating practice from the policymakers’
intent. These microimplementation practices further decouple an organization’s goals for a
policy and the policy’s implementation [55], widening the policy-implementation gap. For
example, practitioners must translate and adapt cybersecurity standards and frameworks to
the local and unique needs of the information system [76]. Even having standardized com-
puting systems does not avoid decoupling because information systems are sociotechnical.

2.3 Reducing Policy-Implementation Gaps
A variety of factors can cause policy-implementation gaps, including focusing too much on
components, human error, or compliance. Understanding people and how they cooperate in
organizations with information systems (applying social and structural considerations) can
help us better understand and reduce the policy-implementation gap.
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A policy that tries to make a system reliable by making the system’s components reliable is
unlikely to succeed because reliable components do not imply reliable systems [59], [77].
Failure at the system level can occur without component failure, so the implementation fails
to achieve the policy goal of having a reliable system. For example, in the nuclear-power
accident at Three Mile Island, great system complexity, tight coupling, inconvenient control-
room design, and insu!cient operator procedures, training, and education all contributed
to the accident [77]. None of these can serve as an independent cause of the gap in the
implementation failing to achieve the policy’s no-nuclear-accident goal. Although formal
investigation boards cite human error as the root cause, operators were not positioned to
avoid the accident because their ability to take actions or make decisions to avoid the
accident had structural limitations [77]. Human error is often the cause of last resort for
system failures because humans are imagined to be “in control” of the systems; however,
the very complexity and structure of the systems can prevent humans from truly controlling
them [78], [79], [80].

Cyber incidents are often likewise complex, involving flaws in complex system configu-
rations and sometimes operator error [81], [82]. Like the accident on Three Mile Island,
operators (users) can be unfairly blamed for cybersecurity incidents, which is unhelpful for
finding the causes of the policy-implementation gap [63]. Many other factors can contribute
to cybersecurity incidents, including counterintuitive or insecure software design [83], [84],
[85], unreasonable expectations of users [79], [86], ine"ective or incorrect advice from cy-
bersecurity experts [87], and environmental and social pressures on users [60], [88].

Compliance to security policy requirements as a checklist can supplant the goal of system-
level security, as if compliance were the goal rather than security. Sometimes a checklist
is helpful; for example, a simple 7-item surgical operations checklist covering straightfor-
ward items, including the planned procedure and the names and roles of participants in the
surgery, improved the quality of surgery on a global scale [89]. A framework or checklist can
guide compliance, risk perception, and management tasks [90]; but following a checklist is
insu!cient for achieving cybersecurity [50], [91], [92]. One may find this counterintuitive
because we can represent checklists logically as conjunctive predicates (like Equation 1.1)
and implement them e"ectively as finite-state machines. However, as creating a checklist
on which surgeons can rely completely for surgeries is intractable, so would cybersecurity
professionals in creating a comprehensive cybersecurity checklist [93]. As such, cyberse-
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curity professionals often adopt a risk-based approach, as in safety assessment [38], [59],
[94].

Treating checklists as dispositive claims on appropriate security measures mistakes the
checklists for code. Checklists communicate risks or minimum performance standards, not
computer-executable instructions [93]; therefore, relying solely on checklists can lead to
symbolic implementation. Instead, applying professional judgment to interpret the goal of
the checklist and each item as intended by the checklist’s authors is more e"ective [91]. If we
could specify exact requirements for achieving specific levels of cybersecurity as computer-
executable instructions, verification of the implementation would avoid this error [92].

2.3.1 Social Considerations
Applying sociology to cybersecurity adapts the research methods of social and organi-
zational sciences and safety engineering to better understand the role of organizational
decision-making in the performance of engineered artifacts and computing systems [14],
[95]. Many are interested in how human factors a"ect security outcomes [67], [96], [97].
For example, Haney and Lutters champion the concept of cybersecurity advocates in organi-
zations [98], like Beris et al.’s “security champions” [82]. Safety engineering has seen large
gains from applying the methods of social science and organizational and human factors
analyses [59], [95]. Cybersecurity can also benefit by applying these methods to learn more
about the policy-implementation gap [99].

Concepts from these methods, like a compliance budget and organizational security culture,
help us better understand how information-system users a"ect the policy-implementation
gap. Beautement et al. o"er the idea of a compliance budget for organizations to manage
when considering and implementing cybersecurity controls [100]. It balances the measure
of employees’ e"orts spent on compliance with their perceived cybersecurity benefit. Once
the budget is exhausted, employees become more likely to find paths of less resistance
to accomplish their work, thus circumventing the burdensome cybersecurity controls and
widening the policy-implementation gap. If one quantifies the compliance budget, predict-
ing how the size of the policy-implementation gap changes when the budget is expended
may become possible. As a hedge against such circumvention of controls, organizations
can shape perceptions of the measure of compliance e"orts and their cybersecurity ben-
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efit [100]. Beris et al. build on this concept by recognizing the heterogeneity of people’s
views toward cybersecurity and o"ering a taxonomy to influence organizational cyberse-
curity culture [82]. Grading employees’ emotional position toward cybersecurity and their
understanding of cybersecurity risk can inform organizational interventions to shape em-
ployees’ cybersecurity behaviors [81]. Objective measurement remains a challenge in these
methods.

2.3.2 Structural Considerations
Technology creates a structure for the world that shapes what is possible and a"ords what
choices people can make. Some of these choices might be to change the technology so
technology is simultaneously the context for and the product of choices [101]. Reidenberg
considers government regulations on network and communications technologies, arguing
that government regulations must consider cyberspace’s “Lex Informatica” for a more ef-
fective regulatory approach to the cyber domain [102]. We extend this concept by claiming
that organizational policymakers must consider their cybersecurity practitioners’ systemic-
structural context in policy formation. With his constraints model, Lessig extends Reiden-
berg’s concept, agreeing that code becomes the policy of the cyber domain (i.e., the “Lex
Informatica”) because code, rather than government regulation, defines the architecture and
its own practical function [103]. In cyberspace, code forms the environment’s enabling and
limiting characteristics, that is, the structure. Reidenberg and Lessig both argue, however,
that choices in the design of human artifacts simultaneously control social structures while
being a product of social structures; therefore, designing these artifacts requires expertise to
understand their interactions with social norms. Norms are the real-world social structures
that define culturally accepted interactions [103]. In other words, the most e"ective cyber-
security policymakers and practitioners form a symbiotic relationship of understanding how
their design and implementation choices a"ect users’ ability to operate, which is necessary
for managing sociotechnical systems [104], [105].

Competing views on controlling complex sociotechnical environments to decrease the risk
of failure come from Perrow [77], Levison [59], and Vaughan [106], [107]. Perrow argues
that we cannot engineer safety into the designs and operations of complex systems with
tight coupling between causes and e"ects, like nuclear power plants [77]. In these cases, he
recommends society avoid their development and proliferation. As the coupling between
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causes and e"ects loosens, even when keeping high complexity, greater tolerances (in time
and in sequence of events) emerge for intervening between the causes and e"ects. On
the other hand, Leveson claims that organizations can engineer safety into very complex
systems, in part, through Systems Theoretic Process Analysis (STPA) [59]. One can use
STPA for designing safety into systems during the system design process, like the methods
used for designing cybersecurity into systems [53]. Vaughan emphasizes that the relationship
between the systemic-structural context of the individual, routinization of non-conformance,
and organizational compliance decisions can lead to the emergence (in a systems-theoretic
sense) of disastrous outcomes (like the Challenger space shuttle launch decision) [106],
[107]. Cyber systems are complex with tight coupling between causes and e"ects in some
aspects (as with race conditions and the speed at which computers operate compared to
users) but loose coupling in others. Examples of loose coupling in cybersecurity include how
interfaces are not always clear [67], [108] and people di"er in training and education [82].
Despite their di"erences, Perrow, Leveson, and Vaughan examine catastrophic accidents
through similar analyses of system structure to highlight the factors a"ecting the accidents.
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CHAPTER 3:
Adopting Resilient Information Technology Afloat

Portions of this chapter appear as “Acquired and Deployed but Not Adopted: Lost Mission
E"ectiveness without Resilient Chat Afloat” by C. B. Landis and J. A. Kroll in the Proceed-
ings of the Twenty-first Annual Acquisition Research Symposium, 2024, vol. 3, pp. 199–214.
Available: https://dair.nps.edu/handle/123456789/5161 [41].

U.S. Navy sailors continuously operate communications systems that are critical to mod-
ern command and control (C2). The Navy has designed and deployed these communica-
tions systems to maximize its resilience in communications-degraded or denied environ-
ments (CD2Es). As a top-down policy-implementation approach, it has been only partially
e"ective, however. This study reveals that cases exist of sailors underusing some of these
systems’ resilience-providing capabilities. Such underuse yields a policy-implementation
gap between the capabilities intended by Navy leadership and the capabilities realized in
the fleet. In exploring the research question, “How can the level of adoption of available
information technology (IT) capabilities contribute to gaps between policy and practice?,”
we study two underuse cases of U.S. Navy communications systems.

The Navy relies on its afloat Internet Protocol (IP) tactical networks for conveying mission-
critical data between ships and shore facilities. Although these system capabilities provide
specific functionality, the desired outcome, resilience, is a non-functional, system-level
property, like security or safety. Such non-functional properties are easily proven only in
one direction, that is, when they fail [27], [109]. Resilience is invisible yet critical.

We o"er an interdisciplinary approach in two studies to investigating the organizational and
technical hurdles to using resilience-providing capabilities in deployed communications
systems. Because the author’s fleet experience provides the initial motivation for this study,
part of our investigation is to discover whether these observations are isolated or more
widespread. To explore the situation in each study, we survey a sample of sailors responsible
for managing and using the subject systems and analyze system configurations to devise
interventions for improving these systems’ resilient configuration and use. If we fail to
understand why these sailors underuse deployed systems, we risk similar underuse in future
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capabilities and, ultimately, lost mission e"ectiveness. Our two studies are on chat afloat
and communications shifts.

The Navy routinely conveys real-time C2 communications between tactical watch stations
across multiple ships and ashore by chat, which operates over IP links. As such, the Navy
has long required that chat and IP capabilities be resilient [110]. To be resilient, these sys-
tems should gracefully degrade when links in an IP path disconnect, continuing to provide
communications paths between those nodes that remain connected. A recommendation
coming out of the U.S. Navy exercise Trident Warrior ’04 to use distributed chat archi-
tectures (explained in Section 3.2.1) subsequently became a Navy requirement and was
tested satisfactorily during Trident Warrior ’05 [111]. This represents bottom-up feedback
for distributed chat architecture capability becoming a top-down policy implementation.
Other studies on chat use afloat focus on technical aspects [112], user interaction with the
chat software [113], or both [114], [115] and all date from between 17 and 20 years before
our work, which provides a current perspective. In this study, nearly all our survey respon-
dents report that they do not use afloat chat servers for providing chat services to sailors
aboard their ships. Instead of configuring distributed chat architectures, they routinely use
configurations that are intolerant of wide-area network (WAN) interruptions, revealing a
decoupling of the implementation from the Navy’s goals, a policy-implementation gap.

While deployed, ships transit from their home ports to the maritime destinations their
duties and assigned missions take them, conducting communications shifts along the way.
Communications shifts typically occur when these transits involve crossing boundaries from
one fleet commander’s area of responsibility (AOR) to another fleet commander’s AOR,
an event called a change of operational control (CHOP). The Navy’s WAN architecture
connects ships’ multiple networks over multiple satellite communications (SATCOM) paths
with other ships and fleet network operations centers (NOCs) ashore [116], as shown in
Figure 3.1. Recent studies on improving this WAN architecture focus on technical aspects
but not on network administrators’ use of them [117], [118], [119], making our study unique
in its sociotechnical approach. In this study, ships’ cross-AOR communications shifts often
entail unplanned outages and troubleshooting, even when a ship’s multiple SATCOM paths
should provide the redundancy to be resilient to complete IP connectivity outages.
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Figure 3.1. Conceptual Overview of Fleet Connectivity. The Navy primarily
sends unclassified communications over the Non-secure Internet Protocol
Router Network (NIPRNet) and command and control (C2) communications
over the Secure Internet Protocol Router Network (SIPRNet) [114]. Adapted
from [116].

To discover what is happening at the microimplementation level, we take a two-prong inves-
tigative approach to how a sample of sailors manage and use these systems for conveying C2
communications. We administer a survey of current and former afloat command, control,
communications, and computers (C4) leadership (those responsible for C2 communica-
tions systems) as part of our analysis of chat use. We also administer a separate survey of
ship’s communications o!cers during their CHOPs to record quantitative and qualitative
data about their SATCOM and IP network communications shift experience. We use the
ambiguity-conflict model (introduced in Section 2.2) to recognize factors that widen the
policy-implementation gaps in both cases [9]. Overcoming the hurdles that these sailors
faced to using resilient-providing capabilities in deployed communications systems furthers
the concept of assured C2 in distributed maritime operations, thus improving warfighting
e"ectiveness.

We review the theoretical context in Section 3.1 before addressing and analyzing our
survey data for afloat chat use and communications shifts in Section 3.2 and Section 3.3,
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respectively. We discuss our findings, explain devised interventions, and conclude our
remarks in Section 3.4.

3.1 Background
Understanding why people are not using a technology to its fullest capabilities requires a
sociotechnical examination, approaching “society and technology together as one coherent
system” [104, p. 1]. To apply Matland’s ambiguity-conflict model of policy implementation
to organizational policies on IT adoption, we consider how the structure of organizations
and their technologies a"ect each other. In this section, we introduce background and
related work about the Navy’s deployment of computing capabilities afloat, the e"ects of
automation, the status-quo bias, and how the concept of technology-use mediation integrates
with the ambiguity-conflict model.

3.1.1 Naval Technology Acquisitions
The Navy establishes programs of record (PORs) for managing C2-supporting communi-
cations systems throughout their information system life cycles. A POR is an organization
with the task of acquiring or building, integrating, deploying, maintaining, and discontinu-
ing a system. The O!ce of the Chief of Naval Operations (OPNAV) defines requirements
and funds PORs’ work (through systems commands (SYSCOMs) like Naval Information
Warfare Systems Command (NAVWAR)) whose products get deployed on Navy ships for
sailors to use. Because PORs necessarily focus on meeting their sponsored requirements,
inter-POR coordination easily becomes a secondary e"ort. However, because resilience
is a system-level property, it cannot be described concisely as a requirement and its im-
plementation requires action across organizational functions. Communications systems’
interconnectedness needs cooperation between PORs during their development to ensure
their resilience when deployed. Once deployed, improving their resilience is challenging
because it requires coordinating sailors’ innovation e"orts across multiple ships. As a person
in a position to oversee multiple PORs, a NAVWAR commander desires greater inter-POR
cooperation to achieve greater system integration [120]. Type commanders (TYCOMs), like
Commander, Naval Surface Forces (CNSF), collect requirements for new systems or system
improvements from sailors in the fleet using current systems. In turn, fleet commanders
consolidate TYCOM requirements and submit them to the OPNAV for consideration and
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funding, as shown in Figure 3.2. But, as engineering systems professionals say, technology
is only part of the solution [121]. Even when PORs cooperatively provision all the technical
aspects well, people still must operate the system proficiently for it to yield its benefit to the
Navy’s mission.

OPNAV: Defines &
Funds Requirements

SYSCOMs: Oversee Navy Systems Echelon II: Consolidates
& Submits Requirements

PORs: Develop and Deploy Systems TYCOMs: Collect Feed-
back & Requirements

Sailors Afloat: Use Systems

Figure 3.2. A Summarized Diagram of How the Navy Defines Requirements
and Deploys Systems

When introducing the Naval Tactical Data System (NTDS) (a combat information system
for fusing sensor data, displaying a common tactical picture (CTP) across multiple ships,
and enabling weapons pairing and firing), the Navy trained sailors to be the system experts
rather than relying on vendor technical support [122, p. 254]. This enabled sailors to use the
system e"ectively across multiple ships, especially because of their combined knowledge
of the system, its operating environment, and the culture influencing its users. Vendors
and POR personnel rarely deploy to operate the deployed systems that they developed but
may visit a deployed ship to fix a system that is broken beyond sailors’ repair capability.
Today, being system-of-systems experts of communications systems is important for sailors
to maximize their use of deployed information systems.

3.1.2 Theories of Operator Responsibility
The theory of the ironies of automation suggests that a barrier to this systems-level knowl-
edge exists in the form of system automation, that is, a system works when operating
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according to POR baseline configurations and guidance so little perceived operational need
to dig deeper into how the system actually works exists [86], [109], [123]. Although system
details are available in the system itself, these details are not in any POR-sponsored training
because it is unnecessary for the system’s baseline operation, which only meets the OPNAV
requirements [124]. However, one can discover these details by teaching oneself, tracing
cables and studying network diagrams, router configurations, and ships’ tra!c flows [116].

Bainbridge [86] and Sullivan [124] find that greater automation in systems does not reduce
the role of the human operator but simultaneously alters it and makes it more critical
to system behavior. For example: “Because the routine operation of ADNS [(Automated
Digital Network System)] requires little operator intervention[,] the tendency might be to
take a more hands o" approach to communications management when in fact the opposite
is true” [124, p. 35]. In other words, the operators should take a more hands-on approach
to understand the role of the automation. That greater automation tends to falsely reduce
users’ responsibilities persists as automation and system complexity increase [79], [123].
In other words, the lack of knowledge but burden to acquire it combined with the lack of
widespread perceived need for knowledge on the inner workings of afloat communications
systems, like ADNS, could block casual attempts to improve their use.

Another theory that can a"ect technology capability nonuse is the status quo bias, especially
when uncertainty in the outcome exists [125]. When people lack the information explaining
why a policy change or new technique is being introduced, they are more likely to stick to
their current practices than adopt the new technology [126]. If the explanatory information is
available but di!cult to find, the inconvenience of searching for and processing it increases
their status quo bias. Increased automation in a system can hide system functionality from
its users, thus discouraging users from learning more about how to use it better, which
engenders users’ status quo bias.

A question with any new system is whether people should adapt the system to existing pro-
cesses or adapt existing processes to the system. For example, in adopting a new enterprise
resource planning (ERP) tool, Apple first tried to adapt the ERP tool to its existing workflows.
When Apple Chief Executive O!cer (CEO) Steve Jobs heard that this e"ort had become
too expensive and cumbersome, he took a risk, directing Apple to cut its losses and start
over, this time adapting its workflows to the new ERP tool, anticipating correctly that Apple
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would find greater success [127]. Orlikowski et al. refer to the technology framing activity
that Steve Jobs did as metastructuring. That is, to “deliberately adapt computer-mediated
communication technologies and their use to particular contexts and change those contexts
to accommodate use of the technology” [128, p. 424]. The Navy has adapted network rout-
ing protocols and chat software (“computer-mediated communication technologies”) to the
Navy’s specific needs for conveying C2 communications (a “particular context”). Further,
the Navy has adapted the contexts on Navy ships to use these technologies to improve ships’
ability to accomplish their missions. These adaptation actions constitute metastructuring.
An organization’s metastructuring approach to adopting new IT a"ects the organization’s
success.

Matland’s ambiguity-conflict model supports top-down and bottom-up policy implementa-
tions [9]. In IT adoption, the organization’s policy is to adopt the technology to improve its
mission e"ectiveness and help the organization to achieve its goals. The Apple ERP metas-
tructuring example provides a top-down approach to an IT adoption policy implementation.
Practitioners also take part in a technology’s metastructuring, which can a"ect the technol-
ogy’s microimplementation and influence the organization from the bottom-up [129]. For
example, a study on radiology departments adopting computed tomography (CT) scanners
(a top-down implementation) found practitioners’ responses to and interactions with the new
technology profoundly a"ected department reorganizations (bottom-up metastructuring) to
better include the technology into work processes [130].

In influencing how an organization use a technology, Orlikowski et al. study a type of
metastructuring called technology-use mediation. They define it as:

Deliberate, ongoing, and organizationally-sanctioned intervention within the
context of use that helps to adapt a new communication technology to that con-
text, modifies the context as appropriate to accommodate use of the technology,
and facilitates the ongoing e"ectiveness of the technology over time. [128, p.
424]

In their study, they identified the network administrators as the mediators because of how they
intervened to influence the technology’s use. Playing the roles of “champions, trainers, and
local experts” [128, p. 437], mediators simultaneously structured technology to enable use
and interacted with other users to understand use requirements to improve their structuring
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activities and system use. These mediators helped influence the technology’s use, ostensibly
because of their rapport with the users and their organization’s supportive position toward
their mediation e"orts.

3.2 Perceptions of Chat Servers Afloat
In the technology-use mediation context, the Information Professional O!cers are in po-
sition to be mediators but do not act as mediators. Information Professional O!cers fill
most C4 leadership billets, so we solicited survey responses from them using the survey
instrument shown in Appendix A. The Information Professional O!cers are responsible
for the afloat server configurations to enable a distributed chat architecture. Also, just as
the network administrators in Orlikowski et al.’s study are newsgroup users [128], many
Information Professional O!cers use chat at their watch stations. This proximity to users
enables them to build rapport with other users, understand users’ needs and constraints
first-hand, and influence users’ technology use.

With installations of the current afloat network server suite architecture starting in 2013,
the population of Information Professional O!cers for this survey was about 510. This
assumes a ten-year linear growth in installations to 170 ships, synchronized biennial o!cer
transfers, and an average of 1 Information Professional O!cer per ship, some ships having
none and others several. With 6.25% annual attrition [131], we estimated that approximately
435 of the 510 o!cers were available to survey in 2023. We collected 69 survey responses
(provided in Supplemental 1) from those who have served on a ship at the force level (33)
or unit level (30) (6 skipped this question).

We have taken steps to reduce survey sampling and participants’ self-selection bias. We
used multiple recruitment channels, including the Navy Information Professionals milSuite
collaboration page that the Information Professional Community leaders use for issuing
o!cial community information [132] and the Information Professional Team on the Navy’s
FlankSpeed [133]. Our population selection is “purposive” in that we solicit participation
from Information Professional O!cers rather than any sailor that uses chat afloat [134].
Most chat users are una!liated with network administration. Our participants’ ship class
demographic accounts for a nearly even balance of those on force-level ships that would
host group-level chat channels and unit-level ships that are less likely host such channels.
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In summary, our results may not represent the population but still provide valuable insights
into our research question.

In Section 3.2.1, we explain and contrast the more-resilient distributed chat architecture and
the afloat chat server configuration that our survey data reveal is the norm. We describe our
survey results for the respondents that do not use the afloat chat servers and those who do
in Sections 3.2.2 and 3.2.3, respectively. The responses help us discover the organizational
and technical factors hindering these sailors from using their ships’ chat servers, which we
discuss in Section 3.2.4.

3.2.1 Chat Afloat
When configured as a distributed chat architecture, shown in Figure 3.3, all afloat users
connect their chat clients to their ship’s chat server, which the ship network administrators
have federated with the servers on other ships and in the fleet commander’s maritime
operations center (MOC) ashore. This is the ideal configuration to achieve a resilient
configuration. Federating servers enables the bridging of chat channels across servers. A
chat channel owner (i.e., fleet commander, strike group commander, etc.) can host the
channel locally and bridge it across federated servers. If a ship loses connectivity with the
shore, all shipboard users stay connected in the chat channels locally and can continue
communicating with each other. While disconnected from the NOC ashore (through which
ships connect to resources ashore, including the MOC), if the ship remains connected with
other ships through an IP path, these ships’ chat servers can remain federated. In other words,
the chat users on multiple ships can stay connected through chat, even without connectivity
with the MOC’s chat server. Upon reconnecting with the shore, the channels automatically
resynchronize the last pre-configured number of hours of history. Thus, this distributed chat
architecture provides resilience for a transient shoreless environment.
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Figure 3.3. Conceptual Overview of a Distributed Chat Architecture with
Clients Connecting to Local Servers and Servers Federated Across Units

When logging in to their chat clients, users specify by IP address the server(s) to which
they want to connect. Despite having chat servers on ships, users typically connect their
chat clients only to servers ashore, as shown in Figure 3.4. This configuration is intolerant
of network interruptions (i.e., all clients drop upon losing connectivity with the shore) and
incurs additional bandwidth demand on SATCOM paths with many afloat clients connecting
ashore instead of a single server. Even if system administrators federate afloat chat servers
with o"-ship servers, users still might not configure their chat clients to use their ship’s chat
server. Because enabling shoreless chat by a distributed architecture depends largely on
afloat chat server administrators and end users’ client configurations, we must understand
the network administrators and users better.
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Chat Server
in MOC
Ashore

Chat Clients AfloatChat Server
Afloat

Figure 3.4. Conceptual Overview of How the Navy Uses Chat Afloat, Bypass-
ing the Afloat Chat Servers

All ships had an Internet Relay Chat (IRC) server that could participate in a distributed
chat architecture until April 2021 [135], [136] when an update of a third-party dependency
broke the chat federation capability [137]. Most survey respondents (45) report starting
their afloat tour before the POR stopped supporting the chat server federation capability,
so they could have used it. Losing the chat federation capability did not cause enough
protest to demand an immediate replacement to provide that capability, as is clear from
the lack of a replacement and indicative of its nonuse. No survey participant identifies the
loss of federation capability as a reason for why they do not use the capability. The POR
for ships’ computer network suite is working on testing and fielding solutions, including in
the next version of ships’ network services suite and with other chat software to integrate
with newer communications capabilities. Any how-to sever configuration guide for afloat
network administrators or client user guide describing a distributed chat architecture must
therefore cover newer chat software solutions that are still in development.

3.2.2 Hurdles Inhibiting Afloat Chat Server Use
As part of providing the chat capability, our survey respondents direct and oversee the
afloat chat server configuration. If they had not configured it to operate in a distributed chat
architecture, then no user on their ship could connect to the afloat chat server to participate
in a distributed chat architecture. The reasons for our survey respondents not providing the
afloat chat server capabilities to sailors aboard their ships vary, as shown in Table 3.1. (The
row totals vary due to the branching shown in Figure A.1.) Twenty of 69 participants are
unaware of afloat chat servers. Of the 44 of 69 that are aware of afloat chat servers’ existence,
32 do not use them at all. They are unaware of the benefits of their use and untrained on
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their capabilities. For example, four Combat Systems Information O!cers (CSIOs) and a
command, control, communications, computers, and intelligence (C4I) O!cer (participants
P7, P34, P42, P45, and P55) report an apparent lack of benefit, including not knowing about
the bridging capability. “I wouldn’t want to add another chat capability separate of the
existing C2 chat rooms used by FLTCDRs [(fleet commanders)] and units. I’m not sure
what purposes this chat server will serve” (P7). “Even when I educated sta" members about
it, they wouldn’t use it. The customers didn’t know of bridging chat rooms to site [sic] that
as a requirement nor did any of the ITs [(Information Systems Technicians)] onboard know
how to do that” (P34). For every nonuse reason, except “I don’t know,” between 67% and
100% of participants could have used the chat federation capability. Transitively, sailors
aboard these survey respondents’ ships were not using the afloat chat server because the
service was not provided, and it was not provided for the reasons listed here.

Table 3.1. Reasons for Not Providing the Afloat Chat Server Capability, Cor-
responding with the 69 Responses to the Survey Instrument in Appendix A

Factor Yes No
Don’t
Know

Skip Total

Aware of Server’s Existence? 44 20 - 5 69

(Aware) 𝑒↔ Ship’s Sailors Use Server? 9 32 2 1 44

(Not Use) 𝑒↔ Why not Use? - - 5 1 32

Unaware of Channel Bridging Capability 15/32

Unaware of the Benefits of Its Use 11/32

No Time to Receive or Provide Training on Its Use 9/32

Handling Too Many Other Network Problems 7/32

Unaware of How to Connect 4/32

No Operational Need (in Shipyard) 1/32

Ten survey participants (P3, P16, P19, P32, P35, P38, P46, P62, P63, and P67) claim that
if they had known about the server, they would have used it for improving communications
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internal to the ship. For example, P32 claims the use would be “To allow for the internal
watch stations on the ship to maintain text comms even when down IP services.” As an
alternative use, P67 claims, “I would have liked to be able to chat to personnel aboard the
ship internally. Sometimes emails are too slow especially if I know they on the computer.”

Responses to open-ended questions in our survey instrument reveal qualitative narratives for
the sources of nonuse. Some participants’ survey responses indicate their nonuse of afloat
chat servers relate to training requirements and culture, as described below.

Training Requirements
Requirements supporting the Navy’s chat system likely lack a champion because the Navy
treats the chat application as a capability of the afloat computer network suite POR rather
than its own POR. Participant P29 claims that afloat network administrators do not fully
understand the operational capabilities of ships’ networks, including the chat server, be-
cause the Navy provides no formal introduction to them. To make the point, P29 uses the
example of the SharePoint server, which is part of the network installation but is neither
configured nor introduced to the administrators responsible for maintaining the network
and its servers. But for users to get the most out of the tool in its operational context,
administrators must configure the system relative to that context, whether that be federating
chat servers or creating appropriate user groups as SharePoint site owners. P45 concurs:
“Likely wouldn’t have used it, as it would have likely not been configured and sailors
[(network administrators)] are not adequately trained to configure these servers without
guidance.” A similar Government Accountability O!ce finding involving IT nonuse in the
U.S. Immigration and Naturalization Service blamed a lack of training [138]. This is like
the lack of information transparency described in Section 3.1 in that administrators do not
have the requisite information to configure and operate chat afloat resiliently. In other words,
the surveyed Information Professional O!cers were not empowered to be technology-use
mediators, despite their positioning in the organization to intervene.

Training courses are a type of operational need; a course for chat does not exist. The OPNAV
determines operational needs and defines Navy requirements to meet these needs. All the
Navy training courses for afloat computer network administrators listed in the Catalog of
Navy Training Courses share the goal of providing “the necessary knowledge and skills to
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perform advanced level networking system management, administration, and maintenance
support,” or similar, in their descriptions [139]. As such, sailors responsible for managing,
administering, and maintaining the network do not necessarily have the familiarity of being
end-users trained to operate all the services and software on the network suite’s servers [140].
For example, expecting Information Systems Technicians to be proficient in operating much
of the specialized software (e.g., medical records software) is unreasonable. The chat server
is one of dozens of applications that the administrators are responsible to provide to users.
As another specialized software product, the Global Command and Control System –
Maritime (GCCS-M) POR requires sailors to have specific training based on the nature of
their interaction with the system (system administrator, operator, and watch o!cer), or the
training would not be funded. The requirement for a distributed chat architecture made it
into afloat tactical networks but without the metastructuring to engender its use for providing
a resilient medium for the Navy’s C2 communications.

Culture
P20, an aircraft carrier (CVN) Communications O!cer (COMMO), suggests that the root of
why Information Professional O!cers do not use afloat chat servers combines a risk-averse
culture and their inexperience:

The poor performance history of CANES and senior personnel’s risk averse
culture have prohibited creative problem solving or the introduction of new
ideas. Why haven’t more IW [(Information Warfare)] or IP [(Information
Professional)] o!cers advocated to use the local chat server and federate
it with the Fleet’s directed chat server? Simple. The current talent pool for
Information Professional DIVOs [(division o!cers: the entry-level job for a
ship’s-company o!cer)] and CSIOs is plagued with LATXFRS [(lateral trans-
fers: how o!cers change career fields)] that are still figuring out how to be
DIVOs or learning what IP is let alone the systems under their charge. (P20)

Although this sentiment on risk aversion and inexperience is unique among participants, the
survey data do not contain any reports of in-use distributed chat architectures to contradict it,
even among participants that claim knowledge of the capability. Further, P20’s sentiment is
consistent with literature on how structural uncertainty (caused here by inexperience) causes
undue conservatism because of the possibility for unknown, undesirable outcomes [141].
With greater experience, like P20 demonstrates having, comes greater understanding of the
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communications and network architectures, which reduces structural uncertainty and the
perceived risk associated with innovating to improve resilience. Because the inexperienced
o!cers described by P20 lack time in the fleet, any intervention to improve chat use must
consider administrators’ and users’ limited time to learn, configure, and teach others about
using chat more resiliently.

3.2.3 On Those Who Use Afloat Chat Servers
Although they comprise a minority, understanding how our respondents who use afloat chat
servers do so is informative to expanding their use. We list these details in Table 3.2 on how
they use afloat chat servers We summarize the following results from the data:

• On the ships where sailors use their chat server most frequently, the survey participants
personally did not use it.

• Each of the 5 participants whose ships did not bridge their chat servers claims either
to not know of the server’s channel bridging capability or that they did not devote the
necessary time to figure it out.

• P6 reports the only bridged configuration but describes using the chat server for
coordinating troubleshooting e"orts among maintainers on the ship, a purpose that
does not benefit from a distributed chat architecture but does benefit from using a
local server.

• Except for P2, P15, and P50, participants listed in Table 3.2 were on their ships
before the chat software stopped supporting the chat federation capability (described
in Section 3.2.1), so they could have configured it to operate in a distributed chat
architecture.
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Table 3.2. Details of Afloat Chat Server Use by Ship (9 of 69 Respondents)

P
Ship
Class

Use by Sailors
on the Ship

Use by Survey
Participant

Purpose
Users Connect

From
Bridged

Perceived
E!ectiveness

P15 DDG Routinely Did not use Operational On my ship Unknown Moderate

P50 LSD Routinely Did not use Operational On my ship No Moderate

P2 DDG Routinely Did not use Unknown Unknown Unknown E"ective

P21 CVN Occasionally Did not use Operational On and o" my ship Unknown Moderate

P64 CG Occasionally Just a few times
Operational &
Administrative

On my ship No Moderate

P6 CVN Occasionally Occasionally Administrative On my ship Yes Marginal

P43 CVN Just a few times Did not use Administrative On my ship No Ine"ective

P60 CVN Just a few times Routinely
Administrative
& Social

On my ship No Ine"ective

P1 CVN Just a few times Just a few times
Proof of
concept testing

On my ship No Moderate

Note: Cited Ship Classes: Guided missile cruiser (CG); Aircraft carrier (CVN); Guided missile destroyer (DDG); Dock landing ship (LSD)
Gray shading indicates that the bridging capability was unavailable for these participants.
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These nine participants’ use of their afloat chat servers and survey responses reveal a lack of
awareness of the afloat chat servers’ capabilities and benefits. These findings are consistent
with the subset of participants whose ships do not use their chat servers.

3.2.4 Discussion on and Recommendations for Chat
To help overcome the primary two reasons survey respondents were not providing their afloat
chat servers for use in a distributed chat architecture (unaware of capabilities and benefits, as
listed in Table 3.1), empowering the Information Professional O!cers to mediate the tech-
nology use could help the Navy achieve its resilience goal. Devoting the time and resources
to this task is a matter of prioritization. For example, receiving training on distributed chat
architectures, which takes time and resources, could empower Information Professional
O!cers to create guidance, like standard operating procedures, to inform sailors on their
ships of the chat channel bridging capability, the resilience benefits of a distributed chat
architecture, and how to connect. This is consistent with Orlikowski et al.’s findings, that
“mediators create policies, procedures, guidelines, templates, access mechanisms, appli-
cations, and physical configurations” [128, p. 437] to influence technology use. These
operational aspects di"er from the “system management, administration, and maintenance”
skills that sailors gain in the o!cial training courses [139], [140]. Such technology-use
mediation increases information transparency as mediators provide users with “understand-
ings, images, concepts, knowledge, and heuristics about their specific technology” [128, p.
437]. The ambiguity-conflict model suggests these e"orts, in turn, will decrease ambigu-
ity and microimplementation diversity to reduce the policy-implementation gap [9]. Until
then, a lack of coupling between the IT adoption policy and its implementation causes
the ambiguity to be too great for microimplementation autonomy to achieve the intended
implementation (see Figure 2.1).

As a counterpoint, consider that a lack of information transparency or capability require-
ments has not always hindered sailors’ innovation attempts. For example, in 2011, before
the Navy used dynamic multiplexing in its afloat IP connectivity, sailors cross-connected
SATCOM links based on typical throughput demands to increase the available throughput
for the ship [142]. Sailors were watching unused transport capacity on one SATCOM link
waste away while su"ering through congested throughput on another SATCOM link, so
innovating to overcome the issue and improve their communications resilience became a
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priority for them. In contrast, with chat, no perceivable problem arises until the ship loses
connectivity with the shore and then, the focus is on restoring the ship’s connectivity,
not analyzing how to configure an application to be more resilient. Without a distributed
chat architecture, the loss of connectivity with shore causes a loss of ability to convey C2
communications over chat, as contrasted in Figures 3.3 and 3.4. Resilience is invisible yet
critical. Less motivation exists for fixing something that does not appear broken [109].

In the Apple ERP example (described in Section 3.1), the implementation team was too risk-
averse to upend current processes for those that promised to be better. The new ERP software,
whose implementation was a priority for the CEO, had too much structural uncertainty. The
CEO needed to intervene through restructuring to bring about the greater good for the
organization. Overcoming junior Information Professional O!cers’ inexperience to prevail
over their risk aversion may similarly need a CEO-level champion, like a fleet commander,
who can reframe the chat use case for empowering them to mediate the afloat chat servers’
use. A person in this authoritative position can recommend or direct using distributed
chat architectures and provide requirements to PORs for system design improvements and
explanatory guidance to afloat C4 leadership.

The acquisition system in place when the Navy acquired its afloat chat system di"ers from
today’s. The Defense Acquisition Management System in place when the Navy acquired
this software yields a gap once the acquired chat capability reached the Operations and
Sustainment phase [143]. The requirement owner (i.e., sponsor) did not provide institutional
support for the appropriate technology-use mediation so its microimplementation di"ered
from its intended implementation. In today’s terms, the Software Acquisition Pathway in
the Defense Acquisition System’s Adaptive Acquisition Framework prioritizes continuous
interaction between sponsors, program managers, and users. Specifically, it directs the
sponsor to assess annually “whether the mission improvements or e!ciencies realized
from the delivered software capabilities are timely and worth the investment” [144, p.
18]. If followed, this feedback from end users to the sponsor and from the sponsor to
the POR should prompt the technology-use mediation necessary to expand the software’s
use [128]. In turn, it would reduce the policy-implementation gap by bringing the realized
implementation closer to the intended implementation.
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Quantifying this policy-implementation gap with the model in Equation 1.2, according
to the procedure provided in Section 1.1, provides a similar perspective as the qualitative
analysis. If we model the policy hierarchically as (1) use afloat chat servers (2) in distributed
chat architectures (3) for routine fleet operations, then 𝑀 = 3. Let these implementation
items relate to the policy requirements: (1) afloat clients connect to their ship’s afloat chat
server, (2) administrators federate chat servers and bridge channels, and (3) this is the
normal mode of operation. The calculation of 𝑄𝑅𝑆(𝑇, 𝑈) can yield 0, 1

3 , 2
3 , or 1 for each

survey response, providing a summary representation of policy implementation. Mapping
the value earned by each survey response (compare with Table 3.2) yields the following
𝑄𝑅𝑆(𝑇, 𝑈) values [(frequency) value]: (60) 0s, (8) 1

3s, (1) 2
3s, and (0) 1s. Aggregating these

values by averaging yields 𝑄𝑅𝑆𝑋 (𝑇, 𝑈) = 0.0483 on the 0-to-1 ratio scale, with 0 representing
no policy implementation and 1 representing full implementation.

Inherent in our recommendation for empowering the C4 leadership to be technology-use
mediators is the assumption that C4 leadership will provide and use this capability if they
know that afloat chat servers exist and that they can achieve a distributed chat architecture
(Figure 3.3) that is more resilient than the prevailing configuration (Figure 3.4). This
assumption is a limitation of our recommendation. The only indication in the survey data
that a ship might use its chat server in a distributed chat architecture is P65’s claim: “I would
have ensured the entire strike group would have pointed their chat clients to the server so
that it could have been utilized even if cut o" from shore.” If a fleet commander believes
operating chat in a distributed chat architecture is a good idea for C2 communications
resilience, it is more likely to happen, like the CEO of a company directing the use of an
ERP tool.

To overcome this limitation, we recommend a sociotechnical approach that combines the
awareness e"ort with system design improvements [83], [108], [145]. Such improvements
in a Navy chat system would automatically federate servers and prompt users to use a
distributed chat architecture. We describe additional system design improvements in Sup-
plemental 2. As the survey results reveal, having capable technology is only part of the
solution because users might not use the intended resilience-providing capabilities. But if
the technology were more capable and supportive of the policy for resilience, less ambiguity
would exist about the intended configuration.
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3.3 Perceptions of Communications Shift Procedures
U.S. Navy ships depend on having resilient IP connectivity with o"-ship resources. While
shifting these services from one area of responsibility (AOR) to another, the Navy de-
sires to minimize any negative e"ects of the shift. However, ships’ network administrators
sometimes use suboptimal procedures for shifting their SATCOM and IP network services,
leading to unused IP paths. To discover why they do not always optimize bandwidth avail-
ability in such shifts, we surveyed four sailors on ships conducting cross-AOR shifts (survey
instrument shown in Appendix B). To our surprise, more pressing challenges hinder ships
during their shifts. Instead, simple completion becomes the goal, reducing or eliminating
opportunity for any optimization e"ort of the communications shift. Such a finding also pre-
vents us from using a model, like Equation 1.2 o"ers, to quantify the policy-implementation
gap.

3.3.1 Communications Shift Procedures
We focus this portion of our research on ships’ communications-shifting procedures during
CHOPs involving changing NOCs. In summary, the traditional procedure used with the older
architecture involves shifting all SATCOM first, followed by the network enclaves. Using the
older procedure in the newer WAN multiplexing system architecture (shown in Figure 3.1)
enables ships to use previously unusable portions of bandwidth [116]. Optimizing the
procedure involves shifting one or more networks to the gaining NOC first, followed by
SATCOM, and finishing with one or more network shifts. We describe the architecture and
procedural details in Supplemental 2.

3.3.2 The Surveys
Because participation in our survey must coincide with a cross-AOR CHOP during a
ship’s deployment, the population of available participants is very limited. Ships must
have at least two SATCOM missions (not counting extremely high frequency (EHF) Time-
division multiple access (TDMA) Interface Processor (TIP) connections) to shift when
conducting a CHOP to another AOR. To find ships eligible for our survey, we reviewed
fleet schedules on the SIPRNet Collaboration at Sea (CaS) servers about weekly for about
a year. For each eligible ship, we queried the Regional SATCOM Support Center (RSSC)
wideband and Naval Network Warfare Command (NNWC) Commercial Broadband Satellite
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Program (CBSP) SATCOM assignments databases on the SIPRNet Intelink and U.S. Fleet
Forces SharePoint servers, respectively. We solicited ships through their TYCOM. Although
having the TYCOM sta" solicit ships gave credence to our survey, to avoid coercion, we
clarified to sailors that their participation in the survey was voluntary and they would su"er
no penalty or loss of benefits for not completing it. In our solicitation, we requested that
the communications o!cer or someone with similar knowledge and authority complete the
survey.

We solicited all 12 ships that met the survey eligibility criteria between July 2023 and
June 2024, getting four responses. We invited ships to participate in the survey for each
CHOP during their deployment for which they were eligible; however, none volunteered. No
response (provided in Supplemental 3) met the eligibility criteria and was complete. Survey
participants’ answers to the qualitative portion of the survey, including their elaborations on
their experiences in the open-ended survey questions, reveal aspects of the cross-AOR shift
process that we may have otherwise overlooked. For example, they identify who directed
their communications-shift procedures and their satisfaction level with the process.

We highlight some characteristics of the received surveys here. One ship (S1) lacked enough
SATCOM missions to be eligible for the survey but submitted a complete survey anyway.
Two responses are incomplete because respondents answered question 4 partially, either
omitting a subset (S2) of or all (S4) the SATCOM missions or the IP network enclaves
(S3). For example, S2 identifies a SATCOM mission in question 1 that shifts to a di"erent
configuration in question 2 but omits that shift in question 4. We suspect that S2 reported
only the SATCOM shifts that involved changing satellites because the shifts that did not
involve changing satellites would have been mostly transparent to the ship while the losing
NOC re-patched the connection to the gaining NOC. Not knowing the order or timing of
the steps prevented us from measuring the bandwidth lost in the shift. Three ships (S2, S3,
and S4) shifted their SATCOM missions and IP network enclaves in the order directed by a
higher authority, either a group commander (S2 and S3) or Joint Fleet Telecommunications
Watch O!cer (JFTOC) Watch O!cer (co-located with a NOC) (S4). Future research
can investigate the group commanders’ level of understanding of how the afloat tactical
network architecture enables staying online when ships have multiple SATCOM missions
simultaneously. For S1 and S4, they claim that the order in which they executed their shifts
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was the same as it always is (Question 5, Appendix B), indicative of a status quo bias, as
described in Section 3.1.

3.3.3 Communications Shift Experiences
On average, survey respondents are “neither satisfied nor dissatisfied” with their experience
during the shift. However, on average, they see “a great extent” of room for improving the
quality of the SATCOM and IP network communications shift process. Because our survey
respondents are not randomly selected, we must consider the possibility for a self-selection
bias.

Despite operating a WAN system for decades for spanning IP networks between ships and
shore facilities, the Navy still struggles to make SATCOM and IP network communications
shifts routine. One survey respondent said:

For something that happens consistently to all ships as they maneuver through-
out the ocean, I was expecting a routine process to follow that would ensure
services shifted in a timely and e"ective manner. Instead[,] it behaves similar
to any other troubleshooting event, where the ship struggles to connect with
shore entities to isolate and resolve problems. (S2)

Respondents noted two categories for possible system improvements, satellite access autho-
rization (SAA) administration and equipment or system-specific issues. Three respondents
(S1, S3, and S4) experienced unplanned outages during their communications shifts. At
the macroimplementation level, these experiences involve low ambiguity and low conflict
(execute the procedures to accomplish the mission) so implementation should occur simply
when all the necessary resources are available (see Figure 2.1) [9]. However, at the microim-
plementation level, these experiences demonstrate high ambiguity in the execution details
and high conflict in contention for limited satellite resources. As such, implementation
occurs when su!cient understanding forms between a “coalition” of personnel aboard the
ship and at the various supporting stations ashore.

To get satellite access, ships submit satellite access requests (SARs) at least 45–60 days
(varies according to region) before they can connect. RSSCs evaluate and rank all SARs
against national priorities, as brokers of a limited resource. Upon approval, the servicing
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RSSC issues a corresponding satellite access authorization (SAA) that assigns the SATCOM
mission parameters, including the satellite resources, start and end times, ground station
(called a Standardized Tactical Entry Point (STEP) site) terminal configuration, and the
requesting ship’s SATCOM terminal configuration.

S1 and S4 mentioned how a lack of an SAA before they need SATCOM resources caused
trouble. For S1, receiving the SAA only after its previous SAA ended caused a 78-hour
wideband SATCOM outage and inhibited planning the shift with the gaining NOC. The
survey data do not reveal whether S1 submitted its SAR on time, schedule changes, or other
factors outside its control caused this gap in SATCOM coverage. Short-notice schedule
changes delayed S4: “While departing from the pier S/F [(ship’s force)] experienced delays
in getting DoD WB [(wideband)] approved due to a surge deployment and could not identify
a sponsoring component.”

For S3, the STEP site cut the ship’s SATCOM access before the SAA ended and reallocated
the SATCOM resources to another unit: “The [SATCOM] mission was secured [terminated]
prematurely with no explanation” (S3). Because another unit was using those resources
(apparently double booked), S3 could not get them back and su"ered a 28.8-hour outage,
lasting until its next SAA started and S3 could establish IP connectivity through it.

Another factor causing problems for S3 was its older systems: “All [people at the] comms
stations we used on deployment . . . were unfamiliar with our ship’s capabilities and limi-
tations, despite conducting planning teleconferences where our concerns were specifically
laid out.” Specifically, during S3’s wideband outage, S3 needed to shift its protected-band
SATCOM. (Wideband and protected-band are military SATCOM terms representing di"er-
ences in frequency and waveform; both are suitable media for ships’ IP WAN connectivity.)
However, the gaining NOC was unprepared to connect with S3’s older protected-band
terminal, which enabled a 118.4-hour outage. The wideband and protected-band outages
overlapped, causing a 24.2-hour complete IP service outage for S3 while deployed.

If S3 and the gaining NOC discussed S3’s equipment configuration, how could the NOC
personnel be unprepared to connect? Those who have served at communications stations
would be quick to suggest that the personnel involved in the planning teleconference simply
forgot to pass the information to the team on watch [146], [147]; however, this seems
unreasonable to be the root cause of an outage lasting nearly five days. Neither can we call
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this NOC consistently substandard because S2 praised this same NOC for its troubleshooting
support. The survey data do not identify a root cause for this outage.

3.3.4 Respondents’ Ideas for Improvement
S1’s and S4’s comments suggest that the complications in getting SAAs indicates that
the system insu!ciently supports deployed ships, thus increasing ambiguity (not knowing
whether a shift will be adequately supported) and conflict (as an unplanned outage incurs
additional risk to the ship’s mission) at the microimplementation level. S1 recommends ships
and NOCs coordinate better and earlier; however, even when ships discuss communications-
shift plans with the involved NOCs, problems can persist, like S3’s experience. S1 also
recommends that NOCs should continue to track a ship’s shift progress through completion:
“It seems like the process should be something that is tracked until the unit CHOPing has
switched over successfully.” Such “tracking” would help engender the “coalition” necessary
for policy implementation in a high-ambiguity, high-conflict scenario [9].

Of the multiple factors a"ecting a ship’s shift schedule, S3 suggests that ships have greater
input. A communications shift typically occurs within 24 hours of a CHOP and ships (or
strike groups) have some control over the timing of their shifts in their SARs and IP Service
Requests. If a ship believes the most convenient time for a shift is at 1500Z, then it need
not request a service end or start time at 0001Z just because it marks the beginning or end
of its assigned CHOP date. Ships have greater flexibility when they coordinate with the
Wideband Satellite Operations Center (WSOC) and JFTOC during their shift and could
extend their satellite access beyond the SAA end time or start it earlier than the SAA start
time. Such coordination strengthens a coalition at the microimplementation level. Ships
have even greater flexibility in shifting their network enclaves (including NIPRNet and
SIPRNet) and, if prepared, could shift them without NOC support [116]; though, this may
increase conflict between the ship and NOC, harming the coalition and potentially causing
additional problems.

Both S2 and S4 describe a practice of shifting their SATCOM and IP network services before
getting underway on deployment from their home ports. This procedure puts the potential
outage before the deployment starts and enables easier access to the ship for technical
help from shore stations. Also, it is consistent with the older Navy WAN architecture’s
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procedures when ships needed to completely isolate from one NOC before connecting to
the next, as described in Section 3.3.1. However, with the newer WAN architecture, no
outage requirement exists for shifts. The survey data do not indicate whether procedure S2
and S4 describe is an outcome of the status quo bias (i.e., the way they have always done it)
or a risk mitigation measure (i.e., to avoid a potential outage while deployed).

These experiences help us answer the initial research question for this study about why some
sailors are not using the resilience-improving capabilities of deployed IT. The ambiguity-
conflict model helps explain that system complexity, ambiguity, and conflict at the microim-
plementation level all contribute to the Navy’s inability to ensure smooth communications
shifts routinely [9]. The model also supports sailors’ ideas from the survey data for improving
communications shifts during CHOPs.

3.4 Discussion and Conclusion
How can the level of adoption of available IT capabilities contribute to gaps between
policy and practice? We explore the Navy’s adoption of IT systems that can support re-
silient command and control (C2) communications: the Navy’s afloat chat system and
WAN architecture. We find that these systems were not fully “adopted,” that is, completing
their acquisition, implementation, and initial user training [13]. Because their implemen-
tation and user training were incomplete, their operation in the continuance phase of the
information system life cycle revealed a policy-implementation gap.

The ambiguity-conflict model [9] and the concept of metastructuring through technology-
use mediation [128] help explain surveyed sailors’ underuse of resilience-providing capa-
bilities and form the basis for our intervention recommendations. For chat, a decoupling
of the Navy’s goals for the system and the system’s implementation has caused a policy-
implementation gap between them. For the communications shifts, high ambiguity and
high conflict at the microimplementation level enables success only when su!cient un-
derstanding forms between a coalition of personnel aboard the ship and at the various
supporting stations ashore. In both cases, high ambiguity has the greatest impact on the
diverse microimplementations that widen the policy-implementation gap.

In reducing ambiguity for each system’s implementation, we recommend a sociotechnical
approach, that is, an approach that views “society and technology together as one coherent
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system” [104, p. 1] because focusing only on the social or only on the technical will not
overcome the nonuse that we observe. Such an approach requires the U.S. Navy’s leader-
ship’s intervention to use the full capabilities of applications to maximize their resilience.
We recommend the Navy continue executing the multiple tasks described in Supplemental 2
to improve the systems’ design and resilience of its C2 communications. Realizing the op-
eration of distributed chat architectures requires both a technical configuration change and
mediating technology use for the resilient chat capability. Survey data reveal that the most
significant hurdles to using afloat chat servers include respondents’ awareness of their exis-
tence, capabilities, and benefits and how best to use their capabilities, indicating insu!cient
metastructuring.

One may argue that people sometimes do not adopt a technology because they believe that
its disadvantages outweigh its benefits such that the perceived benefits are not worth the
e"ort to adopt it [for examples, see 108, pp. 149–150, 244–245, and 278]. Recognizing
a technology’s worth can be di!cult when the technology’s users do not know about its
capabilities and benefits and such benefits help only in contingencies, like a communications
loss or degradation [109]. However, our survey data do not contain an indication that
anyone sees a disadvantage of operating a distributed chat architecture or using improved
communications shift procedures.

One may suspect that other capabilities of deployed systems also go unused because they
could be unfamiliar to sailors. Promisingly, the relatively new Software Acquisition Pathway
in the Defense Acquisition System’s Adaptive Acquisition Framework directs an annual
assessment mechanism that forms the very structure to reveal gaps like this to sponsors [144].
Future research can explore the e"ectiveness of this newer acquisition method. Technology-
use mediation to raise awareness will involve providing greater understanding into why
ships have afloat chat servers and how to operate them in a distributed chat architecture
by having a fleet commander-level champion promote their use and circulate guidance.
This circular relationship of receiving feedback and implementing it throughout the fleet
comprise an e"ective metastructuring approach [128]. Whether the Adaptive Acquisition
Framework’s annual assessment mechanism will yield tighter links between development
and use can be the subject of future research.
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In seeing the lack of realized resilience, it may seem easier to decide to adopt a new
technology than fix and maintain the old technology, which still might not achieve the
intended resilience [148]. U.S. Navy engineers are developing Communications as a Service
(CaaS) to enable an anything over anything capability and are integrating new chat software
that uses CaaS for its connectivity between afloat networks. It enables encoding IP tra!c
for conveyance over paths not traditionally recognized as IP paths. For example, one CaaS
server can convey IP tra!c to another CaaS server in J-series messages over a tactical data
link (TDL). The capability promises to be more resilient than previous chat capabilities
because of its ability to use many communications paths, not just native IP paths. Will this
become yet another unused capability like the distributed chat architectures that the fleet
first used in Trident Warrior 2005 [111]? If so, then the policy-implementation gaps revealed
in this chapter will likely persist with the new system. What technology-use mediation and
system design actions will the Navy empower its sailors to take to reduce these gaps and
help ensure its success? Learning from the lessons observed in surveyed sailors’ (non)use
of afloat chat servers, the Navy should ensure that sailors (C4 leadership and end users)
are aware of the new chat capability, its benefits, and how best to use it to apply those
benefits to bolstering the resilience of C2 communications. We must therefore understand
the whole-system context for adopting each new system.

As the U.S. Navy emphasizes command and control (C2) communications resilience in
distributed maritime operations and communications-degraded or denied environments
(CD2Es), understanding current systems’ use can reveal better ways to use them. Further,
applying these lessons observed to new systems can help keep new systems from the same
fate (of their resilience-providing capabilities being underused) and improve warfighter
e"ectiveness.
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CHAPTER 4:
Using a Commonly Accepted Framework to Protect

Against Privacy Inferences

An adapted version this chapter appears as “Mitigating Inference Risks with the NIST
Privacy Framework” by C. B. Landis and J. A. Kroll in the Proceedings on Privacy En-
hancing Technologies (PoPETs), vol. 2024, no. 1, pp. 217–231, 2024. Available: https:
//doi.org/10.56553/popets-2024-0013 [45].

Organizations face substantial challenges in practical privacy risk management. For ex-
ample, for over a century, the U.S. Census Bureau has faced privacy risks in its lawful
collection of personal data on U.S. citizens [149]. A practice the Census Bureau follows
is to not release raw data, only products, like statistics. While privacy-preserving methods
have evolved over time, so have adversarial capabilities to infer identities and attributes of
ostensibly deidentified data [150]. Formerly promoted deidentification methods for statisti-
cal databases [151], [152] are no longer su!cient [153], [154]. Although privacy-enhancing
technologies (PETs) can help, many organizations struggle in their use of risk controls [155].

Organizations face increasing levels of risk when handling sensitive data. In this context,
we explore the research question, “How can standards or frameworks guide or hinder
organizations’ policy implementation?” The National Institute of Standards and Technology
(NIST) Privacy Framework [43] is an important privacy-focused risk management tool in
the U.S. While some organizations have benefitted from using it [44], NIST o"ers a caution
against using the framework as a compliance or assessment checklist. Risk governance
within organizations is often focused on legal compliance [33], [156], which provides
limited privacy protection. Despite the many legally mandated data protection practices,
including those of the General Data Protection Regulation (GDPR) in Europe, comparable
laws in the U.S. (e.g., the California Consumer Privacy Act (CCPA) and Virginia Consumer
Data Protection Act (VCDPA)), and other jurisdictions (e.g., signatories to the Council
of Europe’s Convention 108), some decisions, like placing a privacy team in an advisory
role rather than an embedded role, can hinder privacy e"orts [33]. They can impede an
organization’s risk professionals from foreseeing compliance problems. The NIST Privacy
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Framework can help organizations in addressing this gap. We apply Matland’s ambiguity-
conflict model of policy implementation to explain how this gap can occur [9].

The framework fails to capture key ideas about specific privacy risks from the privacy
research community. It considers mostly the risks borne of unauthorized information flows
and cybersecurity failures while under-addressing data inferences. This gap limits the pos-
itive outcomes of practical privacy risk management. For example, Target inferred that a
teen was pregnant by her ordinarily non-baby-related purchases and sent coupons to her
for baby products, which antagonized the teen’s father who was unaware of his daughter’s
pregnancy [8]. News of the incident spread quickly and caused bad press for Target. One may
argue that this shortfall is like that in steganalysis, in that steganographers will always be a
step ahead [157]. Although a similar arms race may exist between deidentification and rei-
dentification techniques, several compelling inference incidents occurred years before NIST
publishing its Privacy Framework, so the framework should have addressed inferences.

Much privacy research has focused on the risk of reidentification of anonymized data,
often provoked by the popular notion of redacting personally identifiable information (PII)
for deidentification. However, over a decade ago, researchers established that protecting
privacy by protecting only information in PII categories is ine"ective [158], [159]. It
is insu!cient for preventing the reidentification of an individual in deidentified data, as
described throughout this chapter. For example, Cohen demonstrates the insu!ciency of 𝑉-
anonymity and other quasi-identifier (QI)-based anonymization techniques [153] on the EdX
data set [160]. The gap between legal requirements and technical implementations enables
workarounds, both unintentional and intentional, to the deidentification process [17], [153],
[161]. As such, the community has largely refocused its e"orts around provable guarantees
and quantifiable metrics, either of formal indistinguishability properties like di"erential
privacy [162] or of system-level information-hiding properties [163], [164].

The NIST Privacy Framework [43] describes itself as a comprehensive approach to an
organization-wide privacy program. It aspires to enable dialogue among executives, man-
agers, and practitioners to organize, assess, plan, and execute a privacy program in any
organization, customized to that organization’s needs. Frameworks like the NIST Privacy
Framework should help organizations balance the conflict between increasing the utility
of data by releasing them and protecting the privacy of people by safeguarding them. The
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framework authors assert that cybersecurity can exist without data privacy safeguards but
that protecting privacy is impossible without e"ective cybersecurity [43]. It maps catego-
rized risks to controls [165], which primarily focus on aspects applicable to cybersecurity.
Cybersecurity and the framework’s mapped controls still fall short of su!ciently managing
the risk of attackers inferring attributes [166], for example, as in mosaic theory [167]. No
statute or regulation requires framework adoption.

We analyzed how well the NIST Privacy Framework identifies and controls the risks of
sensitive data inferences by applying it to four inference incidents. The framework does
not guide organizations’ attention to enough of the various inferences risks that they should
mitigate, depends too much on an obsolete practice (i.e., protecting privacy by protecting PII
categories), and has limited guidance for translating policies into technical implementation.
We establish this taxonomy to describe two forms of inference risks:

Reidentification Inferences: Associating the original individuals with data that have been
anonymized, including by removing PII [159]. For example, researchers reidentified
individual users in a Netflix-released data set, even though Netflix had deidentified
the data before its release [168].

Operational Inferences: Inferring sensitive attributes about people and organizations, like
the Target teen-pregnancy example [8]. Even with perfect disclosure controls to
prevent reidentification inferences, operational inferences unrelated to PII may still
be possible, depending on the threat model [169], [170].

We introduce privacy inferences in Section 4.1 and the NIST Privacy Framework in Sec-
tion 4.2. Our primary contribution in Section 4.3 is to validate the framework’s capacity
to identify and mitigate inference risks by applying it to four incidents. In Section 4.4,
we propose recommendations for how organizations could have disrupted these incidents’
structural and systemic causes. We conclude in Section 4.5.

4.1 Privacy Inferences
For decades, many believed that managing one’s privacy consisted of a relatively simple
framework of limiting the sharing of sensitive information and being informed of and
consenting to any other entity’s use of sensitive information. Advancements in information
technology (IT) and using quasi-identifiers (QIs), however, have proliferated inference-
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generating capabilities beyond the control of any individual [171]. “Quasi-identifiers are sets
of attributes that are potentially available to an attacker from other sources, combinations
of which may uniquely distinguish an individual within the dataset” [160, p. 1469], for
example, the list of courses in which a student is enrolled. Privacy, then, has become
too complex for an individual to handle [172]. Such capabilities have even destroyed the
foundation of formally trusted deidentification techniques [159], including 𝑉-anonymity.
𝑉-anonymity means that “the information for each person contained in the [deidentified
data set] release cannot be distinguished from at least 𝑉 ↗ 1 individuals whose information
also appears in the release [173].

Today, organizations desiring to protect their members’ and constituents’ privacy should
develop a comprehensive privacy-risk management program, and the NIST Privacy Frame-
work can help. As privacy protections have evolved so have people’s definitions of what
privacy means to them, which complicates privacy protections [42], [174], [175]:

An e"ective privacy risk model must capture the potential cost of problems to
individuals, but it may be di!cult to do with any consistency because there may
be a significant divergence in the way individuals experience problems; that
holds true especially for embarrassment or other psychologically-based prob-
lems. Assessing the impact on individuals is an area that needs further research.
. . . Context, therefore, is a key characteristic in determining the likelihood of a
data action becoming problematic. [42, p. 22–23]

4.1.1 Inference Incidents
Past incidents demonstrate how people and organizations have been harmed by inferences.
Studying them o"ers opportunities for learning how to mitigate future incidents. Our tax-
onomy categorizes inference incidents as either reidentification or operational incidents.

Reidentification Inferences: MIT and Harvard EdX Data
In 2014, the Massachusetts Institute of Technology (MIT) and Harvard published data of
student online course performance on their EdX platform. They anonymized the data us-
ing QI-based deidentification to achieve 𝑉-anonymity, consistent with the requirements of
Family Educational Rights and Privacy Act (FERPA) [176]. Nevertheless, the data remained
vulnerable to reidentification attacks. For example, a downcoding attack reverses a QI-based
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deidentification’s hierarchical generalization by logical deduction, thus revealing portions
of the deidentified data. Another example is a predicate singling-out attack, combining the
notion of a “predicate,” which is synonymous with QI, and “singling out,” which is synony-
mous with a reidentification inference [153]. Thus, a predicate singling-out (PSO) attack
involves inferring a person’s identity from QIs in deidentified data. In highly dimensional
data sets, each record has at least dozens of attributes, like in the Netflix data set, social
media friendship graphs, and genetic data [168], [177]. The greater the number of dimen-
sions, the greater the opportunity to form QIs and find unique records. Cohen [160] could
reidentify anonymized records by executing downcoding and PSO attacks on the highly
dimensional data set.

Cavoukian and Castro argue that because demonstrations of these types of attacks appear
primarily in computer science venues, such attacks require computer science expertise
and rely on insu!cient deidentification techniques [178]. Many refute this claim [158],
[159], [177], [179]. Cohen emphasizes and shows how people without specialty education,
experience, or tools could reidentify students’ records. A “prospective employer, a casual
acquaintance, and an EdX classmate” [160, p. 1478] are among the potential adversaries
that could figure out whether a person failed any EdX courses and use that information
harmfully. The harm can include denial of job opportunities and public embarrassment.

Cohen speculated that the EdX experts deidentified the data set on one attribute after an-
other, followed by selective row deletion. They claimed to have achieved 5-anonymity across
17 overlapping QIs by removing records associated with 20% (121,160) of 597,692 stu-
dents; however, the union of these 17 QIs yielded 7.1% student uniqueness (1-anonymity)
in the data and 15.3% of students with less than 5-anonymity. The “disjointed,” rather
than atomic, deidentification process degraded the initially established 𝑉-anonymity [160].
Furthermore, the widespread technique of using QI-based deidentification on highly di-
mensional data sets can preserve enough information to enable reidentification whereas
di"erential privacy techniques can overcome this [153]. QI-based deidentification relies on
“unstated assumptions on the data distribution” [160, p. 1480] and likewise, is insu!cient to
mitigate reidentification, even when used in FERPA-compliant anonymization. Dwork and
Roth comprehensively define di!erential privacy and summarize it as arriving at the same
conclusion about a data set regardless of whether a record is in the set [162]; we expand
this definition in Section 4.1.4. If FERPA’s authors had included reidentification inference
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threats or if the EdX data set deidentification had used an atomic rather than a disjointed
process, reidentification would have been much more di!cult [180].

Reidentification Inferences: NYC Taxi Data
In response to a Freedom-of-Information-Law request, the New York City (NYC) Taxi and
Limousine Commission (TLC) released its taxi data from 2013 [181]. It anonymized the data
by hashing some sensitive fields, including driver license and medallion numbers, which
can reveal drivers’ annual income levels. A dictionary attack (creating a table of hashes
based on the format and range of possible values [182, p. 269]) quickly resolved the hashes
to their original, sensitive values. For inferences, though, analysts can reidentify passengers
and infer patterns of life, whether favorable, benign, or unbecoming, by combining the
remaining data (pick-up and drop-o" times and locations, itemized payment amounts, and
driver identification) with information that is public or otherwise known. Public information
in this deidentification case includes news media, municipal public property records, and
social media accounts. Published examples of privacy inference reidentification include
stalking celebrities, as shown in Figure 4.1, and reidentifying a man who visited multiple
strip clubs whose life could be ruined by someone who discovered these travels [183].
The harm for celebrities can include associations with businesses and residents that the
celebrities would have preferred to keep private.

Figure 4.1. A Public Photo of Bradley Cooper Getting into a NYC Taxi Enabled
Inference Reidentification of His Corresponding Taxi Route. Source: [183].
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Although the shortfall in deidentifying the taxi data such that passengers can be reidentified
shows a disparity between complying with the law and achieving the anonymity goal [17],
[161], the opportunity for inferences poses a greater risk to people and liability to the Taxi
Commission. The Taxi Commission ostensibly complied with the law when deidentifying
the data before its release, yet passengers, who had no personally identifiable attributes in
the data set, can be reidentified. Tockar demonstrated how di"erential privacy techniques
could have helped prevent inference-based reidentification [183]. However, Douriez et al.
demonstrated that di"erential privacy is insu!cient after transforming the taxi data set into
a moving object database of trajectories [181]. Similar reidentification opportunities exist
today [184], [185], [186].

Operational Inferences: Strava Heat Map
The Strava fitness app collects geolocation tracking data from its users and aggregates them
to generate a global heat map of workout locations, the brightness directly proportionate
to the popularity [187], enabling operational inferences. Only days passed between Strava
publishing its heat map in 2018 before people noticed workout paths in the Afghanistan
wilderness, shown in Figure 4.2. An easy inference identifies them as coalition forward
operating bases, inhabited by deployed military personnel. The heat map also revealed a
covert CIA site near Camp Lemonnier in Djibouti, an inference which could be fatal to the
lives of the agents.
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Figure 4.2. Strava Workout Tracking in Helmand Province, Afghanistan, De-
termined to Geolocate a Coalition Military Base by Operational Inference.
Source: [188].

Strava deidentified the data for its heat map by aggregation. Nevertheless, the aggregated
data violated the privacy of groups of individuals [187]. Strava noted that users could opt-
out of sharing and avoid revealing sensitive locations [187]. In other words, individuals’
seemingly innocuous behaviors harmed their organizations’ operational security (OPSEC).
Still, perhaps the best place to limit the spread of sensitive information is at its source. Many
communities use OPSEC principles but, the U.S. Government (USG) and the Department
of Defense (DoD) have a detailed OPSEC program policy available publicly [20], [170].

Operational Inferences: Pentagon Pizza Orders
In 1998, the owner of 59 Domino’s franchises in the DC area had a “Washington Pizza
Index,” the number of pizza orders that he correlated with the level of USG activity [189].
The index revealed and enabled operational inferences. Furthermore, based on the area of
the order, he could infer whether the pizza was headed for the White House, congressional
o!ces, or the Pentagon. For instance, the most pizzas ordered per day was by people
working in the Pentagon during the Persian Gulf War [189]. During a war, one might expect
a military’s headquarters to be working longer hours than normal. However, extra hours
devoted to planning before a major operation may reveal too much, potentially compromising
the success of the operation by signaling its imminence to adversaries. Likewise, a corporate
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build-up working toward the launch of a new product could provide similar inference
opportunities. Similar clues include parking lot fullness and employee shuttle activity
levels, and so on can likewise provide opportunities for unwanted inferences.

Lessons Observed
The NYC taxi passenger reidentification incident shows how attackers can combine anony-
mous data with public information from sources beyond the a"ected organization’s control.
Similar patterns of reidentification inference occurred in the Netflix prize [168], AOL search
history [190], and Massachusetts Group Insurance Commission [191] data release incidents.
Our other reidentification incident, EdX, revealed course performance. The Strava and pizza
incidents show how data aggregation can worsen privacy protections. Similar patterns of
operational inference occurred from electrical smart meter activity because of an elec-
tric company’s lack of protecting sensitive data [192] and Cambridge Analytica inferring
Facebook users’ political a!nity (an attribute), causing penalties for Facebook [6], [193].

The themes arising from these incidents in better mitigating reidentification inferences
were largely technical and those in better mitigating operational inferences were largely
sociotechnical. The following contributed to the inference reidentification of people in
deidentified data:

• Keeping too many quasi-identifiers (QIs) (EdX, Netflix, MA Health)
• Inability to translate legal requirements unambiguously into technical implementa-

tions (EdX, NYC)
• Disjointed, rather than atomic, deidentification (EdX)
• Lack of understanding deidentification methods (NYC, AOL)

Sociotechnical aspects, including human behavior and configuration decisions were the pri-
mary contributors to enabling operational inferences. The harmed organizations (coalition
forces, CIA, and DoD) in these operational inference incidents were involuntarily harmed
by the behavior of their members (deployed and headquarters forces) and third-party or-
ganizations (Strava, Domino’s, and the Washington Post). The harmed victim is often not
the primary organization involved in these unexpected OPSEC failures. The root of these
observations is inadequate consideration of the potential consequences of actions, including:
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• Risks of sensitive inferences from personal data were not identified (all operational
inferences)

• The by-design end-user defaults concealed risks (all operational inferences)
• Aggregate irregular behavior revealed sensitive information (Strava, Pizza, Smart

Meter)

4.1.2 Accounting for Sensitive Inferences in Law
Unlike some notable U.S. privacy and privacy-related laws that do not mention inferences as
a threat to privacy, we expect that newer privacy laws will address inferences. Researchers
have reported this shortfall in the Health Insurance Portability and Accountability Act
(HIPAA) [194], [195], Children’s Online Privacy Protection Act (COPPA) [196], [197], and
FERPA [176], [180]. The e"ects of inference attacks as privacy risks are more significant
than the way the law currently treats them. Nearly all legal references to inferences that we
found relate to reidentification, not operational inferences.

Various researchers propose defining a hierarchy of harms determines the sensitivity of
personal data [198], [199], [200], amplifying that some privacy violation harms are in-
tangible [201]. Holder analyzes the GDPR and CCPA, relatively progressive privacy laws,
finding that they are too ambiguous or contradictory about inferences [198]. Cli"ord,
Richardson, and Witzleb found growing consensus that lawmakers must address artificial
intelligence (AI) and machine learning (ML) technologies from a privacy perspective to
protect inferences [199]. Likewise, Feng, Wang, and Chen conducted a similar analysis and
proposed new laws in China to account for the privacy of inferences [200].

Wachter and Mittelstadt recommend improving the GDPR to account for protecting against
inferences by establishing an individual’s “right to reasonable inferences,” i.e., a “right on
how to be seen” as complementary to a “right to be forgotten” [202, pp. 613–614]. They
conclude that inferences are personal data, which requires the “right to know about, rectify,
delete, object to, or port” [202, p. 499], except that deletion can come with prohibitions
on (re)creating new inferences. They also investigate organizations’ facilitation of people
exercising their right to their personal data, called subject access requests. If this would
reveal an organization’s trade secrets or intellectual property, then they recommended that
organizations not be obliged to comply [202]. For example, Target revealing specifically
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which products lead it to infer that customers may be pregnant would reveal a trade secret
because the store that can o"er the best deals to an expecting mother will likely gain her
business [203], [204]. On the other hand, Edwards and Veale argue that this exception should
not be needed because the explanation of an inference-generating algorithm is irrelevant to
individuals’ rights [205]. Instead, they claim that the rights to deletion and porting are far
more important.

The O!ce of the California Attorney General (AG) came to a similar conclusion about
the CCPA [206], asserting that a consumer has the right to know about the inferences that
an organization generates [207]. They also agree that when a disclosure would divulge the
organization’s trade secrets or proprietary methods, organizations are not obliged to fulfill
the consumer’s request. They also claim that no provision of the then-forthcoming Consumer
Privacy Rights Act (CPRA)-revised CCPA would change the published opinion [207].

4.1.3 Inferences for Marketing
Although many business models depend on inferences, including determining creditworthi-
ness, insurance risk, and suitability for matching with an employer, mate, etc., perhaps the
most prolific field is marketing [208]. For example, Google [209], Facebook [210], Proctor
& Gamble [203], and other companies have had large returns on their targeted advertis-
ing. While identifying people’s potential shopping interests, based on inferences from their
metadata or activities, is not typically a malicious act, whether we should condone this type
of inference is controversial [8], [33], [203], [211]. Nevertheless, organizations continue to
target their advertising at specific users when they can because it is more e"ective [210],
[211]. For example, Tim Hortons and other fast-food restaurants sometimes track their app
users’ location at frequent intervals to know when they might be patronizing competitors
and to lure them back with special o"ers [212]. Further, with only the email address of a
specific victim user, it is also possible for attackers to infer their selected victim’s a!liations
and infer their demographics by entangling the victim’s advertising identity [213]. Although
targeted advertising often involves proprietary methods and data that are not intended to be
released beyond an organization’s analysts, organizations often share inferences with their
contracted third-party analysts, circumventing sharing restrictions [193].
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4.1.4 Privacy-Enhancing Techniques
Deidentification is non-trivial [152], [154], [177]. Narayanan, Huey, and Felten o"er a
“precautionary approach” to safeguarding privacy in data sets, claiming that future reidenti-
fication capabilities may be unknowable [179]. Their approach is all about decision-making.
The precaution is that organizations should not use any ad hoc deidentification techniques.
Instead, they argue for organizations to adopt provable privacy (for which they identify
di"erential privacy as the only option today), consider narrowing the scope of the data to be
released, and inform the a"ected parties of the content of and purpose for releasing the data,
sometimes called accountability notifications. Privacy-enhancing cryptography can be any
of several schemes that enable data processing without revealing the data, including di"er-
ential privacy, homomorphic encryption, and private information retrieval [214], [215]. In
turn, we introduce these privacy-enhancing cryptography schemes along with contextual
integrity as techniques to reduce the opportunities for inferences.

Di"erential privacy is one of the most prevalently discussed privacy-enhancing technologies
(PETs) today [216]. The formal definition of di"erential privacy fills a book chapter so we
summarize it here analogously [162]. Di!erential privacy provides a mathematical guarantee
about an adversary’s ability to deduce the values in a database row, that is, the adversary
would make the same conclusion about a database regardless of whether a record is in the set.
Stated di"erently, “Di"erential privacy promises to protect individuals from any additional
harm that they might face due to their data being in the private database 𝑓 that they would
not have faced had their data not been part of 𝑓” [162, p. 20]. The process of applying
di"erential privacy introduces randomness like social science’s method of coin-flipping for
survey respondents answering sensitive questions about illegal or taboo topics: tails means
to answer truthfully; heads means to flip another coin that determines the respondent’s
yes/no answer. Di"erential privacy can protect against both reidentification and operational
inferences made from di"erentially private databases, including by neutralizing linking with
other data sets and composition of multiple queries. It also enables data owners to quantify
an upper bound of their data losses before releasing the data.

Garfinkel, Abowd, and Powazek report on the U.S. Census Bureau’s work in implementing
di"erential privacy for the 2020 census, highlighting the challenges experienced [150].
Their three recommendations for furthering the implementation of di"erential privacy into
the Bureau’s work are not technical, but relate to organizational communications, bridging
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management and technical personnel. Abdu et al. concur, that organizations adopting di"er-
ential privacy must take a sociotechnical approach to have a chance at meeting success [217].
This parallels many cybersecurity and privacy controls in NIST Special Publication (SP)
800-53, which a"ect multiple levels of implementing organizations [46].

Homomorphic encryption enables computations on ciphertext data such that the decrypted
result matches the result as if the same computations had been completed on the plaintext
data [218]. Such a scheme would enable third-parties to process and store sensitive data as
ciphertext, thus maintaining data confidentiality. Because the first homomorphic encryption
schemes were exponentially slow compared to their plaintext equivalents, researchers have
been improving their performance. Further, they have been making the schemes more
practical for use beyond research laboratories by, for example, making software libraries
available publicly [219].

Private information retrieval inhibits database owners from seeing the queries made by
users [215], [220]. In other words, the users benefit from the privacy protection. Some
theoretical examples of private information retrieval combine it with di"erential privacy or
other privacy-enhancing cryptography schemes to protect the privacy of multiple parties
simultaneously.

Nissenbaum applies contextual integrity (CI) to privacy protection. Contextual integrity “is
preserved when information flows generated by an action or practice conform to legitimate
contextual informational norms; it is violated when they are breached” [221, p. 224].
Analysts identify each flow by the five-tuple {Subject, Sender, Recipient, Information Type,
Transmission Principle}. Raw data at the bottom of the flow hierarchy are used by analytic
processes at higher levels, generating inferences. From these, analysts can form additional,
higher-level inferences or predict instantiation of lower-level raw data. For example, Target
inferred that a customer was pregnant by analyzing her shopping history (raw data up to
inference) and predicted which products she might consequently purchase while pregnant
(inference down to probable raw data) [8].

Martin and Nissenbaum use contextual integrity to explore the important question of privacy
in public, which relates to our question because it helps conceptualize how people may
support or oppose inferences because of their data source or destination [222]. People
can have privacy concerns about public records in some contexts (inappropriate flows)
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but not others (appropriate flows). In their study, participants express the greatest concern
for privacy violations when data brokers were the sender of the information. Participants
believe data brokers have increased capability to extract sensitive information. The idea that
sensitive information can change hands without an observable flow increases the privacy
risk.

4.2 The NIST Privacy Framework
Cybersecurity compliance alone being insu!cient to protect privacy, NIST published its
Privacy Framework [43] to help organizations with their privacy risk management programs.
No statute or regulation requires framework adoption. The Privacy Framework’s authors
based its structure on the Cybersecurity Framework [223] but do not intend for it to be a
privacy assessment or compliance tool [43]. Fifty-seven of 100 privacy subcategories are
the same or similar to a cybersecurity subcategory [224], and both frameworks use the same
list of mapped controls [46], [165]. NIST acknowledges that checklist-like requirements
lend themselves readily to assessments that focus on compliance (not the framework’s
purpose) rather than on “achieving a positive outcome for privacy” [42, p. 14]. Although
the NIST Privacy Framework [43] has achieved substantive goals for some adopters [44], it
insu!ciently identifies and mitigates inference risks.

4.2.1 Framework Structure and Implementation
The NIST Privacy Framework emphasizes communicating throughout an organization. It
encourages dialogue among executives, managers, and practitioners to organize, assess,
plan, and execute a privacy program in any organization, customized to that organization’s
needs [43]. The Privacy Framework [43] describes organizations’ risk posture using pro-
files, a core, and implementation tiers. The idea is for organizations to iterate through the
framework’s core subcategories in their profile, and select applicable mapped controls for
each. They can self-assess their competency with the implementation tiers.

The framework encourages organizations to generate profiles to model their privacy activi-
ties and risk tolerance: one representing their current posture and a target profile modeling
their desired privacy risk-management goals. Organizations can use these profiles to self-
evaluate their requirements against the posture. Each profile maps to the core’s functions,
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categories, and subcategories. The core embodies the highest levels of an organization’s
privacy activities as functions: identify, govern, control, communicate, and protect. Each
function is divided into overarching, programmatic-level goals called categories and then
technical- and management-level goals as subcategories. Each subcategory maps to various
controls in the NIST SP 800-53 [46] as suggestions for mitigating the risk to that subcate-
gory. We diagram this structure in Figure 4.3. Organizations can assess their own capability
to manage privacy risk using the Framework’s implementation tiers, that is, a progression
of privacy program proficiency levels. The four tiers are partial, risk informed, repeatable,
and adaptive [43].

Figure 4.3. The NIST Privacy Framework’s Structure, including Mappings
from Subcategories to Controls. Adapted from [43, pp. 2 and 6].

NIST published revision 5 of SP 800-53 in 2020 to include both cybersecurity and privacy
controls [46]. It groups hundreds of security and privacy controls into 20 families such as
“Planning (PL).” Each family has base controls, each of which may have control enhance-
ments identified by parenthetical su!xes. For example, AU-16(3) means “Audit and Ac-
countability (AU) Control #16 (Enhancement #3)” and has the name “Cross-Organizational
Audit Logging | Disassociability” [46]. Control names are succinct and do not by themselves
su!ciently describe their controls. NIST maps most framework subcategories to specific
controls and control enhancements [165]. Because mapped controls are suggestions, each
adopting organization must choose controls for the organization’s privacy goals. Selecting
a control enhancement implies selecting its base control as well. Each control description
can mention related controls and citations to help practitioners choose the best controls.
Organizations must balance between applying every mapped control and not selecting an ap-
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plicable control [61]. The subjectivity necessary to implement the NIST Privacy Framework
well makes using it as a compliance or certification framework challenging.

4.2.2 Inferences in the Framework
Guarding against inference incidents is complex, and the framework should help. Protecting
privacy is a sociotechnical endeavor. The framework applies to exposure of private data
a"ecting individuals, “singly or in groups (including at a societal level)” [43, p. 4]. Orga-
nizations will be most e"ective in implementing any control (and the whole framework)
as a whole-of-organization e"ort with cognizance of interactions between the system and
component levels. The NIST Privacy Framework’s only mention of “inference” is in the
Control (CT) Function, Disassociated Processing (DP) Category, Privacy Subcategory #3
(P3) (CT.DP-P3).

CT.DP-P3: Data are processed to limit the formulation of inferences about indi-
viduals’ behavior or activities (e.g., data processing is decentralized, distributed
architectures). [43, p. 24]

This definition applies to operational inferences and is about attributes rather than reidenti-
fication. Because many initially think of reidentification as the primary inference risk, the
NIST Privacy Framework is of limited help.

Subcategory CT.DP-P3 maps directly to nine controls and control enhancements, listed
in Table 4.1 [165]. Although most controls focus more on technical than organizational
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aspects, three mapped controls (PL-8, PM-7, and SA-17) concern high-level actions that
management can use to bolster the organization’s privacy risk management.

Table 4.1: Controls from NIST SP 800-53 [46] Mapped [165] to Privacy
Framework [43] Subcategory CT.DP-P3 and Our Summaries of Their
Descriptions. Adapted from [46].

Access Control AC-23

Data Mining Protection

Limit database queries and responses. Apply di"erential
privacy or homomorphic encryption and accountability
notifications.

Audit and
Accountability

AU-16(3)

Cross-Organizational Audit Logging | Disassociability

Implement privacy-enhancing cryptography to
disassociate individuals’ identities from audit
information.

Identification
and
Authentication

IA-8(6)

Identification and Authentication (Non-Organizational
Users) | Disassociability

Decrease identity attribute visibility to transmitting
parties.

Planning PL-8

Security and Privacy Architectures

Develop them to describe requirements, dependency
assumptions, and enterprise architecture integration.

Program
Management

PM-7

Enterprise Architecture

Develop and maintain the architecture to relate security
and privacy risk with the organization’s mission and
business processes.

Control Family
Control
Number

Control Name

Summary

Continued on next page
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Table 4.1: Controls from NIST SP 800-53 Mapped to Privacy Frame-
work Subcategory CT.DP-P3 and Our Summaries of Their Descriptions
(Continued)

System and
Services
Acquisition

SA-8(33)

Security and Privacy Engineering Principles |
Minimization

Minimize collection, processing, and retention of
private data.

System and
Services
Acquisition

SA-17

Developer Security and Privacy Architecture and
Design

Have external system developers produce a design
specification and security and privacy architectures.

System and
Communications
Protection

SC-2(2)

Separation of System and User Functionality |
Disassociability

Store applications separately from users’ state
information and interactions.

System and
Information
Integrity

SI-19

Deidentification

Remove elements of private data from data sets and
evaluate reidentification viability.

Control Family
Control
Number

Control Name

Summary

Note: Each control number is serialized, for example, AU-16(3) means “Audit and Accountability (AU)
Protection #16 (Enhancement #3)” and its name has the format “Base Control Name | Control Enhancement
Name.”

The framework addresses reidentification in subcategory CT.DP-P2 but focuses on data
processing to “limit the identification of individuals” [43]. It does not address inferences
directly. Of its eight mapped controls, three also map from CT.DP-P3 (AC-23, SA-8(33),
and SI-19) [165]. The other five controls relate to reidentification not necessarily involving
inferences.
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4.3 Identifying and Mitigating Inference Risks with the
Framework

To understand the value of the framework for mitigating inferences we assess how well it
could have helped mitigate the incidents described in Section 4.1.1. These four inference in-
cidents occurred before NIST published its Privacy Framework [43]; therefore, the involved
organizations could not have used the framework. This forms a baseline from which we
evaluate how well the NIST Privacy Framework could have helped in mitigating inference
risk.

Applying Matland’s ambiguity-conflict model of policy implementation, we assess the
circumstances in the organizations before the inference incidents occurring to capture the
nature of their privacy policy implementations, recognizing the incident as an outcome of
implementation (see Figure 1.3) [9]. We recognize that the organizations involved were
subject to legal privacy requirements. Although the specified requirements of these laws
and regulations vary in their ambiguity, they all aim to protect people’s privacy. Across
the organizations, we find varied microimplementations enabled by the ambiguity in how
to protect privacy. Although implementation conflict appears to be relatively low, points
of conflict arise in balancing between data utility and privacy. For example, Strava’s heat
map, which is a product feature and depends on having users’ location data, is at odds with
protecting users’ privacy (see Sections 4.3.3 and 4.3.8). Based on the overall conditions
of high ambiguity and low conflict, the ambiguity-conflict model indicates that policy will
be implemented when su!cient autonomy in microimplementation exists (see Figure 2.1)
and that “contextual conditions dominate the [implementation] process” [9, p. 165]. We see
in the incident descriptions in Section 4.1.1 how implementation occurs in varied ways,
according to the context of each situation and organization, thus validating the model’s
relevance.

This section assesses of the e"ectiveness of the NIST Privacy Framework subcategory
CT.DP-P3 and SP 800-53 controls to which it maps. Table 4.1 lists these controls and
their enhancements. For each control and its enhancements, we assess whether it applies
to each incident and would help identify and mitigate risk. We also estimate the control’s
likelihood of implementation. We summarize of our results in Table 4.2. Each cell’s symbol
in the middle four columns represents how much the control was implemented: N/A - not
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applicable, U - unknown and unlikely, L - unknown and likely, N - not implemented, P
- partially implemented, or F - fully implemented. The last column indicates the lesson
observed: CPAI - combining anonymous data with public information, PII/QI - the insuf-
ficiency of removing solely PII categories or quasi-identifiers (QIs) to protect individuals
from reidentification, or TPTI - di!culty translating policy into technical implementation.

Table 4.2. A Summary of Our Analysis of the E"ectiveness of NIST SP
800-53 Controls [46] Mapped [165] to Privacy Framework [43] Subcategory
CT.DP-P3 Against the Incidents Presented in Section 4.1.1

Control Number and Name EdX
NYC
Taxi

Strava
Pizza
Index

Lesson(s)
Observed

AC-23 Data Mining Protection N N N/A N/A N/A

AU-16(3) Cross-Organizational Audit
Logging | Disassociability

N N N/A N/A N/A

IA-8(6) Identification and
Authentication (Non-Organizational
Users) | Disassociability

P P P P PII/QI

PL-8 Security and Privacy
Architectures

L U F F TPTI

PM-7 Enterprise Architecture L L P P TPTI

SA-8(33) Security and Privacy
Engineering Principles | Minimization

N P F N/A CPAI

SA-17 Developer Security and Privacy
Architecture and Design

N/A N/A N/A N/A N/A

SC-2(2) Separation of System and User
Functionality | Disassociability

P N P P PII/QI

SI-19 Deidentification P P P P
CPAI, TPTI,

& PII/QI
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Modeling this policy-implementation gap has multiple complications. First, we have lim-
ited insight into these organizations’ policies to protect against inferences. Second, these
organizations could not have used the NIST Privacy Framework. Third, we describe vari-
ous uncertainties in this section, including in Table 4.2’s U and L symbols. As such, our
analysis represents an approximation based on the evidence and documentation available
to us. Using a model to quantify these controls’ implementations (like Equation 1.2 o"ers)
can feign undue confidence in the apparent precision of our assessment [225]. Because of
our limited ability to assess conformance of implementations to policy requirements (see
Figure 1.3), using a model that spans goals to outcomes may be more appropriate.

4.3.1 AC-23: Data Mining Protection
This control says to limit database queries and responses and apply di"erential privacy
or homomorphic encryption and accountability notifications. As indicated in Table 4.2,
no organization implemented this control. Applying di"erential privacy well would have
safeguarded both the EdX and taxi reidentification inference incidents; Cohen and Tockar
both claimed as much [160], [183]. Limiting database queries or enabling accountability
notifications for atypical database queries or accesses (as in [226] for multilevel relational
databases or [151] for statistical databases) would not have helped because the data sets
were made public. Applying homomorphic encryption, a technique suggested by this con-
trol, would not have helped in either incident because the plaintext data were public, and
publishing encrypted data would have had no value for these organizations’ intent to release
the data.

Because Strava executed an aggregate query on its database, it abated data mining oppor-
tunities for reidentification in the heat map, but operational inferences were still possible.
No PETs suggested by this control would have helped prevent the operational inferences.
Similarly, for the Pizza Index, management deliberately revealed the inference publicly
during a newspaper interview [189]. This control is therefore not applicable for operational
inferences.

AC-23 has no control enhancements.
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4.3.2 AU-16(3): Cross-Organizational Audit Logging | Disassociability
AU-16 focuses on the protection of users’ identities when coordinating auditing with exter-
nal organizations, like linking tables through blinded keys to disassociate logs from their
data. An audit is an “independent review and examination of records and activities to as-
sess the adequacy of system controls, to ensure compliance with established policies and
operational procedures” [46, p. 395]. From a privacy perspective, to disassociate the data
in logs means to remove fields and content that could link log entries with individuals.
Although the principles of this control’s “disassociability” enhancement could apply, de-
spite no organization implementing it, auditing does not specifically concern the incidents
in Section 4.1.1.

This control enhancement says to implement privacy-enhancing cryptography to disasso-
ciate individuals’ identities from audit information. Privacy-enhancing cryptography (in-
troduced in Section 4.1.4) may have helped mitigate reidentification inference incidents.
Specifically, private information retrieval techniques could help in both the EdX and taxi
incidents, if, for example, it provided a query interface for researchers instead of making the
whole “anonymized” data set public. This control would not have helped mitigate the oper-
ational inferences because the incidents did not involve disclosure of individuals’ identities;
therefore, it does not apply to the operational inferences.

4.3.3 IA-8(6): Identification and Authentication (Non-Organizational
Users) | Disassociability

IA-8 focuses on organizations’ external, non-organization users’ interactions with the orga-
nization’s information systems. Because each incident described in Section 4.1.1 involves
publicly released data, non-organizational users do not authenticate to access the data. This
base control does not apply; though, the principles of IA-8(6) could still apply.

This control enhancement says to decrease identity attribute visibility to transmitting parties.
Interestingly, each organization in the inference incidents partially implemented this control,
in that they sought to “make [individuals’ identifiers] less visible to transmitting parties” [46,
p. 145], but their deidentification attempts were ine"ective at mitigating the inferences.
This is more evidence demonstrating the ine"ectiveness of protecting privacy only by
PII categories, which we describe in Section 4.4.3. In the EdX data, the quasi-identifiers
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(QIs) remaining after deidentification contributed to analysts’ reidentification inference
capability. For the taxi data set described in Section 4.1.1, combining public information
with released deidentified data enabled passenger reidentification. Strava’s and the (perhaps
inadvertent) Pizza Index’s disassociation of individuals’ identities through aggregation (like
trying for 𝑉-anonymity with su!cient 𝑉) retained enough attribute information to enable
these operational inferences. Neither Strava nor the Domino’s franchise owner categorized
geolocation as an identity attribute to be disassociated.

4.3.4 PL-8: Security and Privacy Architectures
NIST SP 800-53 describes security and privacy architectures as system-level manifests
having three components: requirement descriptions for how each system protects the confi-
dentiality, integrity, and availability of organizational information and PII, a description of
how they support the enterprise architecture (explained in control PM-7 in Section 4.3.5),
and assumptions about the system and its dependencies to accomplish these things [46,
p. 198]. For our inference incidents, an architecture proved insu!cient to mitigate them,
indicating organizational di!culty with translating intent into policies and policies into
technical implementations.

For reidentification inferences, the data owner’s security and privacy architecture’s imple-
mentation protects the data. While a private organization’s system-level security and privacy
architecture may not be publicly available, EdX had a privacy policy dated February 6, 2012
that was still in e"ect when the 2013 academic year began [227], the year of data comprising
the EdX data set. The policy comprehensively covered the entire student experience, includ-
ing that private data may be revealed publicly, “to the extent permitted by FERPA” [227].
As such, EdX likely had a system-level security and privacy architecture from which they
derived this privacy policy, indicating apparent compliance, yet reidentification inferences
were still possible. Similarly, New York City’s law governed the Taxi Commission’s han-
dling of PII. Specifically, Chapter 5 of Title 10 of the administrative code defines PII and
lists requirements for publicly disclosing that a security breach occurred [228]; however,
in 2013, no statute required city agencies to have privacy policies or architectures and no
public evidence that the commission had them exists. Therefore, the commission likely
had some level of awareness of its need to protect individuals’ privacy but likely lacked a
security and privacy architecture. In this analysis, a gap in translation clearly exists. Without
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additional internal details from these organizations, we speculate that the breakdown oc-
curred in translating intent into policies, which would indicate the polices were insu!cient,
or translating policies into technical implementation.

For operational inferences, PL-8 di"ers from the other controls described thus far because
the victim organization’s architecture protects the data, not so much the data owner’s
architecture. In the cases of both Strava and the Pizza Index, the U.S. DoD (generalized here
from the “Coalition Forces” that would have been in Afghanistan in 2018) was the a"ected
party, not Strava, the data owner, or any individual. This is like a side-channel attack in
that an unexpected information flow enabled the disclosure of sensitive information [182,
p. 870]. The DoD has a system-level security architecture [229] and privacy program [230],
but neither has a role in preventing the inference of sensitive information, which the OPSEC
program [20] governs. Apparently, the DoD OPSEC program was insu!cient in translating
these types of operational inference risks for DoD employees to consider.

Although subcategory CT.DP-P3 maps to the PL-8 base control, framework adopters can
implement any of PL-8’s two control enhancements:

(1) Defense in Depth
This enhancement focuses on applying levels of defense while developing and administering
security and privacy architectures [231]. Because the EdX and NYC Taxi data sets were made
public, that is, outside an organization’s control, layering additional defenses would not have
prevented these inferences. Defense-in-depth could have helped a"ect an OPSEC program,
however, in the Strava and Pizza Index incidents by suggesting additional safeguards to limit
the signals coming from these DoD sites.

(2) Supplier Diversity
This enhancement addresses the potential issues of a monoculture [232]. Although diversi-
fying the suppliers of IT products would not have applied in these incidents, one can apply
this control enhancement’s principle by considering the Pizza Index incident: If take-out
orders were balanced across food genres or planners met virtually from geographically
dispersed locations, the Domino’s franchises’ owner might not have been able to make the
same index.
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4.3.5 PM-7: Enterprise Architecture
This control says to develop and maintain an enterprise architecture to relate security and
privacy risk with the organization’s mission and business processes. In contrast with PL-8,
PM-7 is a higher-level control that includes security and privacy (among a host of other
organizational concerns) when integrating systems that might each have their own security
and privacy architecture. In the incidents described in Section 4.1.1, an architecture proved
insu!cient to mitigate inference risk, indicating organizational di!culty with translating
policies into technical implementations.

Like a system-level security and privacy architecture, an organization’s enterprise archi-
tecture may not be public knowledge. EdX did not indicate on its Web site that it had an
enterprise architecture, but EdX probably had a general business model that would meet
the spirit of this control. NYC’s Web site included a 2016 job posting indicating that the
city has an enterprise architecture [233], though being a big and disparate organization,
this may be a mis-categorization. Even so, without access to these architectures, we cannot
determine how well they account for privacy risks. In contrast, the DoD (the generalized
victim of the operational inference incidents) has only a framework for developing archi-
tectures [234], [235]. Nevertheless, it mentions risk management and guiding security and
information assurance requirements but not privacy [234] so we gauge this as a partial im-
plementation. Without additional details from these organizations, we speculate whether the
breakdown occurred in translating intent into policies or translating policies into technical
implementation.

“O#oading” is PM-7’s sole control enhancement. It recommends that organizations move
all non-essential supporting functions to other entities (including organizational components
and third-party providers) to separate the functions from critical systems and data. This is
like the principle of least privilege, that “every program and every user of the system should
operate using the least set of privileges necessary to complete the job,” which limits the
actions that could compromise the confidentiality, integrity, and availability of a system
and its data [236, p. 1282]. This control enhancement relies on the implied assumption that
the component or contracted organizations performing these functions would be experts
and thus have better quality and more e!cient security and privacy safeguards specific to
those functions, thus decreasing the likelihood of privacy violation. While how much EdX
o#oads non-essential supporting functions is unclear, governments typically delegate or
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contract many functions so it is likely that both NYC and DoD o#oaded functions to some
degree. For all the above, nothing indicates that o#oading contributed to the incidents.

4.3.6 SA-8(33): Security and Privacy Engineering Principles | Mini-
mization

This is the only control with an engineering perspective on security and privacy. SA-8 and
its enhancements serve as an avenue through which organizations can include security and
privacy engineering principles. It also applies a lens by which the framework reminds its
adopters to operationalize these principles at all stages of a system’s life cycle. SA-8(33)
focuses on minimizing the collection, processing, and retention of private data, a concept
we discuss further in Section 4.4.3.

EdX collected students’ level of education, gender, and year of birth, each as optional
fields and inferred a country of residence from the user’s public Internet Protocol (IP)
address [160]. EdX’s privacy policy allows at least nine purposes for these data, of which
nearly all relate to data analysis [227]. Being optional, none of these PII fields matter to
enrolling in and completing a course, the core function of the EdX platform. As such,
EdX did not apply this security control. As explained in Section 4.1.1, these extra PII
fields enabled reidentification inferences by allowing the combination of quasi-identifiers
(QIs) [160].

The NYC TLC partially implemented SA-8(33), its data containing unnecessary PII fields
for drivers but not passengers. These fields enabled analysts to learn the annual income
of reidentified taxi drivers [181]; however, minimizing passenger PII proved ine"ectual at
preventing reidentification because of combining public information (listed in Section 4.1.1)
with precise time and location data in the data set. Interestingly, unlike normal taxi service,
mobile-app-based ride-share services (e.g., Lyft and Uber) require passenger identification
for payment and “other purposes,” which raises the question of passenger privacy in these
contexts.

For Strava, minimization by aggregation did not prevent operational inferences [187]. Even
without PII present in or contributing to the heat map, operational inferences were still
possible because of public information related to current events [188]. On the other hand,
nothing indicates that Domino’s stored any of its customers’ PII beyond transaction com-
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pletion; such PII would not have applied to minimize to mitigate the operational inferences
anyway. But for the other three incidents described in Section 4.1.1, combining public
information with the deidentified data sets enabled these inferences.

4.3.7 SA-17: Developer Security and Privacy Architecture and Design
This control guides adopting organizations in setting requirements for external system
developers. Since we have no indication that any of the incidents in Section 4.1.1 employed
or contracted external developers, this control does not apply for these cases.

4.3.8 SC-2(2): Separation of System and User Functionality | Disasso-
ciability

SC-2 focuses on separating user-level and system- or privileged-level functions. Given the
public nature of the data sets and inferences in the incidents, this base control would not have
applied. The principles of SC-2(2) could still apply, though. It says to store applications
separately from users’ state information and interactions. For the one organization that
appeared to have implemented this control enhancement (i.e., EdX), remaining quasi-
identifiers (QIs) were problematic for preventing inferences.

For reidentification inferences, EdX’s privacy policy [227] clearly communicated that it
tracks users’ interactions with the Web site; however, course enrollments and the number
of forum posts per course (both QIs) were the only interaction data included in the data
set [160]. In other words, we suspect that EdX did not normally separate its users’ interaction
data (to not hinder internal data analysis) but did so partially to release a deidentified data
set. The NYC taxi data owners did not implement this control. To arrive at this conclusion,
we considered that drivers’ system interaction state information to be the association of the
specific driver with each route completed.

For operational inferences, Strava’s and the Pizza Index data aggregation removed nearly all
users’ association with their state information from the released data; but the retained user
data enabled revealing users’ locations. In this light, some view location data as identifying
data [167], [237]. For example, even when similar heat maps establish endpoint privacy
zones to hide users’ starting and ending points, an attacker can still discover these precise
endpoints [238]. Thus, Strava partially applied SC-2(2). If the DoD OPSEC Program alerted
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Pentagon employees to the risk, they could have omitted information from their pizza orders
(i.e., delivery address) by taking-out or dining-in, especially if at a further location than
the closest Domino’s to the Pentagon. Following this practice, Domino’s franchise owner
would have had to incur a greater burden to associate the orders with the Pentagon.

4.3.9 SI-19: Deidentification
This control says to remove elements of private data from data sets and evaluate for rei-
dentification viability. EdX, NYC, and Strava each partially implemented SI-19 but, as
previously explained, deidentified data insu!ciently to prevent inferences. On the other
hand, the Domino’s franchises’ owner deidentified his customers but not their association
with the USG, which, in isolation, is not necessarily a sensitive correlation. Arguably,
though, exposing this operational inference was the whole purpose of his interview with the
Washington Post [189].

Although subcategory CT.DP-P3 maps to the SI-19 base control, framework adopters can
implement any of SI-19’s eight control enhancements:

(1) Collection
Deidentify the data a priori by limiting the collection only to the necessary fields. We
analyze this concept of minimization under control SA-8(33) in Section 4.3.6.

(2) Archiving
To protect data stored long-term, this control enhancement urges deidentifying data before
archiving them such that private data (whose intended utility was temporal) are not archived.
Data archiving did not play a role in the selected incidents because the goal was data release.

(3) Release
Deidentifying data before releasing it outside the organization is the fundamental goal;
however, the selected incidents demonstrated that it is a challenging endeavor. See also our
discussion of disassociability and control IA-8(6) in Section 4.3.3.
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(4) Removal, Masking, Encryption, Hashing, or Replacement of Direct Identifiers
In the EdX data set, fields that could serve as direct identifiers (PII categories) were either
removed or replaced before its public release [160] but enough information remained to
comprise QIs. The NYC TLC hashed direct identifiers, but did not use a key or salt to the
hash as the control recommends, which enabled taxi driver reidentification [183]. Strava
removed direct identifiers through aggregation. We analyze the Pizza Index deidentification
from the Domino’s perspective with this base control and, from the Pentagon perspective,
with control SC-2(2) in Section 4.3.8.

(5) Statistical Disclosure Control
This control enhancement applies to situations in which multiple versions of a data set
enable analysts to infer attributes because of changes from one version to the next. For
example, an analyst could capture images of the Strava heat map at various times to create
a longitudinal data set and make inferences about paths appearing or disappearing. For the
other incidents, no comparison over time is possible because only one version of each data
set was released, so this control does not apply.

(6) Di!erential Privacy
This is one of the most promising PETs to mitigate against reidentification inferences. We
briefly list the foremost challenges to implementing di"erential privacy in Section 4.1.4 and
analyze the potential success for di"erential privacy with control AC-23 in Section 4.3.1.
Including the concept of inference generation from lingering QIs (as existed in the EdX
deidentification process [160]) into controls like SI-19(6) “Di"erential Privacy” would
prompt organizations (when selecting and discussing controls) to mitigate this inference
vulnerability.

(7) Validated Algorithms and Software
Many privacy preserving technologies are available that help guard against inferences in
specific use cases. For example: First, Hasan and Fritz devise a method that protects students
from having their genders inferred from their online coursework interactions [239]. Second,
Zhang et al. develop a method to anonymize data generated by human-wearable devices,
inhibiting analysts’ ability to infer age, gender, height, and weight while preserving the data
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well enough to categorize activities, for example, walking and running [240]. Of the selected
incidents, none used a validated deidentification algorithm like either of these examples.

(8) Motivated Intruder
Analogous to a penetration test for an information system, which is covered by control CA-
8 Penetration Testing, this control enhancement involves trying to reidentify individuals
in deidentified data. Tests should define the resources available to the motivated intruder,
including level of insider knowledge and system access. Nothing indicates that any party in
the selected incidents applied this control.

4.4 Recommendations
Based on our analysis of NIST’s Privacy Framework helping organizations mitigate privacy
inferences, summarized in Table 4.2, we recommend that privacy programs include the fol-
lowing inference-related aspects. Because they complement the framework, we also propose
how to include these inference-related aspects in the framework [43]. To better mitigate an
attacker’s ability to combine anonymized data with other information, we seek to increase
the coverage of inferences in mapped controls in Sections 4.4.1–4.4.2. First, we examine
existing inference-related controls that are not mapped to subcategory CT.DP-P3. Then, we
recommend improving specific controls with inference-relevant verbiage and references and
then mapping those controls to CT.DP-P3. In Section 4.4.3, we propose updating controls
about PII to account for the obsolescence of solely safeguarding PII categories to protect
privacy. Finally, we discuss challenges associated with translating legal requirements and
policy into implementable technical solutions in Section 4.4.4. Although we recommend
only small changes to the framework’s controls and their mappings to subcategory CT.DP-
P3, making inference risk much more visible will improve organizations’ risk awareness
and ability to mitigate problems.

Because no inference incident we analyzed could have occurred had data had not been
released, one may suggest that the simplest recommendation is to avoid releasing any data.
The motivations for releasing data are informative when considering this recommendation.
EdX released the data to gain research value. The Taxi Commission released the data to
comply with a Freedom-of-Information-Law request. Strava released the data as part of its
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business model. We do not know the circumstances that caused the Domino’s franchises’
owner to release the data. Because conflict exists between increasing the utility of data by
releasing them and protecting the privacy of people by safeguarding them [154], [179],
[241], frameworks like the NIST Privacy Framework should help organizations achieve a
balance between the organization’s goals and the privacy desires of the people whose data
the organizations have.

4.4.1 Inference-Related Controls not Mapped
The NIST SP 800-53 has some inference-related controls hat are not mapped to CT.DP-
P3 [46], [165], two controls containing words derived from “infer” and four other inference-
related controls. For the two controls, we analyzed SI-19(5) in Section 4.3.9 and the other
control, PL-4(1) “Rules of Behavior | Social Media and External Site/Application Usage
Restrictions,” would have helped mitigate the Strava operational inference. It relates to so-
cial media users’ interactions with the organization’s sensitive information. For example, if
deployed coalition forces had considered their location to be sensitive organizational infor-
mation (being in a foreign combat zone), then they could not, by policy, share their tracked
workouts [187]. An OPSEC risk analysis could determine whether this information was
safe to release. PL-4(1) is not mapped to any NIST Privacy Framework subcategory [165]
but should be mapped to CT.DP-P3.

Although many controls in the NIST SP 800-53 [46] can help privacy, these four controls
could help with privacy inferences:

AC-4(9) Information Flow Enforcement | Human Reviews Sometimes people can pre-
dict and mitigate the potential for inferences, as was the U.S. Census Bureau’s standard
practice before adopting di"erential privacy [150]. In the NYC taxi incident, people
with the requisite expertise possibly could have foreseen the reidentification of taxi
drivers and reidentification of passengers’ identities.

AC-21 Information Sharing AC-21(1) “Automated Decision Support” could help with
AC-4(9) if an ML-based PET existed to automate or help with human reviews by
predicting a probability of inference. AC-21(2), “Information Search and Retrieval,”
relates to the query interface suggested with control AU-16(3) in Section 4.3.2 and
di"erential privacy, discussed in Section 4.1.4 and Section 4.3.1.
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SC-38 Operations Security Nearly all organizations have sensitive information to conceal
from others. Although both the Strava and Pizza Index incidents relate to military
organizations, private organizations can also protect their sensitive information with
operational security (OPSEC) concepts. An OPSEC program is concerned with safe-
guarding specific non-sensitive information that could help an adversary discover
sensitive information. National Security Decision Directive (NSDD) 298 summa-
rizes the OPSEC process [170, p. 1]:

1. Identification of critical information
2. Analysis of threats
3. Analysis of vulnerabilities
4. Assessment of risks
5. Application of appropriate countermeasures

The directive also describes the importance of employee training to increase aware-
ness of the organization’s critical information and how to protect it against potential
threats to better assure the organization’s mission. Organizations may also direct
their members to implement individual OPSEC controls, like using virtual private
networks (VPNs) to obfuscate communications from eavesdroppers or not sharing
fitness tracking data when at work.

SR-7 Supply Chain Operations Security SR-7 applies the principles of SC-38 to organi-
zations’ supply chains. It advises:

Determining indicators that potential adversaries might obtain that could
be interpreted or pieced together to derive information in su!cient time
to cause harm to organizations . . . and considering how aggregated in-
formation may expose users or specific uses of the supply chain. [46, p.
370]

With Pentagon employees using Domino’s as part of their uno!cial supply chain,
SR-7 might have helped mitigate this inference.

We recommend mapping NIST Privacy Framework subcategory CT.DP-P3 to each of the
above four controls.
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4.4.2 Other Controls for Addressing Inferences
Besides inference-related controls that were not mapped to CT.DP-P3, we found other
controls that have a less direct inference relevance. Specifically, we recommend improving
controls that concern organizational literacy of inferences, privacy violation disclosures,
and organizations’ privacy policies. We also suggest creating one new control to help
organizations identify and mitigate the potential for privacy inferences.

Though many proprietary methods for threat models exist, the model of Linking, Identifying,
Non-repudiation, Detecting, Data Disclosure, Unawareness, Non-compliance (LINDDUN)
specifically applies to privacy and accounts for inferences [242]. Its name represents the
threat types that can a"ect privacy. In 2024, MITRE o"ered Pattern and Action Nomen-
clature Of Privacy Threats In Context (PANOPTIC™) as a privacy threat modeling pro-
cess [243]. Its structure and function is like other MITRE-published frameworks, including
Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK®) [244]. To achieve
this in the framework, we recommend bolstering control PM-16 “Threat Awareness Pro-
gram” to include inference-related threats. From the discussion section of PM-16’s descrip-
tion, we this italicized insertion:

Because of the constantly changing and increasing sophistication of adversaries,
especially the advanced persistent threat (APT), it may be more likely that
adversaries can successfully breach or compromise organizational systems or
infer private organizational information. [46, p. 211]

Then, PM-16 will support mapping CT.DP-P3 to a new control enhancement to base
control AT-2 “Literacy Training and Awareness,” which currently has six control enhance-
ments [46]. This proposed seventh control enhancement, shown in Figure 4.4, would ad-
dress inferences, including how they can occur and how to mitigate their potential harm.
Increasing awareness among an organization’s members requires knowledge, leadership,
and persuasion to influence people’s behavior [30], [97], [245], [246].

93

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



(7) LITERACY TRAINING AND AWARENESS | INFERENCES

Provide literacy training on recognizing adversarial opportunities for conducting
reidentification and operational inferences of sensitive organizational information.

Discussion: Numerous inference-based incidents pepper recent history and have harmed
organizations and individuals. Minimizing PII is insu!cient for mitigating privacy in-
ferences as motivated adversaries use all capabilities within their means to reidentify
individuals in deidentified data and infer organizations’ sensitive operational information.

Related Controls: AC-4, AC-22, AC-23, AC-24, PM-16, SC-38, SI-19

Figure 4.4. A New Control Enhancement for Control AT-2 in the NIST SP
800-53 [46]

One might argue that increased prevalence of PETs, like di"erential privacy, would decrease
the need for organizational awareness of privacy inferences. Such an argument neglects the
lessons of automation (described in Section 3.1), that automating a process can cause people
to forget about the process and lose their ability to provide proper oversight of the now-
automated process [86], [123]. The U.S. Census Bureau found the opposite circumstance,
that implementing di"erential privacy required greater understanding among organizational
personnel and census consumers of the privacy-enhancing methods [150], [217].

Increasing organizations’ literacy on inferences enables a more e"ective execution of other
controls. For example, having a greater understanding of inferences would enable people to
include that understanding when implementing controls like AC-1 “Policy and Procedures,”
PL-8, PM-7, PM-28 “Risk Framing,” and RA-8 “Privacy Impact Assessments,” to which
multiple framework subcategories map [165]. Inference training is especially key for the
personnel involved in executing controls AC-22 “Publicly Accessible Content” and AC-24
“Access Control Decisions” because of their role in publicizing data from which threat
actors could make harmful inferences.

These e"orts can also lead to including inference concepts into organizational privacy
program documentation. For example, an organization can increase its privacy transparency
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by publishing a privacy policy that clearly addresses the sources used in making inferences
and communicates, as suggested by Wachter and Mittelstadt [202]:

• The organization’s intent to infer sensitive data from non-sensitive data.
• The organization’s intended purpose for the inference and how the source data are

relevant, which should align ethically with their use.
• The assumed and proven accuracy and reliability of the organization’s inference

methods.

Control PM-20(1) “Dissemination of Privacy Program Information | Privacy Policies on
Websites, Applications, and Digital Services” addresses this, stipulating that organizations’
privacy policies be relatively easy to understand and enable informed consent [46]. “Notice
and consent” is a common legal standard [33] but opponents claim that transparency about
an organization’s use of personally sensitive data is more important. Transparency rather
than forcing consent to privacy policies would lead to “inaccessible [privacy-exposing
application programming interfaces (APIs)], coding to prevent scraping, automatic deletion
of data, and blocking of cookies” [33].

Besides increasing awareness of inferences, organizations’ sensitive information disclosure
procedures for incident response also need modification to account for inference incidents.
Therefore, we also recommend expanding the following disclosure-related controls with
our italicized additions and strikethrough deletion to include inference concepts.

AU-13 Monitoring for Information Disclosure “Examples of organizational information
include personally identifiable information retained by the organization or proprietary
information generated by or inferred about the organization.”

PM-21 Accounting of Disclosures “Develop and maintain an accurate accounting of dis-
closures of personally identifiable information and incidents of reidentified individuals
in purportedly anonymized organizational data.”

RA-8 Privacy Impact Assessments “A privacy impact assessment is an analysis of how
personally identifiable information and sensitive organizational information is are
handled to ensure that handling conforms to applicable privacy requirements, deter-
mine the privacy risks associated with an information system or activity, and evaluate
ways to mitigate privacy risks.” [46]
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Other NIST Privacy Framework subcategories map to these controls [165], which help the
organization-wide privacy preserving e"ort advocated by the framework itself [43].

4.4.3 PII Protection Requirements
As our understanding of the importance and limitations of protecting PII category data
grows, the NIST Privacy Framework should evolve accordingly. Even though protecting
PII categories is insu!cient for protecting privacy, we recommend updating all controls in
the NIST SP 800-53 [46] that depend on identifying PII categories when determining what
data to safeguard. These updates are in the same spirit as Holder’s recommendations to
update the GDPR and CCPA language for inferences [198, pp. 1352–1353]. These would
also improve framework subcategory CT.DP-P2, described in Section 4.2.2.

The NIST SP 800-53 lists 83 controls in that mention PII, listed in Figure 4.5 [46]. We found
4 (5%) that have wording su!cient to include inference concepts. For example, PT-7(2)
says to prohibit the processing of any information describing how specific people exercise
their First Amendment rights. Also, 17 (20%) controls mention PII simply as an example
of sensitive information to organizations and associated people. For example, AC-4(1)
describes information flows containing sensitive information, including PII as one example.
We do not recommend any change to these controls to account for inferences because they
indicate that PII categories are not the sole privacy concern. Similarly, 22 (27%) controls
are adequate as they are because they describe safeguarding PII, which is still important,
without depending directly on identifying and protecting its categorized data as the sole
method of privacy protection. For example, SI-12(1) says to limit the use of PII elements
to help reduce the level of privacy risk. Finally, 40 (48%) controls need modification to
incorporate inferences. For example, SI-19(3) says to remove PII from a data set before
its release. In these controls, appending “and other sensitive information that could lead to
reidentification of individuals” to instances of “personally identifiable information” would
be minimally su!cient.
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Incorporates
Inferences
AC-23
PL-4(1)
PT-7(2)
SI-19(7)

A Type of
Sensitive
Information
AC-3(11)
AC-4(1)
AC-4(17)
AC-21
AU-2
AU-3
AU-13
MP-6
PM-23
PM-26
RA-5(5)
SA-3(2)
SA-11(5)
SI-7
SI-11
SI-12(3)
SI-20

Safeguarding
PII
AC-2
AC-3(14)
AU-3(3)
AU-9
AU-12(4)
AU-14
PE-8(3)
PL-8(2)
PM-22
PT-2
PT-2(1)
PT-2(2)
PT-3
PT-3(1)
PT-3(2)
PT-7
PT-7(1)
SI-12(1)
SI-18
SI-18(1)

SI-18(3)
SI-19(1)

Needs to
Incorporate
Inferences
AC-16
AT-2
AT-3
AT-3(3)
AT-3(5)
CM-13
IR-2(3)
IR-4
IR-8
IR-8(1)
PL-2
PL-8
PM-5(1)
PM-9
PM-11
PM-20(1)
PM-21
PM-25
PT-1

PT-4
PT-4(1)
PT-4(2)
PT-4(3)
PT-5
PT-5(1)
RA-3
RA-8
SA-8(33)
SA-15(12)
SC-7(24)
SC-16
SC-42(4)
SI-12(2)
SI-18(2)
SI-18(4)
SI-18(5)
SI-19
SI-19(2)
SI-19(3)
SI-19(6)

Figure 4.5. Controls Mentioning the Phrase “Personally Identifiable Informa-
tion” in the NIST SP 800-53 [46]. No control contains the acronym “PII.”

One can conclude that the privacy regulations that endorse 𝑉-anonymity for deidentification
are now obsolete yet they remain in force as the last standards to have been approved by
policymakers.

4.4.4 Translating Legal Requirements into Technical Implementations
As a society, we generally value privacy; however, many concepts of privacy exist, including
what it is and entails, and diverse opinions about sharing, trust, obfuscation, decisions to
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control one’s privacy, and protection from those that might intrude into or exploit one’s
private matters [33], [247]. Legislatures often define principles and standards in laws rather
than defining clear rules; whereas the former is often not computable in logic standards,
computers apply rules very well [17], [248]. This distinction matters because organizations
must translate legal requirements into policies for the laws to have their intended e"ect. In
turn, organizations must translate those policies into technical implementations. Strategic
ambiguity and delegation of detail in laws provides flexibility in implementation [9]. Elliott
et al. provide a comprehensive method and framework of considerations [154] based, in
part, on the United Kingdom Anonymization Code of Practice [249].

Many controls in the NIST SP 800-53 [46] mention the term “law” or “legal” in contexts
unrelated to translating law to the organizational policy or technical levels. Most uses
of “law” refer to complying with “applicable laws” or referencing “law enforcement.”
Most instances of “legal” recommend seeking legal counsel for matters addressed by a
control [46]. In consideration of these usages, we do not recommend any modification to
the NIST Privacy Framework or controls to improve organizations’ ability to translate law
into policy and technical implementations.

Instead, legislatures and organizations can help overcome translation challenges, which
could reduce litigation in the judiciary. Legislatures can work with scientists to establish
a formal, mathematically provable definition of privacy or just implementable require-
ments [161], [248], [250]. People with the International Association of Privacy Profes-
sionals (IAPP)’s Certified Information Privacy Professional (CIPP) certification (which
exists for “putting privacy law and policy to work” [251]) may benefit both legislatures and
organizations. Unless AI can replace much of the tedious labor in the legal profession, im-
provisational narrative and discourse to address cases not previously examined need human
involvement because they have no precedent in the training data [252]. As such, systems at
all levels (legislative, policy, technical, and judicial) that implement legal logic standards
must adapt to new laws or else risk obsolescence in a “technological–legal lock-in” that
stifles legal evolution [253] and, to a lesser extent, industry.

A concept called checklist compliance can arise easily within organizations trying to meet
legal or policy requirements. It involves believing that completing a checklist verbatim will
achieve the checklist’s objective. In analyzing controls AU-16(3), IA-8(6), SA-8(33), and
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SC-2(2) (in Sections 4.3.2, 4.3.3, 4.3.6, and 4.3.8, respectively), we describe how applying
the principle of a control is most e"ective compared to its verbatim implementation, which
is like checklist compliance. For example, Strava ostensibly implemented controls IA-
8(6) and SC-2(2) by considering that identity attributes are the same as PII category data
(a checklist of specific data fields) instead of approaching identity from a contemporary
perspective that recognizes location as an identity attribute [167], [238]. Privacy impact
assessments (PIAs) provide another checklist compliance opportunity as organizations try
to comply with applicable laws and government regulations; they help protect organizations
by their mere existence as a paper trail but, by themselves, do not provide security or
privacy [33].

Checklists have their place and, when developed and implemented well, can be highly useful
for guiding professionals through most any complex process. Gawande comprehensively
describes how creating an e"ective checklist is a challenging endeavor, specifically in
achieving the right level of detail for the people that will be executing the checklist [93].
NIST recognizes that frameworks lend themselves readily to checklist-style assessments that
focus on compliance rather than on “achieving a positive outcome for privacy” [42, p. 14].
Although one can construct a checklist by listing every phrase in a standard and putting a
checkbox next to it for indicating it has been addressed, such an approach ignores the need for
professional judgment in assessing the quality of each checklist item. For example, control
PM-20(1) (mentioned in Section 4.4.2) describes the characteristics of an organization’s
public-facing privacy policy, like “written in plain language and organized in a way that is
easy to understand and navigate,” which is subjective and requires professional judgment
to assess [46, p. 214]. The EdX data were treated according to FERPA deidentification
requirements but reidentification was still possible [160]. While we can argue that FERPA
deidentification requirements are outdated, deidentification and reidentification techniques
will continue to evolve, quickly making any new deidentification checklist outdated. This is
why checklists for complex tasks like deidentification, flying airplanes, and surgery should
contain principles for professionals to execute, guided by their professional judgment [89],
[93].

Every organization must apply the framework uniquely, according to its goals and privacy
requirements [76]. An appropriate checklist for the NIST Privacy Framework might include
general goals, like communicate within the organization, identify risk, mitigate risk, and
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repeat continuously. Such a checklist could serve as a risk communication tool to help
organizations achieve their goal of reducing privacy incidents.

4.5 Conclusion
As organizations face growing complexity in protecting privacy and risk in using sensitive
data, resources to help organizations identify the nature and scope of their privacy risk must
evolve. The practical need for organizations to comply with privacy laws and meet people’s
privacy protection expectations led us to ask how we could improve the NIST Privacy
Framework [43], an important guide to implementing organizational privacy programs.
Frameworks like the NIST Privacy Framework should help organizations achieve the balance
between data utility and people’s privacy. We focus on mitigating inference-based privacy
violations, taxonomically defining inferences as reidentification or operational inferences.

How can standards or frameworks guide or hinder organizations’ policy implementation?
To determine how to improve organizations’ defenses against privacy inferences using the
NIST Privacy Framework, we apply the framework to past incidents of reidentification and
operational inferences. This analysis revealed shortcomings in the framework’s capacity to
help organizations identify inference risk. Moreover, when organizations use the framework
as a checklist (against NIST’s instructions), their success depends on the professional judg-
ment of privacy and cybersecurity practitioners who are poised to recognize and overcome
its shortfalls. In other words, every adopting organization requires a unique application of
the framework.

Matland’s ambiguity-conflict model of policy implementation explains how the local au-
tonomy needed for privacy risk management enables the varied implementations of privacy
policy across organizations [9]. Our recommendations include increasing organizations’
awareness of inferences by expanding the mapping of inference-related controls and im-
proving selected other controls to account for inferences, updating controls that depend on
removing specific PII categories or quasi-identifiers (QIs) as su!cing for protecting privacy,
and improving organizations’ ability to translate legal requirements into policy and policy
into technical implementations. Further analyses of NIST Privacy Framework e"ectiveness
would contribute to this field of research, especially if done by framework-implementing
organizations on privacy incidents or near-incidents involving inferences.
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CHAPTER 5:
Implementing an Enterprise Cybersecurity Policy

across the U.S. Federal Executive Branch

Beyond adopting modern information technology and using standards and frameworks to
improve their software systems, organizations’ own structural complexity can a"ect the
policy-implementation gap. Within large organizations, like the U.S. Government, having
diverse and disparate components managing cybersecurity can be di!cult. Our research
question asks, “What can cause the implementations of a mandatory cybersecurity policy
to vary across U.S. Federal Executive Branch organizations?” We use Matland’s ambiguity-
conflict model (introduced in Section 2.2) to understand the nature and origin of the policy-
implementation gap in this context [9], which enables setting cybersecurity policies that
reduce the gap [52].

We examine .gov domains owned by U.S. Federal Executive Branch agencies, which is
our population for this study. Our focus is on exploring factors a"ecting their conformance
with the organizational cybersecurity policy to implement the specified controls. Explor-
ing di"erences in the policy-implementation gap across the branch provides insight into
enterprise cybersecurity policy implementation and compliance. We conduct an observa-
tional study in which the U.S. Government (USG) issues a top-down cybersecurity policy
directing its components, approximately 100 agencies, to adopt specific technical controls.
This study shows the importance of understanding the influence of organizational factors
in cybersecurity-policy implementation across the U.S. Federal Executive Branch [14].

The organizational structures that a"ect how policies and their implementations translate
between goals and outcomes (see Figure 1.3) influence the variations we observed: Each
agency must interpret the same policy requirements and implement the same controls
under the same security model but using possibly di"erent assessment tools and compli-
ance regimes. Even so, agencies have similar access to cybersecurity tools, techniques,
and resources. U.S. law provides a mechanism for the Cybersecurity and Infrastructure
Security Agency (CISA), a Department of Homeland Security (DHS) component, to spec-
ify requirements for the cybersecurity programs of some USG agencies through Binding
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Operational Directives (BODs) and Emergency Directives (EDs) [254]. Under this author-
ity, a publicly-accessible policy, BOD 18-01: “Enhance Email and Web Security” [19],
specifies configuration requirements to U.S. Federal Executive Branch agencies. The pol-
icy promises worthwhile cybersecurity gains (“ensure the integrity and confidentiality of
internet-delivered data, minimize spam, and better protect users” [19, p.1]) and appears
simple to implement (see Section 5.1.1), yet non-conformance remains substantially high
(reported in Section 5.2.1). Understanding the reasons for their non-conformance reveals
challenges with implementing an enterprise cybersecurity policy in the USG.

We measured BOD 18-01 conformance by querying Internet-visible endpoints we discover
using domains listed in the public .gov zone file published by CISA. These initial mea-
surements serve as both motivation for and subjects of this study. Our population consists
of the 1,190 Federal Executive domains in the .gov zone from 126 agencies, of which
582 (49%) domains from 99 (79%) agencies remained deficient six years after the orig-
inal implementation deadline. Considering just the 97 agencies over which CISA claims
authority (see Section 5.1), 468 (44%) domains from 71 (73%) agencies remain deficient.
We used our gap measurement model from Section 1.1 to devise a measure for comparing
configurations’ distance to conformance with the specified policy. When we found a non-
conforming service, we sent a request for information (RFI) to the domain’s listed contact,
asking for reasons for their non-conformance. Agencies’ reasons for nonconforming include
misunderstanding the controls in the policy, resource priorities, forgetfulness, questions of
authority and responsibility, and operational reasons. More recent public-policy e"orts such
as Executive Order 14028, “Improving the Nation’s Cybersecurity” [255], and the National
Cybersecurity Strategy [256] increase the need to couple cybersecurity policy to practice
better.

In Section 5.1, we describe the observational study of BOD 18-01 conformance in the U.S.
Federal Executive Branch. We describe our data collection work in Section 5.2 and analyze
the policy-implementation gap in Section 5.3. We discuss the implications of our findings
in Section 5.4 and conclude in Section 5.5.
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5.1 BOD 18-01, An Observational Study
The U.S. DHS issued BOD 18-01 in October 2017, directing Federal Executive Branch
agencies to implement these measures [19]:

1. For email security, within 90 days:
(a) Configure valid Sender Policy Framework (SPF) records on second-level do-

mains.
(b) Configure valid Domain-based Message Authentication, Reporting, and Confor-

mance (DMARC) records on second-level domains with a minimum policy of
p=none and at least one address specified for a reporting uniform resource iden-
tifier (URI) for aggregate data (RUA) or reporting URI for failure data (RUF).

(c) Enable start Transport Layer Security (STARTTLS).
2. For Web server security, within 120 days:

(a) Enable Hypertext Transfer Protocol (HTTP) Strict Transport Security (HSTS).
(b) Disable Secure Sockets Layer (SSL).
(c) Disable Triple Data Encryption Standard (3DES).
(d) Disable Rivest Cipher 4 (RC4).

3. For the DMARC records:
(a) Within 15 days of the National Cybersecurity and Communications Integrations

Center (NCCIC) being established, specify NCCIC as an RUA.
(b) Within one year of BOD 18-01, set a reject policy, p=reject.

In our study, BOD 18-01 [19], the CISA operational directive enabling statute [254], and
the Federal Information Security Modernization Act (FISMA) [54] function as the public
policies a"ecting each agency’s organizational policy (referring to Figure 1.2). U.S. Federal
Executive Branch agencies are required by law [54] and regulation [257] to set up internal
cybersecurity governance programs conforming to requirements that lean heavily on guiding
documents published by the National Institute of Standards and Technology (NIST), includ-
ing the Federal Information Processing Standards (FIPS) and Special Publications (SPs) in
the 500, 800, and 1800 series. Each agency’s FISMA-driven cybersecurity management plan
serves as the organizational policy. Their standardized structure, including cybersecurity
assessment practices, enables comparing policy implementation across covered agencies,
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despite their independent governance and goals. The BOD 18-01 requirements that we
measure serve as the implemented policy.

This creates an observational study: The same policy applies across many organizations with
approximately comparable cybersecurity governance and assessment approaches, each of
which is required by law to conform to the policy where conformance is directly and non-
invasively measurable from the public Internet. The agency is the independent variable
varying widely in mission, structure, and employees and the implementations o"er a set
of dependent variables. As such, we can observe the e"ects of variability in organizational
structure on cybersecurity risk perception and management as proxied through implemen-
tation.

CISA maintains the list of second-level .gov domains and their registration metadata in which
we find 1,190 domain names registered as “Federal – Executive” by 126 agencies [258].
Other government entities in the U.S. may register .gov domains, but BOD 18-01 legally
applies only to Federal Executive Branch agencies, according to the BOD authority in
44 U.S.C., Subchapter 35 [254]. Exceptions include statutorily defined National Security
Systems (NSSs) and certain other defined Department of Defense (DoD) and Intelligence
Community (IC) systems. CISA lists 102 agencies for which the BOD authority is legally
required [259]. The 126 agencies choosing “Federal – Executive” when registering their
domains that are not among these 102 are mostly independent commissions, federally
chartered corporations, and DoD/IC agencies. Of these 102 agencies, 4 are components of
another of the remaining 98 agencies. Also, one agency registered its domain under the
General Services Administration (GSA), despite not being a GSA component. Thus, we
have a sample of 97 unique agencies subject to the authority of BOD 18-01.

Next, we describe BOD 18-01’s requirements. Then we describe our method in Section 5.1.2
and our distance-to-conformance model in Section 5.1.3.

5.1.1 BOD 18-01 Requirements
While BOD 18-01 specifies configuration parameters for DMARC, it simply requires en-
abling SPF, STARTTLS, HSTS, and disabling SSL, 3DES, and RC4 [19]. The policy
specifies that the SPF and DMARC records be “valid” but does not define the standard for
determining a record’s validity. The description of our methods (Section 5.1.2) discusses the
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concept of record validity. We summarize BOD 18-01’s SPF and DMARC requirements’
hierarchy in Figure 5.1.

SPF
Record
Exists

DMARC
Record
Exists

Is Valid Is Valid
Identifies

at least one
RUA or RUF

Policy
Set to
Reject

RUA includes
NCCIC

Figure 5.1. Conformance Status Tree for BOD 18-01’s SPF and DMARC
Requirements. The arrows show the order of implementation, so a child node
can have a conforming status only if its parent conforms.

SPF
SPF records are Domain Name System (DNS) text (TXT) records that list all servers autho-
rized to send email for that domain [260]. Upon receiving an email, mail transfer agents
should verify (using the “Return-Path,” not the “From” field) that the email came from a
server authorized by the sender’s domain’s SPF record. SPF employs qualifiers (+, -, ↘,
and ?) and mechanisms (e.g., all, include, redirect, a, and mx) to shorten SPF record
length. When an SPF record lists a name instead of an Internet Protocol (IP) address or
has an include mechanism (which includes the senders allowed by the included domain’s
SPF record), the mail transfer agent must again query DNS to resolve it. The ‘-’ qualifier
preceding the all mechanism yields a “fail” status for all email servers not listed before it
in the record. The all mechanism has an implicit ‘?’ (neutral) qualifier, which can permit
all servers to send email on behalf of the domain [260]. An oversized allowed-IP address
space in an SPF record could allow attackers to spoof a domain [261].

Durumeric et al. found (in 2015) that 40% of the Alexa top million domains have SPF
records [262], improving to 49% in 2018 [263], and 56.5% in 2023 [264]. Foster et al.
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analyzed in 2015 SPF implementations from both the originating domain and email receiver
perspectives [265], finding that 85% of email providers have SPF records. We build on
prior measurement work by investigating factors hindering U.S. Federal Executive Branch
agencies’ adoption of SPF and DMARC, even when a legitimate authority directs their use.

DMARC
DMARC records are DNS text records on the “_dmarc” subdomain [266]. If an email
fails an SPF or Domain Keys Identified Mail (DKIM) (mentioned in but not directed by
BOD 18-01) check, receiving email servers should query the domain’s DMARC record for
disposition (i.e., whether to reject, quarantine, or not disrupt delivery (none)) and reporting
instructions. A best practice that the BOD recognizes is starting with “none” or “quarantine”
for monitoring the DMARC reports. Once administrators have ensured correct functionality,
they can set a “reject” policy, thus avoiding the email delivery denial-of-service (DoS) that
an unconfirmed record with a reject policy could cause.

The reporting URI for aggregate data (RUA) and reporting URI for failure data (RUF)
fields respectively specify where to send DMARC aggregate and failure reports and take
the form of a comma-delineated list of mailto: email address URIs. If any email address’s
destination domain di"ers from the queried domain, the destination domain must have a
“Report Receiver” DNS text record indicating that it accepts DMARC reports from the
queried domain [266]. Aggregate reports include summarized metadata on the emails a
server receives from the subject domain over a specified duration, including whether they
passed the SPF and DKIM checks. BOD 18-01 requires agencies to list the NCCIC reporting
email address in the RUA field of each domain’s DMARC record [19]. Such centralized
reporting enables CISA’s cross-domain analysis across the .gov enterprise. Receiving email
servers generate and send failure reports upon a DMARC failure. BOD 18-01 does not
specify any failure reporting options (FO) configuration, which prescribes whether SPF,
DKIM, either, or both must fail for the receiving email server to generate a failure report
for sending to the RUF.

SPF and DMARC Working Together
SPF and DMARC together help prevent unauthorized impersonation of their registered
domains, as they did for the New Jersey O!ce of the Attorney General in 2023 [267]. This
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helps agencies protect their reputation from harms that could come from impersonation,
including loss of public trust and lost revenue in recovering from the incident. When they
are not in place, an attacker can spoof a .gov domain as the originator of phishing emails, as
happened in 2021 [4]. Often, cybersecurity proponents recommend combining SPF, DKIM,
and DMARC with other email security measures [268], [269]. Because BOD 18-01 does
not direct DKIM implementation, DKIM is beyond the scope of this chapter.

SPF and DMARC work as intended only if receiving servers use them. In 2015, Foster et
al. found that 10 (45%) of 22 popular email providers enforce a reject policy to comply
with originating domains’ SPF and DMARC records [265]. By 2023, DMARC enforcement
improved to 25 (53%) of 47 popular email providers [269]. Some researchers find that SPF
and DMARC configurations are di!cult to form [270]. Hu et al. find that a critical point
occurs just short of 100% adoption, at which the benefit of adopting SPF and DMARC over-
comes the cost of implementation [271]. Internet routing security faces a similar challenge
of achieving critical points for adopting routing security advancements. Industry experi-
ences moderate success in overcoming this challenge through the Mutually Agreed Norms
for Routing Security (MANRS) initiative [272], but no similar initiative for email security
exists.

STARTTLS
In the Simple Mail Transfer Protocol (SMTP), STARTTLS is a keyword that can initiate
a Transport Layer Security (TLS) handshake, but does not itself promise any security
properties [273]. STARTTLS studies generally show gradual progress toward better security
and identify measures to overcome STARTTLS weaknesses [262], [274].

HSTS
HTTP Strict Transport Security (HSTS) enforces secure-mode connectivity with Web sites
by using an HTTP header that must be sent over a secure connection. Once recognized as
an HSTS-enabled server, a client will expect to connect by TLS and Hypertext Transfer
Protocol Secure (HTTPS), and should close the connection when HTTPS negotiation fails.
HSTS helps organizations that frequently handle sensitive information, e"ectively forcing
clients to connect to servers by TLS. This mitigates the potential for attacks, like man-in-
the-middle (MitM) [275].
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SSL
The Secure Sockets Layer (SSL) protocol is one of the earliest transport-security protocols
for securing network tra!c online. Early iterations faced problems, such as a lack of data
sequencing and integrity checks, prompting a series of security updates, including SSL
2.0 and 3.0. Subsequent updates use the protocol name TLS and add new features while
eliminating vulnerabilities. The Internet Engineering Task Force (IETF) deprecated SSL in
2015 in favor of TLS [276, Chapter 2].

3DES
3DES, also called TDES or Triple Data Encryption Algorithm (TDEA), is a variant on the
Data Encryption Standard (DES) block cipher [277]. It improved upon previous versions
by enciphering each block three times using independent secret keys. Ultimately, however,
it was shown to be vulnerable to ciphertext collision, revealing exploitable information
about corresponding plaintext blocks [278], prompting NIST in 2019 to disallow 3DES in
TLS [279].

RC4
RC4 is a stream cipher, once adopted worldwide, including in Secure Shell (SSH) and
TLS [280]. It produces a ciphertext by XOR operation of the plaintext and a pseudorandom
sequence of bits. As a non-FIPS-approved algorithm, RC4 was temporarily allowed in
government systems when a FIPS-approved encryption algorithm was unavailable [281].
Cryptanalysis has since shown exploitable vulnerabilities, leading NIST to withdrawal its
limited status in 2014 [282] and the IETF to deprecate it in 2015 [283].

5.1.2 Measurement Methods
What has hindered agencies from fully conforming with BOD 18-01, a seemingly simple cy-
bersecurity policy, in six years since the directive’s issuance? We began by measuring BOD
18-01’s requirements. We expanded our understanding of these measurements with quali-
tative survey data revealing explanations for conformance variation. Finally, we measured
conformance again to capture how it changes with time before conducting our analysis.

We measured BOD 18-01 conformance by querying public servers based on CISA’s list of
registered .gov domains [258]. We used trustymail to query DNS for measuring SPF and
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DMARC conformance [284]. trustymail checks only for an SPF or DMARC record’s
validity according to its specification in RFC 7208 [260], not its semantic correctness.
Additionally, if a DMARC record needs a report-receiver record, trustymail verifies
these external destinations and, if missing, marks the DMARC record as invalid. We also
used trustymail to probe the servers listed in the mail exchange (MX) DNS record
for measuring STARTTLS conformance. The probing consists of sending elho or helo,
interpreting the received response or timing-out, and sending quit. We provide these data
in Supplemental 4. To verify Web-server security, we used the portion of Glade’s data
collected on .gov domains [285].

Although we measure domains’ conformance, the agencies are responsible for domains’
conformance. The distribution of domains registered and owned by agency is wide, as
shown in Figure 5.2: Most agencies have one or two registered domains but could own 126
domains (mode 1, median 2, population mean 9.6, and population standard deviation 20.8).
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Figure 5.2. Domain Registrations per Agency

We survey the nonconforming agencies by sending them RFIs, according to our template
in Appendix C. Three months after sending our RFIs, we re-queried DNS to measure
the changes in SPF and DMARC conformance. Our three-month timeline matches the
initial 90-day conformance deadline specified in BOD 18-01 [19]. We used our distance-to-
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conformance model to measure domains’ degree of conformance with the SPF and DMARC
requirements measured in our first and second queries.

5.1.3 Distance to Conformance
Given the specific policy requirements and their corresponding controls listed in BOD 18-
01, combined with our ability to measure their implementation for each domain, this study is
ideal for using a model (like that o"ered in Equation 1.2) to quantify policy implementation.
According to the procedure provided in Section 1.1, once we have calculated 𝑄𝑅𝑆(𝑇, 𝑈) for
each domain (Step 3), we can average them to calculate an aggregate 𝑄𝑅𝑆𝑋 (𝑇, 𝑈) for the
population of Federal Executive Branch agencies’ domains (Step 4). Because of the policy
requirements’ hierarchical nature, we make the following adaptations. We quantify the
possible statuses in conformance status tree, 𝑐 (shown in Figure 5.1), by assigning each
node, 𝑔, a value of 1 if nonconforming and 0 if conforming. Thus, we measure distance to
conformance, 𝐿, by adapting an inverse of our gap measurement model in Equation 1.2, that
is, 1↗ 𝑄𝑅𝑆(𝑇, 𝑈) in which 0 is conforming and higher values are less conforming. To have 𝐿

represent the number of implementation steps to conform rather than a ratio or percentage
to complete, we omit the denominator. One can subscript the 𝐿 with the size of the tree, |𝑐 |,
to clarify the implementation’s progress; in this chapter, the conformance tree remains static
at a size of 7 (as shown in Figure 5.3), so we omit this subscript notation for simplicity.

𝐿 |𝑐 | =
∑
𝑔≃𝑐

𝑔 (5.1)

0 1 2 3 4 5 6 7
Figure 5.3. A Representation of the Possible Outcomes per Domain of the
Distance-to-Conformance Model, a One-Dimensional Number Line Ranging
[0–7]

Because the policy requirements are hierarchically related (as shown in Figure 5.1, none of
the descendent nodes can have a conforming status until their parent node has a conforming
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status), we summarize their values by assigning a monotonically incremented sum of a
node’s child nodes’ values. For example, the absence of a DMARC record has a value of
five because its node in 𝑐 has four descendent nodes. Practitioners must take five, partially
hierarchically dependent, implementation steps, as delineated in the policy, to cover the
implementation steps from a “No DMARC Record” status to a fully conforming DMARC
configuration.

Our distance-to-conformance model is like a weighted edit distance, computable as a Ham-
ming distance [286], except that our model compares configurations only with a conform-
ing configuration, 𝐿 = 0. Hamming distance is a metric that represents the number of
non-matching bits between two equal-length strings, that is, the count of 1s in an XOR
operation’s output. Using the same “No DMARC Record” example, we can represent the
conformance status tree as a string of bits, 0011111, which has a Hamming distance of 5
with the conforming status, 0000000. In its role as a comparator, we can see that one config-
uration is farther from conforming than another; however, unlike Hamming distance, it does
not a"ord a meaningful comparison directly between two nonconforming configurations
because the conformance model is not a metric.

An important consideration is that, while a comparison of 𝐿 values indicates relative
conformance levels, it does not necessarily enable a comparison of the cybersecurity severity
implications of non-conformance. For instance, an invalid SPF record (𝐿 = 1) is closer to
conforming than not having an SPF record (𝐿 = 2). But from a security perspective, an
invalid record is likely worse because this condition can inadvertently permit any server to
send an email for the domain (including malicious servers). The initial building block of a
means to measure policy conformance, however, remains our focus in this chapter.

We believe this measure is generalizable to measuring other hierarchical conformance
requirements. We compared it with other measurement models and metrics that quantify an
implementation’s degree of conformance to a cybersecurity-related policy. Because many
models are created for a specific purpose, they may not be reasonably adaptable to a di"erent
use case, like representing BOD 18-01 conformance. We found one other model with a
similar goal of quantifying an implementation’s degree of conformance to a policy, that is, a
model for assessing NIST Cybersecurity Framework compliance [287]. That model assesses
an organization’s implementation’s conformance with the framework’s mapped controls
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across three vectors against a five-dimensional capability maturity model and with three-
dimensional weights to incorporate relative importance. Its use requires that organizations
identify their levels of cybersecurity maturity for human resources optimization, information
technology (IT) capabilities, and processes in addition to the relative importance (weight)
of each framework subcategory. As such, it is more complicated than is necessary for
representing BOD 18-01 conformance. Our distance-to-conformance model is simpler and
is likely more flexible to adapt to other policies.

5.2 Data Collection
Consistent with our method (described in Section 5.1.2), we describe our initial query and
server probing measurements in Section 5.2.1. In Section 5.2.2, we describe the statistical
tests that we use in subsequent sections. To supplement our initial measurements, we
describe our qualitative survey in Section 5.2.3 and a quantitative longitudinal conformance
status update in Section 5.2.4.

5.2.1 Initial Measurements
By agency, conformance rates are higher for every BOD 18-01 requirement among the
subset of agencies over which CISA claims authority than all Federal Executive agencies
in our population. By domain, one exception inhibits the same observation: STARTTLS
conformance is slightly lower on CISA-claimed agencies’ email servers than the population
of all .gov email servers. Because the conformance rates are relatively similar between
all agencies’ domains in our population and the subset of agencies under CISA’s authority
(ω𝑕𝑖𝑓 = 9.3%), we use the population for our analyses and use relevant samples as specified.
In the following subsections, we explain more of these details measured by querying DNS
and probing servers, respectively.

SPF and DMARC Measurements by DNS Queries
According to our measurements in July 2023, 988 (83%) conforming of 1,190 domains
belong to 75% of agencies, and the nonconforming domains (17%) belong to 41% of
the agencies. All domains owned by 74 (59%) of 126 agencies meet the SPF/DMARC
requirements of BOD 18-01.
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trustymail labels domains having public DNS records as live. We look first at whether each
registered domain is live, then for BOD conformance, grouping nonconforming domains
according to the requirements not met. If a domain is not live, we assign it a distance-to-
conformance, 𝐿 = 0. Because the .gov registry does not also o"er DNS hosting, agencies
must acquire DNS hosting services after registering a .gov domain, limiting the registry’s
ability to enforce policy directly.

Using the conformance tree in Figure 5.1 as a guide to BOD 18-01’s hierarchical require-
ments, we find in our measurement data various configurations of nonconforming domains.
We identify conformance status such that if a requirement (node) is not met, then the node’s
children’s statuses are unable to be met. For example, if a domain lacks an SPF record, the
SPF record’s syntax is irrelevant, so we report only the lack of an SPF record and not its
invalid syntax. Only about half of the nonconforming domains have a valid SPF record (104
of 187, 54%) but less than one-tenth have a valid DMARC record (13 of 187, 7%). Table 5.1
shows the number of domains that we measure in each nonconforming configuration and
their respective distance-to-conformance values. Figure 5.4 o"ers an alternate perspective
to explain these details. For example, one can readily sum Table 5.1 rows having the blue
“No SPF Record” to see that it matches the “No SPF” value in Figure 5.4, 64+5+1+1 = 71.
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Table 5.1. How Domains Fail to Conform with SPF and DMARC Require-
ments and Their Distance-to-Conformance Values. 𝑔 represents the count of
domains and 𝐿 represents each nonconforming configuration’s distance to
conformance.

Nonconforming Requirement(s) n % d

No SPF Record and No DMARC Record 64 34.2 7

No DMARC Record (Total 108) 41 21.9 5

Reject Policy Not Set and NCCIC not in RUA 18 9.6 2

Invalid DMARC Record Syntax (Total 23) 16 8.6 1

Reject Policy Not Set (Total 36) 9 4.8 1

Invalid SPF Record Syntax (Total 12) 8 4.3 1

NCCIC not in RUA (Total 29) 8 4.3 1

No SPF Record (Total 71) 5 2.7 2

No RUA or RUF and Reject Policy Not Set 4 2.1 3

Invalid SPF Record Syntax and No DMARC Record 3 1.6 6

No RUA or RUF (Total 7) 3 1.6 2

Invalid DMARC Record Syntax and Reject Policy Not Set 2 1.1 2

Invalid DMARC Record Syntax and NCCIC not in RUA 2 1.1 2

No SPF Record and Invalid DMARC Record Syntax 1 0.5 3

No SPF Record and Reject Policy Not Set 1 0.5 3

Invalid SPF Record Syntax, Invalid DMARC Record Syntax, and Reject
Policy Not Set

1 0.5 3

Invalid DMARC Record Syntax, Reject Policy Not Set, and NCCIC not
in RUA

1 0.5 3

Total 187 100 -
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1,190 Total Domains
15 (1%) No DNS1,175 (99%) Live Domains

1,175 Live Domains
187 (16%) Nonconforming988 (84%) Conforming

187 Nonconforming

Nonconforming. . .
70 (37%) Both SPF and DMARC104 (56%) DMARC, Only13 (7%) SPF, Only

187 Nonconforming
12 (6%) Invalid SPF71 (38%) No SPF104 (56%) Valid SPF

187 Nonconforming
H

G

F

EDCB

A

17 (9.1%)
Invalid DMARC108 (57.8%) No DMARC

13 (7%) Valid
DMARC

A: 3 (1.6%) No RUA or RUF
B: 10 (5.3%) Reject Policy Not Set
C: 8 (4.3%) NCCIC not in RUA
D: 18 (9.6%) Reject Policy Not Set, NCCIC not in RUA
E: 4 (2.1%) No RUA or RUF, Reject Policy Not Set
F: 3 (1.6%) Invalid DMARC Record Syntax, Reject Policy Not Set
G: 2 (1.1%) Invalid DMARC Record Syntax, NCCIC not in RUA
H: 1 (0.5%) Invalid DMARC Record Syntax, Reject Policy Not Set, NCCIC not in RUA

Figure 5.4. BOD 18-01 SPF and DMARC Conformance Categorization by Domain
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Not having both SPF and DMARC records is the most frequent deficiency (115 of 187
nonconforming domains, 34 of 126 agencies), indicative of agencies not trying to conform
rather than trying and falling short. Second, administrators have not been setting a “reject”
policy in their domains’ DMARC records (36 domains, 22 agencies), despite the one-year
timeline that BOD 18-01 grants to ramp up the policy [19]. Of the domains’ DMARC
records lacking a “reject” policy, 23 have a “none” policy (15 agencies) and 13 have a
“quarantine” policy (10 agencies). Third is not including the NCCIC address in the RUA
(29 domains, 16 agencies). The fourth and fifth most common nonconforming requirements
are invalid record syntax for DMARC (23 domains, 13 agencies) or SPF (12 domains, 5
agencies).

The cause of every invalid DMARC syntax error comes from a failure to verify the external
domain of an RUA or RUF email address. When an RUA or RUF includes an email address
in a di"erent domain, that external domain lacking the requisite report-receiver text record
invalidates the DMARC record. This query contains 1,051 domains with DMARC records’
RUA or RUF URIs needing external verification of which 23 fail. This 98% external
destination verification rate (1,028 of 1,051 Federal domains) is better than the 75% rate
that Hureau et al. measure in a 2024 Internet measurement study of 5.4 million domains
with an external RUA or RUF [270]. Although BOD 18-01 does not address external
destination verification in its text, CISA subsequently described it in the implementation
guidance on the BOD 18-01 Web page [19]. When the report-receiver record is missing, the
DMARC specification says the domain receiving mail “MUST NOT generate a report” [266,
Section 7.1 (emphasis in original)]. Two of these errors involve reporting domains with no
MX records so no email service to receive reports is reachable by name.

Of the 12 SPF records with invalid syntax, we find 5 distinct errors [260]. Some records
contain multiple errors:

1. Apparent all mechanism misconfiguration (5/12). trustymail does not check for
this important aspect, negating SPF’s purpose by allowing any server to send email
for the domain.

2. An included domain not having an SPF record (4/12).
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3. Resolution requiring too many DNS lookups (2/12). “Too many DNS lookups” is a
syntax error because of the risk for DoS attacks against DNS. The lookup limit per
SPF record is 10 [260].

4. Trivial recursion by a domain including itself (2/12).
5. Omitting Backus-Naur Form delimiters (spaces) (1/12).

Server Endpoint Security Measurements
Fifty-four (43%) of 126 agencies have an email server that does not support STARTTLS.
Twenty-six of these agencies lack any conforming email server. Every agency has an email
server. Of email hosting domains, 220 (41%) of 533 support STARTTLS.

Only 120 Federal Executive Branch agencies have public-facing Web servers on 1,021
registered domains. Most domains have Web servers at the second-level domain (883)
while 13 domains have Web servers only on subdomains. The remaining 125 domains
have Web servers on both the second-level domain and subdomains. Sometimes multiple
endpoints serve a single domain’s Web services, as in content delivery networks (CDNs).
Most Federal Executive Web servers are accessible by 1 or 2 endpoints (distinguished
by IP address), but some have up to 27 endpoints (mode 1, median 2, sample mean 2.4,
sample standard deviation 2.35). As such, we count a domain as conforming only when all
its endpoints conform, including its subdomains. We have conformance measurements for
3,044 endpoints (2,170 unique) representing 1,259 Web servers in agencies’ second-level
and subdomains. Because domains sometimes share endpoints, as in cloud-service providers
and CDNs, a nonconforming endpoint can a"ect multiple domains’ conformance. Most
endpoints (1,882 (87%) of 2,170) host a single domain but some endpoints (by IP address)
host many domains, up to 31 (median and mode 1, sample mean 1.4, sample standard
deviation 1.81).

Of the 120 agencies having a public-facing Web server, 71 (59%) do not conform with
at least one policy (HSTS, 3DES, or RC4) in its domain or one of its subdomains. All
conform fully with BOD 18-01’s requirement to not support SSL. Stratifying by agency,
HSTS support looks bad, as 70 (58%) agencies own a domain that does not support HSTS,
of which 23 agencies do not have any Web servers supporting HSTS; however, stratifying
by domain reveals better HSTS support: 791 (77%) of 1,021 domains and their subdomains
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conform. The number of domains per agency nonconforming with HSTS varies widely,
61 agencies having 5 or fewer domains without HSTS (range [1 ↗ 29], mode 1, median 2,
sample mean 3.5, and sample standard deviation 5.12).

Ciphersuite conformance is comparatively high. Only 15 (13%) agencies have Web servers
that support the deprecated 3DES ciphersuites on 20 domains (2% of 1,021). Of the 20
domains that support 3DES, 2 domains (owned by separate agencies) also support the
deprecated RC4 ciphersuites. No other domains support RC4 ciphersuites.

5.2.2 Statistical Tests
We conduct five statistical tests on our measurements that yield 𝑆 values, all Pearson 𝑗2

tests of independence. For four of the five 𝑗2 tests, we test for the independence between
an independent variable (di"erent for each test) and the dependent variable of whether
the domain conforms to BOD 18-01’s SPF and DMARC requirements. The fifth 𝑗2 test
instead uses a dependent variable of STARTTLS conformance. To ensure that we are not
unduly inflating the probability of rejecting a false null hypothesis, that is, controlling the
family-wise error rate, we apply Holm’s sequentially rejective multiple test procedure [288].
We report the adjusted 𝑆 values in the text describing each of these tests. Separately, we
calculate Spearman’s Correlation Coe!cient, 𝑘𝑙, on the population of agencies, which does
not involve a 𝑆 value. Supplemental 4 contains the calculations for our statistical tests and
adjustments. We address our use of each statistical test and its assumptions in the text with
the result of the test.

Two assumptions of the Pearson 𝑗2 test of independence warrant greater discussion before
we use the tests. The first assumption is that the observations are independent, which is
di"erent than the independence of variables that the test evaluates [289, p. 152], [290, p.
659]. Our observations are the measurable configurations of our population of domains,
which meet this test’s assumption of independent observations. A formal definition of
independence is 𝑈(𝑋 ⇐ 𝑚) = 𝑈(𝑋) · 𝑈(𝑚), that is, the probability that both 𝑋 and 𝑚

occur “is the product of their individual probabilities” because one does not depend on the
other [290, p. 87]. In other words, our configuration measurements of domains 𝑋 and 𝑚 are
independent because neither domain’s configuration depends on the other’s configuration,
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even if the same person configured multiple domains or people across agencies collaborated
to form their configurations.

The second assumption relates to the minimum expected values in a contingency table
(cross-tabulation). All expected values must be greater than or equal to one and, as a safe
heuristic to cover most cases, should be greater than or equal to five in at least 80% of cells
to ensure an accurate type I error rate [291], [292]. A lack of consensus on the minimum
expected values complicates determining acceptable uses of the test. Many have settled on
a heuristic value of five in at least 80% of cells; but as a heuristic, it may be unnecessarily
conservative. Sampling experiments revealed that the chi-square test remains robust (having
error rates between 0.0187 and 0.0891 at 𝑛 = 0.05) with expected values of 1–5 under some
circumstances [292]. The circumstances include having a sample size greater than or equal
to 20 and that the data in the contingency table can be highly skewed. To reduce the
type I error rate when the contingency table has low expected values, users can use a more
conservative 𝑛. “Since the maximum inflation in error rate for 𝑜 ⇒ 20 is less than double the
nominal value, using an adjusted level of 𝑛/2 should su!ce in most cases for the provision
of adequate protection at the original level desired” [292, p. 1,295]. Sometimes choosing
a more conservative 𝑛 will not a"ect whether one rejects the null hypothesis because the
test’s calculated 𝑆 value is not close to 𝑛. Nevertheless, when one’s “interest is in making
a decision about the presence of association in the 𝑁 ⇑ 𝑝 table and not in estimating exact
cumulative multinomial probabilities” [292, p. 1,296], one can bypass the heuristic, which
requires having minimum expected values of one, 𝑜 ⇒ 20, and 𝑛𝑖𝐿𝑌𝑞𝑙𝑎𝑂𝐿 ⇓ 𝑛/2. We address
this aspect in the text as it arises in our tests.

We recognize the e"ect of collaboratively forming domains’ configurations prior to us ob-
serving and measuring them as a baseline characteristic of the population of U.S. Federal
Executive Branch .gov domains rather than as a"ecting the independence of our obser-
vations. The nature of this collaboration could combine directive, structural, or informal
means. Formally, the guidance on BOD 18-01’s website [19] is su!cient to claim that
all agencies’ SPF and DMARC configurations are dependent on the same source of guid-
ance. Further, multiple domains owned by the same agency may be configured by the
same person or team, according to the organization’s structure. Moreover, uno!cial col-
laboration may occur between personnel across agencies or simply by mimicking another
agency’s configurations. Other avenues that could lead to an informal collaboration in form-
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ing configurations include administrators following guidance found in Web search results
and interacting through the a"ordances of an agency’s DNS provider’s interface. While we
can identify definite collaborations, we might be able to discern some other collaborations
based on organizational structure but not others that remain unknown without extensive
field studies.

5.2.3 Requests for Information
To discover factors hindering agencies’ conformance with BOD 18-01’s SPF and DMARC
requirements, we sent the RFI in Appendix C by email to the 98 contacts associated with
187 nonconforming domains.

Like Hureau et al. [270], we implemented a procedure to find suitable contacts for these
RFIs. Hureau looked for contacts in the order: RUA/RUF, WHOIS, and RFC 2142 aliases.
We preempted this list with the .gov domain registration’s “security contact” field. This field
was blank for 94 (8%) of 1,190 domains. For 63 of these domains, we resolved 38 blank
contacts with an addressee from another domain registered by the same agency. If there was
more than one address, we chose the address that we suspected would most likely garner a
response. We filled the remaining 25 addressees with those specified in RUAs.

In reviewing the measured conformance data, there appeared to be an unusually high number
of nonconforming domains among those without registered security contacts. To test the
hypothesis that a correlation exists between whether a domain’s registration has a security
contact (the independent variable) and the domain’s SPF and DMARC conformance (the
dependent variable), we construct a contingency table (cross-tabulation in Table 5.2) and
use a Pearson 𝑗2 test of independence. The null hypothesis is that no correlation exists
between these two variables [289, p. 147]. The assumptions of the test are as follows:

• The data are categorical [289, p. 139].
• Each domain contributes exactly one count to exactly one cell in the contingency

table [289, p. 153], [291].
• The observations (measured domain configurations) are independent, as described in

Section 5.2.2.
• We overcame the requirement for randomly selecting the sample by selecting the

population [291].
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• For the expected values (described in Section 5.2.2), this instance meets the heuristic
because the smallest expected value for Table 5.2 is 14.

We find a statistically significant correlation between domains’ conformance and whether
they have registered security contacts, 𝑗2 = 203 and 𝑆 = 5.00 ⇑ 10↗46, adjusted to
𝑆 = 2.50 ⇑ 10↗45 by Holm’s procedure. In other words, we reject the null hypothesis and
conclude, based on the expected and observed values, that agencies that are lax in com-
pleting the .gov domain registration form are very unlikely to conform with the SPF and
DMARC requirements of BOD 18-01, a cross-contextual consistency observation [293].

Table 5.2. Cross-Tabulation of SPF/DMARC Conformance vs. Domain Secu-
rity Contact Registration by Domain

With Contact No Contact Totals

Nonconforming 124 63 (16%) 187

Conforming 972 31 (84%) 1,003

Totals (92%) 1,096 (8%) 94 1,190

From 98 RFIs, we received 10 answers, 5 from agencies under CISA authority. Our 10%
response rate is much better than recent large-scale email-security surveys [269], [294] but
on par with a 2021 survey with manually formed recipient lists [295]. Another 2 responses
indicate a willingness to answer but are working through an approval process; however,
follow-up garnered no response. We also received the following 12 automated responses:
3 out-of-o!ce notifications (we forwarded the RFI to identified forwarding addresses), 2
“thank you for contacting us” messages absent of any promise to follow up, 1 “automated
ticket creation” notification that lacked a way to follow up, and 6 undeliverable email error
messages. Our 6% undeliverable rate is much better than recent, large-scale notifications
(including those reporting shortfalls in SPF and DMARC configurations) that depend on
WHOIS [269], [270], [296]. We attribute 1 false positive to a trustymail or DNS anomaly;
neither the recipient nor we could replicate the false positive. The remaining 73 RFIs did
not yield a response.
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The RFI responses o"er qualitative insight into the factors hindering agencies’ conformance
with the BOD. Most notably, most respondents appear to be unaware of the purpose of SPF
and DMARC. Some respondents have operational or resource limitations hindering their
conformance; other respondents point to a lack of authority or confusion in responsibilities.
Contributing to finding registered domains without live DNS records, we learn that some
agencies have found .gov domain registration to be cumbersome, so when their use for a
domain name ends, they may keep the name registered for later reuse.

The 10 agencies answering our RFI cover 26 of the 187 nonconforming domains. Three
answers provide two reasons for non-conformance so the count of reasons in the list below
appears to total 13. This list’s numbering corresponds with the list at the end of Section 5.2.4.
The frequency of each reason is as follows:

1. 6 answers claim that the subject domains do not need SPF and DMARC records
because the domain has no email server, a confusion we address in Section 5.3.1.
For example, “[Domain] is NOT an email enabled domain, so DMARC record is not
required for this domain at this time” and “The [domain] domain is currently not used
for email services.” Despite having a live DNS record, another respondent submits
its reason as, “[Domain] was sunsetted over 7 years ago.”

2. 3 answers cite operational reasons for why they do not conform. One of these answers
explains that many sources must send email for the domain, which explains the
apparent misuse of SPF’s implicit ?all mechanism and lack of a reject policy. The
other two answers claim that the domains are still in a quarantine period before
escalating to a reject policy.

3. 2 answers relate to authority. One claims a lack of authority to implement the policies
on a subset of the agency’s registered domains, either directly or through a subordinate.
The other cites DHS’s/CISA’s lack of authority to direct its agency (see Section 5.4.2).

4. 1 answer cites insu!cient manpower, which translates to prioritization. The respon-
dent elaborates, “ ‘Things that are not automated don’t get done automatically’—let’s
call it ‘manpower issues’ or ‘other reasons.’ ”

5. 1 answer blames the agency it contracts to manage its DNS records. In a follow-up
email exchange between the author, the domain owner, and the contracted agency, the
contracted agency explains that it would create SPF and DMARC records upon the
domain’s owner’s request.
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Two of these answers also report updating their configuration to conform, which we con-
firmed. For example, one respondent claims, “Thank you for your email and for bringing
this issue to our attention. We’ve addressed the issue and the new DMARC records for both
domains are now as follows. . . ” We replied to all answers with a “thank you” note. For the
6 domains described first, we also included a short, non-confrontational description of SPF
and DMARC (shown in Appendix D), explaining that they protect a domain against being
spoofed as an email origin.

5.2.4 Conformance over Time
We re-queried agencies’ DNS records in October 2023 to measure any conformance changes
90 days after transmitting our RFIs, to align with the DHS’s initial 90-deadline [19].
Coincidentally, October 2023 marks the sixth anniversary of DHS publishing BOD 18-01,
yet large gaps in conformance persist. In this section, we use our distance-to-conformance
model to show domains’ SPF and DMARC conformance changes from the first (𝐿1) to the
second query (𝐿2).

Between queries, Federal Executive domain registration increased from 1,190 to 1,195 [258].
Agencies unregistered 8 conforming domains, no nonconforming domains, and 3 that were
not live. Agencies registered 16 new domains of which only 6 conform with the SPF and
DMARC requirements, 9 do not conform, and 1 is not live. Our combined domain list from
both queries has 1,206 unique domains. If CISA enforced BOD 18-01 conformance as a
condition of domain registration, one might expect that all newly registered domains would
conform; however, as we explain in Section 5.2.1, CISA lacks its own DNS server on which
to enforce its policies.

Of the 1,179 domains in both query data sets, nearly all (1,139) maintain their 𝐿 (𝐿1 = 𝐿2),
10 decline (𝐿1 < 𝐿2), and 30 (including the anomaly described in Section 5.2.3) improve
(𝐿1 > 𝐿2) in their conformance. We show these transitions in Table 5.3 along with whether an
RFI listed the domain, the agency received an RFI for another domain, or the agency did not
receive an RFI. Consistent with Step 4 of the procedure provided in Section 1.1, averaging
implementation measurements yields aggregates of 𝐿1𝐿 = 0.6751 and 𝐿2𝐿 = 0.6277.
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Table 5.3. Domain Conformance Over Time versus RFI Status

Domain
in RFI

Another
Domain in RFI

Agency not
Contacted

Totals

Improved Conformance 29 0 1 (2%) 30

Maintained Conformance 150 525 464 (97%) 1,139

Declined Conformance 0 5 5 (1%) 10

Totals (15%) 179 (45%) 530 (40%) 470 1,179

From an agency perspective, the changes are mixed, shown in Table 5.4. Further, agencies
over which CISA claims authority own all 10 declining domains and 18 of 30 improving
domains.

Table 5.4. Longitudinal Domain Conformance Changes, Grouped by Agency

Agencies Domains

Agencies Have Domains That. . . Count Improve Maintain Decline Total

Improve, only (𝐿1 > 𝐿2) 5 6 - - 6

Improve & Maintain (𝐿1 ⇒ 𝐿2) 12 23 364 - 387

Maintain, only (𝐿1 = 𝐿2) 103 - 522 - 522

Decline & Maintain (𝐿1 ⇓ 𝐿2) 4 - 179 6 185

Decline, only (𝐿1 < 𝐿2) 1 - - 3 3

Improve, Maintain, & Decline 1 1 74 1 76

Totals 126 30 1,139 10 1,179

The 10 declining domains comprise 3.8% of the domains registered by six agencies, all
under CISA’s directive authority. Domains with declining conformance had 𝐿1 = 0 and
𝐿2 ranging [1 ↗ 7] with a median of 1, sample mean 1.9, and sample standard deviation
1.76, indicating that most domains non-conformed with one additional requirement but
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a few outliers non-conformed with several requirements (shown in Figure 5.5). Notably,
5 of these 10 domains have registered contacts to which we sent an RFI for another of
its registered domains. We counted only 1 of these 5 domains whose registered contact
responded to the RFI: The agency’s response is 1 of the 6 that we describe in Section 5.2.3
as claiming to have no need for SPF and DMARC because the domain has no email server.
Despite replying with our SPF and DMARC explanation (Appendix D) as our “thank you”
note for responding to our RFI, this domain declined from 𝐿1 = 0 to 𝐿2 = 2 because it
had no SPF record in the re-query data set. Although a small ratio of domains for 5 of
these 6 agencies (1.3%–7.1%), 3 of the 10 declining domains comprised all the domains
registered by one agency. Interestingly, this agency only changed one of its domains’ DNS
records, dropping its DMARC reject policy and removing its “Report Receiver” record,
which invalidated the other two domains’ DMARC records without either of their DMARC
records changing.
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Figure 5.5. Changing Domains’ ω𝐿s

All 30 domains whose conformance improved were subjects of our RFIs, except one whose
agency did not receive an RFI from us. Like recent email security studies [264], [269],
[270], we do not know whether any of the 29 contacted agencies’ domains’ conformance
would have improved had we not transmitted any RFIs; our population of 98 agency
contacts with a 10% response rate is not large enough to have implemented a meaningful
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control group [294], [295]. The 30 improving domains comprised a minority (1%–7%) of 8
agencies’ domains, a mid-range (17%–50%) portion of 5 agencies’ domains, and totality of
5 agencies’ domains. The 30 domains’ 𝐿 improved (i.e., decreased), on average more than
those in the previous paragraph declined, ω𝐿 ranging [1 ↗ 7] with a median of 2, sample
mean 2.5, and sample standard deviation 1.93 (shown in Figure 5.5). The improvements
brought 6 of 18 a"ected agencies to full SPF and DMARC conformance.

Of the 10 RFI responses, those 26 domains either improved (6) or maintained (20) their
conformance status. This list’s numbering corresponds with the list in Section 5.2.3:

1. 1 of 6 contacts improved its domain’s conformance from 𝐿1 = 7 to 𝐿2 = 0. One other
contact removed all DNS entries associated with one of its domains so that it is no
longer live. This contact’s other domain and the other 4 of 6 contacts maintained their
nonconforming status.

2. Both contacts that claimed their domains were in a quarantine period still had not set
a reject policy.

3. For items 3–5, no status changes, except for one domain with its DNS entries removed,
the same domain as that described in the first item above.

5.3 Analysis
We explore factors a"ecting agencies’ relatively low conformance by integrating our query
data and survey data and analyzing the situation through the ambiguity-conflict model of
policy-implementation [9]. Then, we consider a risk-reward tradeo" for each of BOD 18-01’s
requirements and the nature of how the conformance of each requirement a"ects confor-
mance with other requirements. In Sections 5.3.1–5.3.3, we form and test hypotheses based
on our observations. Finally, we address e"ects of agencies outsourcing their domains’ email
services and form recommendations for improving conformance of outsourced domains in
Section 5.3.4.

BOD 18-01 is a top-down policy from the U.S. Department of Homeland Security (DHS),
an e"ort now led by CISA, directed at U.S. Federal Executive Branch agencies [19]. The
policy’s precision facilitates its low ambiguity. Even so, confusion about how the directed
requirements work has caused some ambiguity. As our RFI responses in Section 5.2.3
revealed, some agencies have experienced conflict in implementing this policy, though, the
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policy has relatively low conflict overall. This combination means that once an agency can
resource the implementation, the policy’s implementation is likely (see Figure 2.1). Our
query and server probing data corroborate that.

The 10 RFI responses represent some edge cases that organizations faced. This list’s num-
bering corresponds to that in Section 5.2.3:

1. Confusion about how SPF and DMARC work is a microimplementation ambiguity.
Because domains without email service are more likely to conform to these require-
ments (explored in Section 5.3.1), it seems that the independence of each agency’s
cybersecurity team has facilitated autonomy in microimplementation. However, in-
stead of being the catalyst for implementing policy, the autonomy enabled misunder-
standings to exist in some agencies’ cybersecurity teams. This is not a breakdown
of the ambiguity-conflict model. Rather, “misunderstanding” is a reason for a low-
ambiguity, low-conflict policy to not be implemented as intended [9, p. 161], implying
that having people that understand the policy is a “resource.”

2. The operational reasons for non-conformance reveal a microimplementation conflict,
specifically, that one agency’s mission depends on having many servers sending email
for its domain. This means that conforming to the SPF and DMARC requirements
would hurt its mission. We categorize this conflict as occurring at the microimple-
mentation level because the CISA can handle it on a case-by-case exception basis.
BOD 18-01 allows exceptions if agencies can mitigate the threat by other means:
“Explain the challenges expected to cause the delay [in conforming] and how the
agency plans to promptly overcome the challenges” [19, p. 3].

3. Respondents blaming a lack of authority for their non-conformance suggests organi-
zational conflict. One organization experienced conflict at the microimplementation
level in which it lacked authority to direct its own component. Another organization
experienced conflict at the macroimplementation level, claiming that it is not subject
to the BOD authority, an issue we address in Section 5.4.2. In either case, as conflict
surrounding a policy increases, those with the greatest power to act on the policy
e"ect the implementation (see Figure 2.1).

4. In implementing an overall low-ambiguity, low-conflict policy, agencies primarily
need su!cient manpower resources, which identifies a factor hindering this agency’s
domains’ conformance.
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5. At first, this case may look like ambiguity because the agency is not aware of its
relationship to the agency it has contracted to manage its DNS records. Then again, it
may look like conflict because each of these two agencies claimed that implementing
SPF and DMARC were the other’s responsibility to initiate. In the end, though, we
discovered that a lack of coordination led to the agency’s non-conformance, which is
another reason that a low-ambiguity, low-conflict policy may not get implemented as
intended [9].

Agency conformance rates with each of the BOD 18-01 requirements are consistent with
the relative risk-reward tradeo" of their implementation. Conformance was lower with
requirements that, if implemented incorrectly, carry a higher risk to the domain’s expected
operation. Here is our justification for the relative risk-reward ratings that we assign in
Table 5.5:

• Implementing SPF and DMARC incorrectly can lead to an email DoS or imperson-
ation [4], [261], [270] and their utility depends on others’ enforcement, which has not
been widespread [269], [271].

• STARTTLS implementations have been fraught with vulnerabilities [262], [297] and
do not guarantee any security benefit [273].

• DoS and certificate forgery are risks of incorrect HSTS implementation [298], but its
benefits include mitigating MitM attacks [275].

• Disabling support for SSL, 3DES, and RC4 incurs relatively little risk, cutting o"
only legacy clients that cannot be upgraded [299], but avoids using these deprecated
protocols and ciphersuites [276], [279], [283].
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Table 5.5. A Relative Risk-Reward Assessment for Implementing BOD 18-01
Requirements, Sorted by Decreasing Conformance

Requirement Risk Reward

SSL Low High

RC4 Low High

3DES Low High

SPF & DMARC Medium Medium

STARTTLS High Low

HSTS High High

Conformance with email security requirements was inconsistent (i.e., no apparent correla-
tion between requirements) but was more hierarchical with Web security. While Figure 5.4
shows the conformance inconsistencies with SPF and DMARC, Figure 5.6 shows the confor-
mance inconsistencies between SPF/DMARC and STARTTLS. The hierarchical nature of
conformance with the Web security requirements is consistent with our risk-reward tradeo"
assessment in Table 5.5 and is apparent in the nearly proper subsets shown in Figure 5.7.
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Figure 5.6. SPF/DMARC Conformance Alignment with STARTTLS Confor-
mance. The alignment lacks any apparent correlation between the ways in
which domains conform with the SPF/DMARC requirements versus the ways
in which they conform with the STARTTLS requirement.

Figure 5.7. HSTS, 3DES, and RC4 Conformance Alignment. The alignment
is hierarchical (trending up and to the right) in nearly proper subsets, except
for three domains conforming with HSTS but not 3DES.

We focus the remainder of our analysis on SPF and DMARC conformance because of their
non-binary, hierarchical configuration requirements, shown in Figure 5.1. While perusing
the data, we make some interesting observations that prompted us to form the following

130

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



three hypotheses and conduct significance tests to explore factors that may contribute to
non-conformance. In other words, we could not have reasonably formed these hypotheses
without the measurement and RFI response data. The results of these statistical tests to
determine whether significant correlations exist can help shape the direction of future
research.

1. Because not all domains have MX records and our RFIs indicate confusion in how
SPF and DMARC work, we first (in Section 5.3.1) hypothesized that domains without
email have a higher rate of nonconforming SPF and DMARC configurations; however,
we found the opposite: non-email domains have significantly higher SPF/DMARC
conformance rates.

2. Second (in Section 5.3.2), because multiple domains related to o!ces of inspectors
general (OIGs) do not conform, we hypothesized that this influential subpopulation’s
domains conform at a di"erent rate than domains unrelated to OIGs; however, no
significant correlation exists between conformance and whether the domain is for an
OIG.

3. Third (in Section 5.3.3), because agencies that outsource their email service to a third
party appeared to have higher SPF/DMARC non-conformance overall, we hypothe-
sized that a correlation exists between email security conformance and outsourcing
status; although no significant correlation exists between SPF/DMARC conformance
and outsourcing, a significant correlation exists between STARTTLS conformance
and outsourcing.

5.3.1 Domains without Email Service
Email spoofers can impersonate a domain regardless of whether that domain has an email
service. Thus, all domains should have SPF and DMARC records to limit spoofing. Because
multiple RFI responses revealed that some administrators erroneously see SPF and DMARC
records as unnecessary when the domain has no email service (which we determine by the
presence of an MX record), we hypothesized that domains without email have lower SPF
and DMARC conformance rates. To test this hypothesis, we constructed a contingency table
(cross-tabulation in Table 5.6) and used a Pearson 𝑗2 test between the independent variable
of mail exchange (MX) record existence and the dependent variable of SPF and DMARC
conformance. The Pearson 𝑗2 test of independence is appropriate for this hypothesis because
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it measures the likelihood of variable interdependence, that is, whether one variable’s
distribution is contingent or conditional on another [289, p. 145]. The null hypothesis is
that no correlation exists between these two variables [289, p. 147]. The assumptions of the
test are as follows:

• The data are categorical [289, p. 139].
• Each domain contributes exactly one count to exactly one cell in the contingency

table [289, p. 153], [291].
• The observations (measured domain configurations) are independent, as described in

Section 5.2.2.
• We overcame the requirement for randomly selecting the sample by selecting all live

domains from the population [291].
• For the expected values (described in Section 5.2.2), this instance meets the heuristic

because the smallest expected value for Table 5.6 is 85.

We found a statistically significant correlation between domains’ conformance and whether
they have MX records, 𝑗2 = 16.1 and 𝑆 = 6.07 ⇑ 10↗5, adjusted to 𝑆 = 1.82 ⇑ 10↗4 by
Holm’s procedure. In other words, we reject the null hypothesis that no correlation exists
between these two variables and conclude, based on the expected and observed values, that
domains with email service have a significantly lower SPF and DMARC conformance rate
than those without email service.

Table 5.6. Cross-Tabulation of SPF/DMARC Conformance vs. MX Record
Existence by Domain

No MX
Record

Has MX
Record

Totals

Nonconforming 76 111 (16%) 187

Conforming 559 429 (84%) 988

Totals (54%) 635 (46%) 540 1,175

Despite the contrary suggestion in our RFI responses, domains without email service are
more likely to conform. One possibility is that SPF and DMARC configurations are much
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simpler for domains without email. For example, using “v=spf1 -all” as a DNS TXT
record for the domain indicates that “all” servers fail (“-”) the test of whether they may
transmit email for the domain [260]. Using “v=DMARC1; p=reject” as a DNS TXT record
for the _dmarc.[domain] subdomain communicates to servers receiving email appearing to
be from the domain that it should “reject” it [266]. On the other hand, the SPF and DMARC
records of domains having complicated email configurations, with many third-party service
providers and multiple internal email servers, can be lengthy and onerous to form well.
Third-party email service providers include Microsoft 365 and Google Mail, plus email list
distribution services like Mail Chimp and Constant Contact.

The benefit of maintaining the reputation of government-owned, non-email domains (a
low-ambiguity, low-conflict policy) outweighs the cost of configuring these simple SPF and
DMARC policies. For this reason, we disagree with Hu et al.’s position that for non-email
domains, the cost always outweighs the benefit of implementing SPF and DMARC [271, pp.
98–99, Figure 4(b)]. Their argument depends on the assumption that protecting a domain
from email spoofing to protect the domain owner’s reputation provides “a relatively vague
benefit,” thus ascribing a low benefit value to reputation by default [271, p. 98]. Though they
concede that “popular online services (e.g., social networks, banks)” may have su!cient
incentive [271, p. 98], we (like Singanamalla et al. [300]) append online government services
to this list, regardless of their popularity relative to other online services.

5.3.2 Domains for O"ces of Inspectors General
O!ces of inspectors general (OIGs) are structurally independent from an organization’s
managerial hierarchy to enable investigative work within the organization without political
influence and responsible only to the organization’s leader [301]. OIGs, therefore, carry great
organizational authority and must maintain their integrity and unblemished reputations.
Lower SPF and DMARC conformance rates in their domains enable an attacker’s ability
to spoof OIG email addresses, which could harm the organization and the reputation of its
OIG. This is another case for a low-ambiguity, low-conflict policy-implementation.

Several nonconforming domains appear to serve OIGs. Of 21 such domains, 5 (24%)
have nonconforming SPF or DMARC records, which is 150% of the live domains’ non-
conformance rate (16%) shown in Figure 5.4. To test the hypothesis that domains for OIGs
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conform at a di"erent rate than domains unrelated to OIGs, we constructed a contingency
table (cross-tabulation in Table 5.7) and used a Pearson 𝑗2 test of independence between
the independent variable of whether the domain is for an OIG and the dependent variable of
SPF and DMARC conformance. The null hypothesis is that no correlation exists between
these two variables [289, p. 147]. The assumptions of the test are as follows:

• The data are categorical [289, p. 139].
• Each domain contributes exactly one count to exactly one cell in the contingency

table [289, p. 153], [291].
• The observations (measured domain configurations) are independent, as described in

Section 5.2.2.
• We overcame the requirement for randomly selecting the sample by selecting all live

domains from the population [291].
• For the expected values (described in Section 5.2.2), this instance meets the require-

ment of expected values being greater than or equal to one but not the heuristic of
having expected values greater than or equal to five in at least 80% of cells. The two
smallest expected values for Table 5.7 are 3.3 and 17, which means 75% of cells have
expected values of at least five. We satisfy the additional assumptions of 𝑜 ⇒ 20
(𝑜 = 1, 175) and using a more conservative adjusted 𝑛 of 0.025.

We did not find a statistically significant correlation between domains’ conformance and
whether they are an OIG domain, 𝑗2 = 0.996 and 𝑆 = 0.318. This being the greatest of
this chapter’s 𝑆 values, the Holm’s procedure-adjusted 𝑆 value is the same [288]. In other
words, we fail to reject the null hypothesis that no correlation exists between these two
variables.

Table 5.7. Cross-Tabulation of SPF/DMARC Conformance vs. OIG-Related
Domains

OIG Domains Non-OIG Domains Totals

Nonconforming 5 182 (16%) 187

Conforming 16 972 (84%) 996

Totals (2%) 21 (98%) 1,154 1,175
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5.3.3 Domains with Outsourced Email Service
Many domains with outsourced email service do not conform with BOD 18-01’s SPF
and DMARC requirements. We identified domains with outsourced email providers as
having a mail exchange (MX) record with a non-.gov top-level domain. Our data include 33
unique second-level non-.gov email provider domains. Grouping by provider (e.g., grouping
google.com and googlemail.com together) yielded 29 providers. We hypothesized that a
correlation exists between email security conformance and email outsourcing status. We
tested for both SPF/DMARC and STARTTLS conformance versus outsourcing status.

To test the hypothesis that a correlation exists between SPF/DMARC conformance and a
domain’s or agency’s email outsourcing status, we constructed a contingency table (cross-
tabulation in Table 5.8) and used a Pearson 𝑗2 test of independence. The independent
variable is whether a domain’s email is outsourced, and the dependent variable is the SPF
and DMARC conformance. The null hypothesis is that no correlation exists between these
two variables [289, p. 147]. The assumptions of the test are as follows:

• The data are categorical [289, p. 139].
• Each domain contributes exactly one count to exactly one cell in the contingency

table [289, p. 153], [291].
• The observations (measured domain configurations) are independent, as described in

Section 5.2.2.
• We overcame the requirement for randomly selecting the sample by selecting all

domains from the population with MX records [291].
• For the expected values (described in Section 5.2.2), this instance meets the heuristic

of having expected values greater than or equal to five in at least 80% of cells. The
two smallest expected values for Table 5.8 are 1.8 and 7.1, which means 83% of cells
have expected values of at least five.

The di"erence in the conformance between domains with and without outsourced email is
not statistically significant, 𝑗2 = 4.78 and 𝑆 = 0.0915, adjusted to 𝑆 = 0.183 by Holm’s
procedure. In other words, we fail to reject the null hypothesis that no correlation exists
between these two variables. Based on the expected and observed values, domains with
nonconforming SPF/DMARC configurations are slightly more likely to have outsourced
email than not.
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Table 5.8. Cross-Tabulation of SPF/DMARC Conformance vs. Outsourced
Email Status by Domain

Not Outsourced Mixed Outsourced Totals

Nonconforming 32 3 76 (19%) 104

Conforming 169 6 254 (81%) 436

Totals (37%) 201 (2%) 9 (61%) 330 540

We find a similar perspective at the agency level for outsourced email, a slightly but in-
significantly lower conformance rate for those outsourced. Figure 5.8 shows a non-linear and
nonparametric correlation between the percentage of domains that an agency outsources
versus the percentage of an agency’s domains that conform with the SPF and DMARC
requirements. These percentages are continuous ratios in which they can have any value on
the continuum from 0% to 100%. To determine whether a correlation exists between agen-
cies’ domains’ SPF and DMARC conformance (the dependent variable) based on whether
they outsource their email service (the independent variable), we calculate Spearman’s rank
correlation coe!cient [302]. Spearman’s rank correlation is appropriate for determining the
direction and magnitude of a correlation on a signed ratio scale ↗1 ⇓ 𝑘𝑙 ⇓ 1 by assessing
the degree to which the ranks of the two variables monotonically relate [303, p. 478], [304,
p. 491]. The null hypothesis is that 𝑘𝑙 = 0, that no monotonic relationship exists between the
ranks of the two variables [304, p. 493]. The assumptions of the calculation are as follows:

• The ranked data are paired, ordinal variables [303, p. 478], [304, pp. 492–493]. We
can see both these aspects in Figure 5.9.

• The data are independently randomly selected from or are representative of the
population [304, p. 493]. We include all domains registered by all agencies in the
population.

We ranked the percentages from low-to-high, averaged tied ranks, and computed the corre-
lation between the ranks [303, pp. 480–481], [304, pp. 494–495]. Our calculated coe!cient,
𝑘𝑙 = ↗0.0724, indicates a slight negative correlation between outsourcing and conformance
at the agency level.
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Conforming Domains for Spearman’s Correlation Coe!cient
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We tested whether outsourcing also a"ects STARTTLS conformance because STARTTLS
is a server specific configuration. To test this hypothesis, we constructed a contingency table
(cross-tabulation in Table 5.9) and used a Pearson 𝑗2 test of independence between the
independent variable of whether a domain’s email is outsourced and the dependent variable
of STARTTLS conformance. The null hypothesis is that no correlation exists between these
two variables [289, p. 147]. The assumptions of the test are as follows:

• The data are categorical [289, p. 139].
• Each domain contributes exactly one count to exactly one cell in the contingency

table [289, p. 153], [291].
• The observations (measured domain configurations) are independent, as described in

Section 5.2.2.
• We overcame the requirement for randomly selecting the sample by selecting all

domains from the population with MX records [291].
• For the expected values (described in Section 5.2.2), this instance meets the require-

ment of expected values being greater than or equal to one but not the heuristic of
having expected values greater than or equal to five in at least 80% of cells. The three
smallest expected values for Table 5.9 are 3.3, 4.7, and 79, which means 67% of cells
have expected values of at least five. We satisfy the additional assumptions of 𝑜 ⇒ 20
(𝑜 = 533) and using a more conservative adjusted 𝑛 of 0.025.

We found a statistically significant correlation between domains’ STARTTLS conformance
and whether they have outsourced email, 𝑗2 = 154 and 𝑆 = 3.17 ⇑ 10↗34, adjusted to
𝑆 = 1.27 ⇑ 10↗33 by Holm’s procedure. Because of the small 𝑆 value, the suggestion
to use a more conservative 𝑛, even 0.001, to reduce the risk of a type I error does not
change the outcome of this instance of the test. Moreover, our “interest is in making a
decision about the presence of association in the 𝑁 ⇑ 𝑝 table and not in estimating exact
cumulative multinomial probabilities” [292, p. 1,296]. In other words, we reject the null
hypothesis that no correlation exists between these two variables and conclude, based
on the expected and observed values, that domains with outsourced email service have
significantly higher STARTTLS conformance rates. We find this correlation magnified
in the contrapositive: Of domains without outsourced email, 94% (180) do not conform
with the STARTTLS requirement versus 12 domains that support STARTTLS. Higher
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STARTTLS conformance among domains with outsourced email makes sense because a
cloud-service provider directly influences the infrastructure’s configuration.

Table 5.9. Cross-Tabulation of STARTTLS Conformance vs. Outsourced
Email Status by Domain

Not Outsourced Mixed Outsourced Totals

Nonconforming STARTTLS 180 1 132 (59%) 313

Conforming STARTTLS 12 7 201 (41%) 220

Totals (36%) 192 (2%) 8 (62%) 333 533
Note: The total here (533) di"ers from the totals in Tables 5.6 and 5.8 (540) because some agencies changed
email servers between our July DNS queries and our November STARTTLS probes.

5.3.4 More on Outsourcing and Email Cloud-Service Providers
We mentioned some e"ects of outsourcing U.S. Federal Executive Branch agencies’ email
services to cloud-service providers in Sections 5.2.1 and 5.3.3, including reporting an in-
significant di"erence in the SPF/DMARC conformance between domains with outsourced
email and those with agency-hosted email services. Hu et al. reported that email admin-
istrators find configuring DMARC to be a greater burden when email is outsourced to a
cloud-service provider, and are therefore less likely to implement them [271]. However,
email administrators should find the opposite, that email cloud-service providers, which
specialize in provisioning email services, would encourage and make configuring SPF and
DMARC easier. To support this vision, we consider the most commonly occurring mis-
configurations from our data against the documentation of the email cloud-service provider
most used in our data. This analysis enables us to form three recommendations for email
cloud-service providers:

1. O"er a default DMARC record.
2. Remind domain owners to upgrade to reject policies.
3. Improve documentation for report-receiver records.
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When organizations have contractual relations with third parties to implement policy, it does
not relieve implementation responsibility from the organization tasked by the policymaker.
This is characteristic of microimplementation across a diverse enterprise, in that organiza-
tional components have autonomy to implement a policy how they see best. Twenty-eight
of the 126 U.S. Federal Executive Branch agencies with registered .gov domains maintain
non-outsourced email servers while also subscribing to outsourced email providers. These
28 agencies have a widely varying proportion of domains with outsourced email (range
[6% ↗ 90%], median 50%, sample mean 51%, and sample standard deviation 25.9%).
Within some agencies, component organizations manage their own Web and email instead
of the agency managing these capabilities centrally, which could entail multiple email
providers. Di"ering missions and functions may dictate this separation. When delegating
service provisioning, agencies must serve as an intermediary in the policy hierarchy (see
Figure 1.2) so that lower levels can comply with policies. From this widespread variation
in microimplementation, we can learn more about which implementation methods are most
e"ective at reducing the policy-implementation gap.

The email cloud-service provider with the greatest use by U.S. Federal Executive .gov
domains is Microsoft. Of 87 agencies with 196 domains outsourced to Microsoft for email,
33 (38% of 87) agencies have 58 (30% of 196) nonconforming domains. The relative order
of these domains’ reasons for non-conformance (Table 5.10) is like the order of reasons for
the population of live domains (Table 5.1).
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Table 5.10. How Domains with Microsoft-Outsourced Email Fail to Conform
with SPF and DMARC Requirements

Nonconforming Requirement(s) n %

No DMARC Record (Total 24) 23 39.7

Reject Policy Not Set and NCCIC not in RUA 11 19.0

Invalid DMARC Record Syntax (Total 10) 8 13.8

Reject Policy Not Set (Total 19) 4 6.9

NCCIC not in RUA (Total 17) 4 6.9

No RUA or RUF and Reject Policy Not Set (Total 3) 3 5.2

Invalid SPF Record Syntax (Total 2) 2 3.4

Invalid DMARC Record Syntax, Reject Policy Not Set, and NCCIC not in
RUA

1 1.7

Invalid DMARC Record Syntax and NCCIC not in RUA 1 1.7

No SPF Record and No DMARC Record (Total 1) 1 1.7

Total 58 100

Recommendation #1: O!er a default DMARC record. Not having a DMARC record
is the most common nonconforming requirement in the population and in the subset of
domains that outsources email to Microsoft. Having a default DMARC record could prove
helpful [305], a concept that Simoiu applies to cloud-hosted Web server security [306]. Like
the no-email-service default DMARC record that we o"ered in Section 5.3.1, government-
contracted email cloud-service providers could use this starting configuration for agencies
to customize:

v=DMARC1; p=quarantine; rua=mailto:reports@dmarc.cyber.dhs.gov;

This syntactically correct DMARC record complies with BOD 18-01’s DMARC require-
ments, except for upgrading from a quarantine policy to a reject policy [19]. Furthermore,
it is consistent with one of Microsoft’s example DMARC records [307]. For non-U.S. Fed-
eral government agencies, a cloud-service provider could simply personalize the default by

141

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



pre-filling the RUA with an organization’s administrator’s email address. The quarantine
policy strikes a balance between causing a DoS and allowing all email despite SPF or DKIM
failing [266].

Domains with email outsourced to Microsoft nearly always conform with the SPF re-
quirements (98.5%, 193 of 196), unlike the sample of live domains (92.9%, 1,092 of
1,175, shown in Figure 5.4). A deeper analysis of the process to establish or transfer to a
cloud-service provider-hosted email service may reveal why SPF conformance is so high
compared to DMARC conformance. Interestingly, one domain’s lack of an SPF or DMARC
record contradicts Microsoft’s SPF documentation. Having outsourced its email to Mi-
crosoft with a custom domain (i.e., a .gov), “O!ce 365 requires that you add a Sender
Policy Framework (SPF) TXT record” [308]. We lack an RFI response from this domain’s
agency.

Recommendation #2: Remind domain owners to upgrade to “reject” policies. Not
setting a reject policy is likewise the second most common nonconforming requirement.
These domains have either a “none” (12 of 196, 6.1%) or “quarantine” (7, 3.6%) policy.
Like BOD 18-01, Microsoft documentation recommends setting a “reject” policy after
administrators have reviewed failure and aggregate reports (described in Section 5.1.1) at
a “none” or “quarantine” policy over a su!cient period [19], [307]. Although we have
no evidence pointing at a reason for not escalating the policy over time, forgetfulness
and being preoccupied with other cybersecurity management responsibilities are among
the possibilities [147]. Hureau et al.’s longitudinal DMARC study reflects some DMARC
policy escalation over time but shows that nearly all domains maintained their policy
levels [270]. The results of recent studies on notification indicate that CISA and email
cloud-service providers sending periodic DMARC policy upgrade reminders to agencies
and clients not having reject policies may help achieving a greater implementation rate [294],
[295]. To verify this, we recommend a longitudinal study in which a test group receives
notifications reminding domain owners to upgrade their DMARC policies, complemented
by surveys or interviews to discover the reason for having “none” or “quarantine” policies
instead of “reject.”

Administrators also have not been including the NCCIC address in the RUA, the third
most nonconforming configuration. Enabling CISA’s ability to analyze DMARC aggregate
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reports across the .gov enterprise can inform future actions. As with setting a reject policy,
periodic reminders to owners of domains without the NCCIC address in the RUA may
improve this relatively simple requirement.

Recommendation #3: Improve documentation for report-receiver records. Having a
DMARC record with valid syntax is the fourth most missed requirement for both the live
domains and this subset (10, 17%). Although CISA describes this requirement in the imple-
mentation guidance on the BOD 18-01 Web page [19], the Microsoft documentation omits
mention of report-receiver records [307], despite their need for these external RUAs and
RUFs [266]. We therefore recommend email cloud-service providers describe the necessity
for report-receiver records.

The fifth and sixth most missed requirements are not having any RUA or RUF and having a
syntactically invalid SPF record. Unlike the explicit direction in BOD 18-01 for configuring
an RUA, the Microsoft DMARC guidance only implies that servers receiving email need the
originating domain’s RUA to send reports generated about email from that domain [307].
From Table 5.10, the two invalid SPF syntaxes are neglecting the field delimiter and too
many DNS lookups. Although BOD 18-01 does not mention either of these, the Microsoft
SPF documentation mentions but does not enforce them [308].

Our three recommendations to service providers are consistent with those of Czybik et
al. [264], for example, in providing documentation to inform customers of the benefits of
SPF and DMARC and how to configure them. Because cloud-service providers control
their infrastructure’s configuration, they can leverage defaults in its configuration. Still,
as just explained, customers might not use the default. Future research could study email
cloud-service providers’ assistance and encouragement for SPF, DMARC, and STARTTLS
versus the ratio of their clients that conform.

5.4 Observations and Limitations
Through our exploration of the factors contributing to this policy-implementation gap,
we discover the need to further explore how U.S. Federal Executive Branch organizations
operationalize their cybersecurity policies. The data show that we cannot predict policy
conformance by characteristics like ease of configuration, email outsourcing, or resourcing
levels. This suggests that we lack the correct features with which to model conformance.
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Within the ambiguity-conflict model, we categorize BOD 18-01 as a low-ambiguity, low-
conflict policy [9]. We should find it implemented wherever directed organizations have
su!cient resources to do so.

Although some statistics reported in this chapter indicate strong policy implementation,
BOD 18-01 is inadequate to achieve state-of-the art cybersecurity protections. For example,
it does not require state-of-the-art configurations, like deprecating TLS 1.1 and International
Data Encryption Algorithm (IDEA) ciphersuites [18]. Only 800 (78% of 1,021) domains
support only TLS 1.2 – 1.3, which is at least 13% better than the average government
Web server across the globe [309]. Treating policy as a minimum performance standard for
security misses key vulnerabilities.

Responses to our requests for information (RFIs) may have been limited by the notion
that responding to a stranger’s unsolicited RFI could discredit the agency, an individual,
or cybersecurity team. The RFI asks why the agency is delinquent in conforming with
a mandatory policy. Answering the RFI first requires admitting the shortfall exists to an
unknown outsider claiming to have measured it, an action for which people have di"ering
propensities [310]. Our e"orts to build trust to overcome this limitation include using our
DoD credentials for identification, applying a Secure/Multipurpose Internet Mail Extensions
(S/MIME) cryptographic signature to each email conveying an RFI, and promising the
confidentiality described in Appendix C. Although Stock et al.’s experience indicates that
digital signatures do not help [294], our institution (as another Federal entity) may be better-
known to our recipients who also can verify our digital signatures through the DoD public
key infrastructure (PKI). No agency used the authors’ controlled unclassified information
(CUI)-accredited repository for submitting a response and we lack any indication of how
many of the 10 responding agencies responded because of the authors’ a!liation. Thus, we
believe this study is repeatable by other U.S. researchers.

5.4.1 Conformance versus Complexity
We counter-intuitively find that configuration complexity and conformance correlate (see
Section 5.3.1). Although U.S. Federal Executive Branch .gov domains without email have
simpler SPF and DMARC configurations, administrators often fail to protect the domain
from becoming a spoofed source of email. Simultaneously, we recognize in Section 5.1.1 that
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greater configuration complexity increases others’ burden to help and oversee cybersecurity
configurations. Independent entities provide domain registration and host DNS records so
enforcement is impractical during registration. Even though CISA provides simple SPF and
DMARC records on the BOD 18-01 Web page [19] for cases of not having an email server,
like we o"er in Section 5.3.1, some agencies still do not implement them.

Responses to our RFIs often indicated a lack of understanding among respondents of
how SPF and DMARC help protect a domain from impersonation. Although BODs are
likely not the right medium by which to provide background information on how specific
protocols function, CISA’s follow-up on the BOD 18-01 Web page [19] provides this
information. What additional ambiguity-reducing resources should the policymaker provide
for the practitioners whose confident misunderstanding of the policy has prevented that
policy’s implementation?

Conformance reminders may help system administrators who forget to conform [147].
Because some domains’ conformance increased after our RFIs (see Section 5.2.4), as in
other SPF/DMARC studies with notifications to domain owners [264], [269], [270], some
cybersecurity teams at the a"ected agencies could have forgotten about BOD 18-01 and
receiving an RFI prompted them to action. We know this was the case for the two responses
(described at the end of Section 5.2.3) that attribute their conformance to our RFI; however,
we acknowledge that our lack of a control group and relatively small sample size prevents
us from claiming a causal relationship.

We do not know how often the DHS or CISA reminds agencies of their compliance obliga-
tions. We described in Section 5.3.3 the value of an intentionally slow, step-wise implemen-
tation of escalating cybersecurity policy, like progressing from a DMARC policy of “none”
to “quarantine” to “reject.” However, reminders may be an annoyance when forgetfulness
is not to blame. Then organizations must adopt other policy strategies.

5.4.2 Semantics

Hidden Semantics
A policy-implementation gap occurred in some U.S. Federal Executive Branch agencies
between the semantic goal stipulated in BOD 18-01 and the syntactic policy validation
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that trustymail performs (discussed in Section 5.1.1). Without our customization of the
trustymail analysis to include the semantics of the selected qualifier on the all mecha-
nism, we found conforming SPF records that do not provide the intended implementation.
This finding also furthers the problem with checklist compliance: that the mere completion
of such a checklist does not necessarily secure the system [91].

SPF’s relative simplicity can become complex for organizations with many email servers
sending on its behalf. For example, one RFI response describes:

Our employees and their collaborators create lists at e"ectively all the major
email service provides and even other organizations. Specifying a reject policy
would create a situation where we would block the ability (the list source is not
in SPF) for this sort of collaboration to occur. We have no desire to limit out
[sic] collaborators to specific email list providers.

If the SPF record does not list all these services’ servers, email from them may be quarantined
or rejected by receiving servers. The organization-specific knowledge required to check for
semantic correctness in complex contexts like this makes superintending these records
intractable for federated IT oversight. Pushing IT functions lower in an organization’s
structure, however, makes compliance uniformity harder to achieve. Agencies must find the
right balance between centralization and decentralization of cybersecurity management.

Registration Semantics
The survey data revealed a few instances of microimplementation conflict, primarily in
questions of authority. All the domains in this study are registered as “Federal – Executive,”
for which there are 126 owning agencies. Legally, CISA’s authority to issue and enforce
BODs a"ects all Federal Executive Branch agencies, except for National Security Systems
(NSSs) and mission-critical DoD and Intelligence Community (IC) systems [254]. CISA
claims authority over 97 of these legally authorized agencies (see Section 5.1) but not any
DoD or IC agencies [259]. Whether a public .gov domain is an NSS or is mission-critical
is not always readily apparent. In the absence of insider knowledge of the purpose of each
of these domains, we do not attempt this determination, but raise the question of whether
the apparent blanket exception of these agencies’ .gov resources helps the .gov enterprise’s
cybersecurity.
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Of the agencies with “Federal – Executive” registrations, some (fewer than ten, each with a
single registered domain) may fit better in another category. For example, the “Interstate”
category may be a better fit for the Delta Regional Authority (DRA). We do not know whether
this option was available when the DRA requested a .gov domain and if not, whether anyone
at the .gov Registrar reviewed the existing list upon creation of the “Interstate” category
to see what organizations (like the DRA) should re-designate into it. Notwithstanding, we
accept their “Federal – Executive” registrations for this study.

Agencies register second-level domain names with the .gov top-level domain Registry
but manage their own subdomains. We queried only second-level .gov domains for SPF
and DMARC conformance. Because an organization’s subdomains can have separate SPF
or DMARC records, many more additional subdomains could be included for measuring
government agencies’ BOD 18-01 conformance [260], [266]. Because additional non-trivial
work is involved in verifying subdomains and things unchecked have a greater likelihood of
being in an undesirable state [93], our measurements are likely upper bounds of conformance
rates.

5.5 Conclusion
Organizational factors unrelated to security hindered cybersecurity policy conformance in
this study of policy implementation across the U.S. Federal Executive Branch. We use
the term policy-implementation gap to describe the dichotomy between the cybersecurity
posture that an organization’s management intends to e"ect and that which it finds as an
outcome to the policy’s implementation [10]. We analyze the policy-implementation gap
through Matland’s ambiguity-conflict model of policy implementation [9]. We also adapt
the policy-implementation gap measurement model (Equation 1.2), devising a distance-to-
conformance model (Equation 5.1, described in Section 5.1.3) to measure a configuration’s
degree of policy implementation.

What can cause the implementations of a mandatory cybersecurity policy to vary across
U.S. Federal Executive Branch organizations? As a top-down policy from a government
agency to agencies across the U.S. Federal Executive Branch, BOD 18-01 is a low-conflict
policy, and its precise requirements lead to its low ambiguity. The low-ambiguity, low-
conflict combination indicates that once an agency can resource the implementation that it
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will implement the policy (see Figure 2.1). Our query and server probing data corroborate
that most agencies have implemented most policies on most of their domains. However, in
several agencies, confusion about how the directed requirements work has caused policy
ambiguity, and a few agencies have experienced conflict in implementing this policy. In
these cases, the ambiguity and conflict have occurred at the microimplementation level. The
discovery of these special cases enriches the study of the policy-implementation gap and the
value of using the ambiguity-conflict model as a lens for analyzing policy non-conformance.

We focused on SPF and DMARC conformance because of their non-binary and hierarchical
configuration requirements. To enrich the collected DNS query and server probing data
with reasons for agencies’ non-conformance, we notified and surveyed the nonconforming
agencies by sending each a request for information (RFI). Among the responses, we find
a lack of understanding of how SPF and DMARC function, misunderstandings of and
conflicts with authorities and responsibilities, insu!cient resources, and operational reasons
for nonconforming. After having allotted 90 days for reacting to our RFIs/notifications,
we re-queried their DNS records to measure their e"ect, finding significant conformance
improvement across second-level .gov domains. All but one of the improving domains were
subject to our RFIs.

Our findings suggest aspects of configuration complexity, organizational structure, tracking
and incentivizing conformance, a"ordances in how agencies register domains, and syntactic
versus semantic accuracy. We observed that these agencies’ understanding of how each
cybersecurity policy interacts within the context of their information systems, and how each
impacts cybersecurity, a"ects the policy’s e"ective implementation.
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CHAPTER 6:
Discussion and Conclusion

To decrease the frequency and severity of cybersecurity policy-implementation gaps in
organizations, we identify contributing factors across diverse cybersecurity studies. We
believe that reducing these gaps can lead to fewer and less-severe incidents than those cited
at the beginning of Chapter 1, including data breaches [2] and businesses losing billions
of dollars because of misconfigured cloud-based services [5]. This was the motivation for
our primary research question, “What non-adversarial sources can cause inconsistencies in
implementation and the realized outcomes that di"er from a cybersecurity policymaker’s
stated intentions?”

We identified many factors contributing to policy-implementation gaps in cybersecurity
in the previous chapters. Typically, insu!ciencies in implementation can be caused by
policymakers appearing to misunderstand the nuances of implementation and practitioners
appearing to misunderstand the reasons for a policy. Both misunderstandings are typically
provoked by human and organizational factors. This dissertation has five primary contribu-
tions:

1. Using the ambiguity-conflict model for analyzing the policy-implementation gap and,
for the first time, for organizational cybersecurity policy, our diverse studies broaden
the model’s usefulness and o"er an alternative perspective for understanding the
policy-implementation gap in cybersecurity.

2. We conducted two studies on information technology (IT) capability nonuse not yet
addressed by the Navy by surveying administrators and integrating technology-use
mediation concepts with the ambiguity-conflict model.

3. We examined the conditions for privacy-risk perception and mitigation in real privacy
incidents against a standard privacy framework, publishing an analysis of how the
National Institute of Standards and Technology (NIST) Privacy Framework could
have more adequately helped to identify the risks exploited in the studied incidents.
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4. By gathering data on both network-services and information-security workers, we
explored how the policy-implementation gap manifests across the U.S. Federal Exec-
utive Branch when implementing a legally mandated cybersecurity policy.

5. We devised a model for organizations to measure the policy-implementation gap
and demonstrated how to use the model for measuring the gap across an enterprise
cybersecurity policy’s implementations in the U.S. Government (USG).

This dissertation contributes to the field of organizational cybersecurity, whose members
study the “e"orts organizations take to protect and defend their information assets, re-
gardless of the form in which those assets exist, from threats internal and external to the
organization” [14, p. 4]. The field integrates knowledge from computer and social sciences
and o"ers a more holistic perspective of the policy-implementation gap than is usually con-
sidered [10]. Our work contributes to the study of organizational cybersecurity by exploring
shortfalls in cybersecurity policy implementation in organizations.

6.1 Research Studies
Chapters 3, 4, and 5 explored three aspects of organizational cybersecurity within organiza-
tions’ adoption and use of software systems within the information-systems life cycle [13]:
the adoption of new technologies, using standards and frameworks, and enterprise cy-
bersecurity in the USG. For each aspect, we o"ered a research question and listed our
contributions.

In each study, we saw how the ambiguity-conflict model of policy implementation explained
the circumstances that contributed to the observed policy-implementation gap [9]. As the
separation (especially in organizational structure) between cybersecurity policymakers and
practitioners implementing the policy increases, so does the opportunity for a larger policy-
implementation gap. Even with adequate resources, the non-functional goals of resilience,
privacy, and cybersecurity can fail due to their dependence on the system, user, cultural,
and structural interactions. We can adapt Figure 2.1 to show how our studies fit in an
ambiguity-conflict matrix in Figure 6.1 from both the macroimplementation and microim-
plementation perspectives. Although Matland reconciles these perspectives in a unified
model for public-policy implementation, our studies showed that the levels of ambiguity
and conflict in organizational cybersecurity policy di"er between the macroimplementation
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and microimplementation perspectives. From the macroimplementation perspective, the
policies had low ambiguity and low conflict. On the other hand, the perspective from the
microimplementation level showed greater ambiguity and conflict. Enterprise cybersecu-
rity in the USG, studied in Chapter 5, has mostly low ambiguity and low conflict, and its
implementation is mostly a matter of resources. Both the chat afloat study in Chapter 3
and the standards-and-frameworks study in Chapter 4 have mostly high ambiguity and low
conflict, for which we hypothesize, consistently with the model, that implementation would
be successful when su!cient autonomy exists at the microimplementation level. The com-
munications shifts study in Chapter 3 represents a high-ambiguity and high-conflict policy
whose implementation occurs upon forming a coalition at the microimplementation level.

Figure 6.1. How Our Studies Overlay the Ambiguity-Conflict Matrix at the
Macroimplementation and Microimplementation Levels. Adapted from Fig-
ure 2.1.

In exploring the research question, “How can we assess the magnitude of a policy-implemen-
tation gap?,” we considered the appropriateness of a quantified model in each study. Based
on the concepts described in Section 1.1 and the model o"ered by Equation 1.2, our studies
vary as to how well a quantified model explained the gap. The study for which a measurement
is least appropriate is the communications shift study in Chapter 3 because factors a"ecting
policy implementation were inconsistent in the unique cases that our survey respondents
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described. Secondly, uncertainties in the analyzed privacy-inference incidents hindered
their accurate quantification (see Table 4.2). Quantifications with too much uncertainty can
mislead and engender a false confidence due to their apparent precision [225]. Our study
on chat afloat could use the model o"ered in Equation 1.2 (demonstrated in Section 3.2.4),
because the policy and its implementation are straightforwardly comparable. As described
in Section 5.1.3, Binding Operational Directive (BOD) 18-01’s explicit policy requirement-
to-control mapping provided the best opportunity of our studies to measure conformance.
We used the model described in Section 1.1 to devise a distance-to-conformance model
(described in Section 5.1.3) by modeling the hierarchical policy requirements as a tree and
summing their values using Equation 5.1.

6.1.1 IT Adoption
In Chapter 3, “Adopting Resilient Information Technology Afloat,” we asked, “How can
the level of adoption of available IT capabilities contribute to gaps between policy and
practice?” We conducted two studies on sailors’ use of the U.S. Navy’s afloat tactical
networks, one on the resilience of Internet Protocol (IP)-conveyed command and con-
trol (C2) communications over chat, and one on communications shifts during cross-area
of responsibility (AOR) changes of operational control (CHOPs). These studies involved
technical configuration analysis and surveys of sailors in command, control, communica-
tions, and computers (C4) leadership positions responsible for the provisioning and use
of these systems. We found that these systems were not fully “adopted;” that is, their ac-
quisition, implementation, and initial user training were incomplete [13]. Because of this,
their operation in the continuance phase of the information-system life cycle revealed a
policy-implementation gap. We o"er the following insights, expanding on contribution 2
above:

1. An organization’s demanding work environment, limited training on resilience-
providing capabilities, and system complexities can overpower its members’ ability
to use their discretionary professional judgment in implementing the full technical
capabilities in information systems.

2. Most surveyed C4 leadership do not use resilience-providing capabilities of applica-
tions in afloat tactical networks because they are unaware of these capabilities and
their benefits.
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3. Factors external to an organization can impact the organization’s implementation
actions. Surveyed ships routinely receive insu!cient support of their communica-
tions shifts during cross-AOR CHOPs, often resulting in implementation conflict
and unplanned outages. Although some C4 leaders in the fleet are aware of this, our
survey responses from well-provisioned ships (those with multiple satellite commu-
nications (SATCOM) paths) document a sample of the situation.

4. The Navy’s acquisition, fielding, and nonuse of specific communications architectures
could be more resilient by design with some relatively simple technical changes that
the Navy has not yet pursued.

5. The ambiguity-conflict model [9] and technology-use mediation concepts [128]
helped explain the survey respondents’ underuse of resilience-providing capabili-
ties and justify our intervention recommendations. High ambiguity among a pol-
icy’s implementers leads to diverse microimplementations that worsen the policy-
implementation gap. These phenomena decouple the systems’ sponsors’ policy re-
quirements from their implementations and increase ambiguity in the deployed sys-
tems’ use. In some cases, conflict for limited resources in implementation increases
the gap.

Our research from Chapter 3 suggests the following recommendations:

1. Improve these systems’ organizational metastructuring: Requirements owners and
resource sponsors can champion the capabilities of deployed systems to empower C4
leadership to serve as technology-use mediators, and programs of record (PORs) can
design systems to use resilience-providing capabilities by default.

2. Alternative Navy communications system design choices for applications to support
C2 communications include:
(a) Enabling and scheduling periodic Domain Name System (DNS) zone transfers

from fleet network operations centers (NOCs) to ships.
(b) Establishing static Exchange send-connectors to enable email delivery directly

between ships without depending on a NOC ashore.
(c) Establishing procedures and standardized configurations for operating a dis-

tributed chat architecture and designing future chat systems to prefer resilience-
providing capabilities by default.
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3. Future research should focus on three aspects that our data suggest will routinize these
shifts:
(a) Streamlining the satellite access request (SAR) process and satellite access

authorization (SAA) execution.
(b) Simplifying the wide-area network (WAN) architecture that currently limits load

balancing and prioritization of IP tra!c classes across geographic boundaries.
(c) Informing sailors serving afloat and at NOCs ashore of the capabilities, limita-

tions, and operating configurations of afloat tactical-network components.
4. A notional optimized communications-shift procedure for ships (like that which we

o"ered in Supplemental 2) is needed for when they have multiple SATCOM missions
to shift.

6.1.2 Using Standards and Frameworks
Chapter 4 addresses the question, “How can standards or frameworks guide or hinder organi-
zations’ policy implementation?” We analyzed four privacy incidents, caused by inferences,
against the NIST Privacy Framework [43], assessing the degree to which the framework
could have helped to identify the risks associated with these incidents. This analysis revealed
limitations in the framework’s ability to help organizations identify inference risk. More-
over, when organizations use the framework as a checklist (against NIST’s instructions),
their success depends on the professional judgment of privacy and cybersecurity practition-
ers who are better able to recognize its shortfalls than anyone blindly implementing mapped
controls. In other words, every adopting organization requires a unique application of the
framework. We o"er the following insights, expanding on contribution 3 above:

1. Organizations’ privacy-policy implementation shortfalls included failing to account
for an attacker’s ability to combine anonymous data with public information, relying
on the removal of personally identifiable information (PII)-category data to protect
people from reidentification, and having di!culty translating policy into a technical
implementation.

2. Standards and frameworks can help organize work practices and guide professional
judgment but are insu!cient as independent aids. Organizations must go beyond
a framework’s explicit specifications to infer intended goals, customizing their ap-
proaches to the organization’s unique needs.
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3. We corroborated previous results: Blind reliance on frameworks (i.e., checklist com-
pliance) is insu!cient. If organizations comply verbatim with the NIST Privacy
Framework, their privacy-management programs may not achieve their goal of pro-
tecting privacy. Instead, every organization requires a unique application of the frame-
work to account for its unique needs, guided by professional judgment.

4. Because of the framework’s by-design ambiguity, for organizations to implement
the NIST Privacy Framework according to their specific circumstances, an adequate
implementation requires su!cient autonomy at the microimplementation level in each
adopting organization [9].

We discussed our findings with the Privacy Framework group at NIST and submitted
feedback for incorporating into the framework’s mapped controls in NIST Special Publica-
tion (SP) 800-53r5 [46]. We also o"ered grounded recommendations to help organizations
overcome the shortcomings faced by the organizations in our analyses:

1. Map existing controls related to inferences to the inferences subcategory in the frame-
work.

2. Increase awareness and best practices within the organization related to inferences by
training organizational members about inferences.

3. Update controls pertaining exclusively to PII such that they adequately address infer-
ences.

4. Improve the translation of policy into technical requirements by positioning people
who can translate between policies and implementations in policy-making and policy-
implementing positions.

6.1.3 Enterprise Cybersecurity in the U.S. Government
For Chapter 5, we asked, “What can cause the implementations of a mandatory cybersecurity
policy to vary across U.S. Federal Executive Branch organizations?” We analyzed the
requirements of Department of Homeland Security (DHS) BOD 18-01 [19] and U.S. Federal
Executive Branch agencies’ conformance to these requirements on their .gov domains. It is a
top-down low-conflict policy, and its precise requirements provide low ambiguity, enabling
its implementation as soon as su!cient resources are available. Our analysis involves
querying and probing servers to measure conformance, surveying non-conforming agencies,
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and re-querying servers to measure changes in conformance after agencies received our
requests for information (RFIs). Most agencies have implemented most policies on most of
their domains. However, in several agencies, confusion about how the directed requirements
operate has caused some policy ambiguity, and a few agencies have experienced some
conflict in implementing this policy. The discovery of these special cases enriches the study
of the policy-implementation gap and the utility of using the ambiguity-conflict model as a
lens for analyzing policy non-conformance. We o"er the following insights, expanding on
contribution 4 above:

1. We used the concept of measuring an implementation’s conformance to a policy
(introduced in Section 1.1) to o"er a distance to conformance model.

2. When agency components have their own information-system and cybersecurity gov-
ernance, the heterogeneity of the organization’s cybersecurity policy implementation
can be similarly diverse, despite having a common policy.

3. Reasons for agencies’ non-conformance include misunderstanding the cybersecu-
rity controls specified in the policy, resource priorities, forgetfulness, questions of
authority and responsibility, and operational conflicts.

4. As the uniqueness of agencies’ needs increased, so did the oversight complexity, as
each can raise a reason for deviating from a detailed one-size-fits-all enterprise-wide
policy.
(a) Greater email configuration complexity in agencies’ domains reduces a higher

headquarters’ ability to meaningfully help and oversee cybersecurity configu-
rations. An overseer using trustymail can verify the syntactic correctness of
implemented policy but may lack the component-specific knowledge to verify
the semantic correctness.

(b) Policy directing specific configurations becomes untenable to enforce as agen-
cies and their components’ diverse needs prompt exceptions to the policy.

(c) Syntactic conformance does not imply semantic conformance.
(d) Ine!ciencies in IT provisioning and management arise in the USG, resulting in

disparate configurations, including for cybersecurity-policy implementations.
5. Even with a low-ambiguity and low-conflict policy, organizational factors can intro-

duce ambiguity and conflict that hinder implementation at lower levels in the USG.
6. Treating policy as a performance standard for security can miss key vulnerabilities.
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7. Mandating detailed configurations does not necessarily yield stronger security.
8. A lack of understanding of how the directed cybersecurity policies function negatively

impacted agencies’ conformance.
9. Researcher notifications to agencies with nonconforming domains correlated with

improved conformance.

Our analysis in Chapter 5 enabled us to form three recommendations for email cloud-
service providers about their U.S. Federal Executive Branch clients’ Domain-based Message
Authentication, Reporting, and Conformance (DMARC) record configurations:

1. O"er a default DMARC record.
2. Remind domain owners to upgrade to reject policies.
3. Improve documentation for report-receiver records.

We discover the need to further explore how organizations operationalize their cybersecurity
policies. Qualitative studies with implementers would best serve this end.

6.2 Opportunities for Future Research
Each of our studies presents opportunities for future research. An overarching question
arises about policy implementation in organizations: Can better policy design choices en-
able better implementations? We suspect not for the reason implied in this question: If such
a formula for better policy design exists, how would it di"er across the three di"erent forms
of policy-implementation gap and di"erent types of organizations presented in this disserta-
tion? In other words, di"erences abound in cybersecurity-policy implementation situations.
Despite researchers over many years studying procedural compliance, usability of cyberse-
curity capabilities, cybersecurity training and education, and requirements formalization,
cybersecurity policy implementation remains a challenge.

From our IT adoption studies, future research could explore how best to employ tactical
communications networks afloat, combining ethnography, system and protocol configura-
tions, and field studies. Why has the Navy not previously identified or, if identified, not acted
on our proposed system design interventions, especially those that are relatively simple to
implement? We also propose investigating improvements to the military satellite-access
request, authorization, and execution processes, and an analysis of the e"ectiveness of
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the Department of Defense (DoD)’s Adaptive Acquisition Framework’s annual-assessment
mechanism [144]. We discovered these factors about design and processes during our study
on the nonuse of resilience-providing capabilities and hypothesize that by acting on their
answers, the Navy could expand these systems’ use to improve communications resilience.

From our study on standards and frameworks, we propose further analysis of them, com-
bining validation of requirements with controls, verification of control implementation, and
ethnographic work to gauge and improve policymakers’ and practitioners’ level of under-
standing. This research work would be especially insightful if conducted by organizations
implementing these standards and frameworks. Starting from our study, at least two other
directions are available to pursue. One, with its focus on cybersecurity compliance, the
USG would likely be interested to know how the practice of using frameworks as checklists,
and then demanding organizational components document deviations from them, help an
organization’s cybersecurity posture. Two, specific to privacy inferences, more work could
expand our taxonomy of inference types to formalize the types and provide more exam-
ples of each type. A more formal analysis of inferences could lead to their more-common
inclusion as considerations in organizations’ privacy programs.

From our study of enterprise cybersecurity in the USG, an ethnographic approach to conduct
interviews and field studies in nonconforming agencies could improve our understanding of
policy implementation across large and complex organizations. Such an e"ort would require
many years of work. In addition, we propose studying how email cloud-service providers’
assistance and encouragement to their clients to implement best-practice cybersecurity
policies could a"ect clients’ adoption of these cybersecurity controls.

Future work can develop our gap measurement model in multiple directions beyond the
scope of the studies in this dissertation. First, we could use it in other scenarios that involve
measuring an implementation’s conformance to a policy. A next step is to try using the model
in other observational studies to validate its value and discover additional shortcomings that
the studies in this dissertation did not expose. Other developments that would increase its
complexity would take from its simplicity, raise the learning curve to use it, and incur
additional costs for organizations. For example, one could expand the model to account
for the implementation costs (time, software tools, hardware upgrades, etc.) of each policy
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requirement. A goal of this future work could be to develop metrics that help organizations’
cybersecurity e"orts.

Having used Matland’s ambiguity-conflict model of policy implementation for analyzing the
policy-implementation gap in organizational cybersecurity policy, others could also use it
for finding contributing factors to cybersecurity policy implementation failure. As a political
scientist and publishing it in the Journal of Public Administration Research and Theory,
Matland’s model naturally applies to government policies and government organizations [9],
which are the focus of this dissertation. To show how the type of organization can also a"ect
policy implementation [69], one could find a cybersecurity policy that applies to the U.S.
Navy and non-Navy USG organizations, conduct a similar analysis to that presented in
Chapter 5, and compare the findings between these two organization types. We could
apply the ambiguity-conflict model to organizational policies unrelated to public policy or
governments at any level. Further research can continue exploring unique cases to broaden
and deepen our understanding of the policy-implementation gap in cybersecurity.
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APPENDIX A:
Afloat Chat Server Survey

We received Institutional Review Board (IRB) approval to conduct this survey and Navy
Survey O!ce authorization with control number NSPM23.14, expiring June 14, 2025.

We solicited survey participants through the Navy Information Professional O!cer’s mil-
Suite page [132] with cross-posts into Information Professional O!cer Teams channels on
Flank Speed [133] and at the Naval Postgraduate School (NPS). The solicitation advertised
that the survey supports research on improving the resilience of command and control (C2)
communications in afloat tactical networks for the purpose of helping the Navy overcome
sociotechnical barriers to using capabilities inherent within fielded systems. Most partici-
pants took between 5 and 15 minutes to complete the survey. Sailors could take this survey
once for each Consolidated Afloat Network and Enterprise Services (CANES) ship in which
they served in an information technology (IT) leadership position.

The questions are as follows:

1. Have you ever or are you now serving aboard a CANES ship? [Yes | No | I don’t know]
An answer of “no” or “I don’t know” to this question ended the survey.

2. What is the date range in which you served aboard this ship?
3. What is that ship’s class? [AS | CG | CVN | DDG | ESB | LCC | LCS | LHA | LHD |

LPD | LSD | MCM | PC]
4. What was/is your job title aboard that ship?

The remainder of the questions involve branching, so we illustrate this flow in Figure A.1.
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5. Were you aware that your 
ship’s CANES had a chat 

server?

6. If you knew then that your 
ship had a chat server in 

CANES, how would you have 
liked to configure and use it?

12. How many times did you 
personally use your ship’s 

CANES chat server instead of 
or in addition to a chat server 

ashore?

No Yes

7. How often did users 
connect to your ship’s CANES 

chat server instead of or in 
addition to a chat server 

ashore?

15. Thank you for participating 
in this survey.  Please provide 
any additional feedback now.

Not Used

8. Why did users not use your 
ship’s CANES chat server?

9. Were any of your ship’s-
hosted chat rooms bridged* 
with chat rooms on another 
server, e.g., the Numbered 

Fleet’s chat server?

Other
Responses

*Bridging chat rooms 
connects them such 

that they behave as if 
they were one in the 

same chat room.

10. Why did you not bridge* 
any chat rooms between your 
ship’s CANES chat server and 

another server, e.g., the 
Numbered Fleet’s chat server?

11. Were the users connecting 
to your ship’s CANES chat 

server all on your ship, 
external to your ship, or both?

All Other
Answers

13. Did users use your ship’s 
CANES chat server for: 

administrative, operational, 
social, other, or a combination 

of these purposes?

Only
External
Users

14. How effective was using 
your ship’s CANES chat 

server in the configuration and 
for the purposes that you have 

described in this survey?

Start

Yes or
Don’t Know

No

Figure A.1. Chat Server Survey Questions 5–15

The following are the answer options to questions if they are not open-ended or specified in
Figure A.1:
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7. [We did not use my ship’s chat server | Just a few times | Occasionally | Routinely | I
don’t know]

8. [Select all that apply: I did not know how to connect to it | I did not see a benefit of
using it | I did not know that chat rooms could be bridged* with chat rooms hosted on
another server, e.g., the Numbered Fleet’s chat server | I did not have time to provide
support and training to users for how to use it | I don’t know | Other (please specify)]

10. [Select all that apply: We did not know this capability existed | We did not have a need
to bridge* our locally hosted chat rooms with another server | We could not figure out
how to bridge* our chat rooms | We did not take the time to figure out how to bridge*
our chat rooms | Other (please specify)]

11. [The users were all on my ship | The users were all external to my ship | Users
connected from on my ship and from other ships | I don’t know]

12. [I did not use my ship’s chat server | Just a few times | Occasionally | Routinely]
13. [Select all that apply: Administrative | Operational | Social | I don’t know | Other

(please specify)]
14. [Ine"ective | Marginally E"ective | Moderately E"ective | E"ective | Highly E"ective]
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APPENDIX B:
Fleet Communications Shifts Data Collection Survey

Introduction: You are invited to participate in a research study optimizing fleet Internet
Protocol (IP) service communications shifts. The purpose of this research is to find and help
the Navy overcome sociotechnical barriers to conducting e!cient shifts during changes
of operational control (CHOPs) between areas of responsibility (AORs) routinely. The
data collection consists of the questions below, estimated to take about 20–30 minutes to
complete.

Navy Survey O"ce Authorization
Control Number NSPM23.23, Expiration date 6/15/2025

Key Information

1. Participation is voluntary. Refusal to participate will involve no penalty or loss
of benefits to which you would otherwise be entitled, and you may discontinue
participation at any time without penalty or loss of benefits to which you otherwise
would be entitled.

2. Risks: There are no reasonably foreseeable risks or discomforts to prospective sub-
jects.

3. Benefits: This data collection supports research into optimizing afloat tactical net-
work communications shifts between areas of responsibility, both from technical and
sociotechnical/organizational perspectives. You will not directly benefit from partic-
ipating in this study.

4. Study Details: Up to 17 individuals and ships will participate in this study. The
alternative to participating in this study is to not participate.

5. Who can Participate? Participation in this study requires your ship to have Automated
Digital Network System (ADNS) Inc. III and at least two ADNS-connected satellite
communications (SATCOM) missions (not counting extremely high frequency (EHF)
Time-division multiple access (TDMA) Interface Processor (TIP)) to shift when con-
ducting a CHOP to another AOR. The intended person to complete this data collection
form is the ship’s Communications O!cer or the Communications O!cer’s direct
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superior because this person likely has the technical data and authority to answer the
questions.

6. Financial: There is no cost to participate in this research study. You will not be
compensated for your participation.

7. Study Procedure: The questions below are designed to accompany your ship’s exist-
ing communications shift procedures for ADNS-connected SATCOM (not including
EHF TIP) and the network enclaves directly connected to ADNS. We want to docu-
ment your pre- and post-shift configurations as well as the order and timing in which
you disconnect and (re)connect each SATCOM mission and network enclave. Finally,
and just as important as the technical data, we want to know why you decided to
disconnect and reconnect in that order as well as information about your experiences
with the shifts. These explanations could be technical in nature, based on direction
from higher authority, or some combination of both. Please add or remove rows in
the tables below as necessary. After the shift, we request that you send this completed
survey form to the researcher (specific directions below). If at any point you choose
not to participate in this research, simply don’t send this survey form.

Confidentiality & Privacy Act: Any information that is obtained during this study will
be kept confidential to the full extent permitted by law. All e"orts, within reason, will
be made to keep your personal information in your research record confidential but total
confidentiality cannot be guaranteed. This survey collects only your military rank and job
title. However, it is possible that the researcher may be required to divulge information
obtained in the course of this research to the subject’s chain of command or other legal body
but would be limited to the information provided by you to the researcher. If the researcher
quotes any portion of your submitted survey form, you will be identified broadly by position,
for example, “The Communications O!cer (COMMO) on ship #7 said, ‘. . . ’ ”

Notes on Classification

• Per the Wideband SATCOM security classification guide (SCG) dated 19 June 2015
(Defense Technical Information Center (DTIC) publication1 AD1001059), the an-
swers to questions #1 and #2 will be unclassified for most ships. If you find that

1Department of Defense (DoD) personnel can create an account to access publications online at https:
//www.dtic.mil/.
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your satellite access authorization (SAA) identifies any of these data fields as
classified, please do not complete this survey.

• The technical specifications of ADNS are controlled technical information, protected
by the DoD’s controlled unclassified information (CUI) Program. As such, this form
becomes CUI when question #3 is filled in.

• For question #4, please note that the requested date-time groups (DTGs) are your
ship’s actual disconnect and connect times, which can only exist after the event
has occurred and are unclassified. This is in contrast to the times authorized for your
ship’s SATCOM mission in the SAA, which are often classified and do not necessarily
correspond with your actual access times.

• For your answers to all questions, please keep your explanations at the unclassi-
fied level. The researcher can accept CUI (formerly For O!cial Use Only (FOUO))
survey responses.

Survey

1. Please list each of the ADNS-connected SATCOM missions (except EHF TIP) before
the shift.

Satellite
Constellation (e.g.,
DSCS, WGS,
AEHF, CBSP)

STEP Site (e.g.,
Buckner,
Landstuhl,
Northwest)

Receive Data Rate
in Kbps

Ship’s Antenna
Group

Note: An antenna group is a linked set of antennas whose azimuth and elevation are controlled by the same
controller for tracking a single satellite for the purpose of reducing the size of the block zones caused by the
ship’s superstructure. Feel free to use any unique identifier for each antenna group. Because ships can have
multiple SATCOM missions on one antenna group, all of the SATCOM missions sharing one antenna group
necessarily need to be disconnected before the antenna group can be used to connect to a new mission on a
di"erent satellite.
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2. Please list each of the ADNS-connected SATCOM missions (except EHF TIP) after
the shift.

Satellite
Constellation (e.g.,
DSCS, WGS,
AEHF, CBSP)

STEP Site (e.g.,
Buckner,
Landstuhl,
Northwest)

Receive Data Rate
in Kbps

Ship’s Antenna
Group

Please note that if at least one of the above tables does not have at least two SATCOM
missions, your ship is ineligible to participate in this survey.
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3. Please list the pre-shift approximate network utilization of each network enclave
directly connected to ADNS and, before and after the shift, its servicing network
operations center (NOC). Because not all enclaves are available at all NOCs, some
enclaves might not shift. In addition, not all ships have the same networks so add,
change, or remove rows to suit your configuration.

Network
Enclave

Approximate
Network Utilization
before Shift as
Receive Data Rate in
Kbps

Servicing NOC (e.g.,
PRNOC, ECRNOC)
before the shift

Servicing NOC (e.g.,
PRNOC, ECRNOC)
after the shift

NIPRNet

SIPRNet

JWICS

CENTRIXS-?

CENTRIXS-?

CENTRIXS-?

CENTRIXS-?
Note: The utilization metric is available in the ADNS ciphertext (CT) router on your ship. To acquire it,
enable privileged mode, run the command show interface summary, and look at the TXBS (transmit
bits per second) for each physical ethernet interface connecting to a plaintext (PT) enclave’s tactical local-area
network encryptor (TACLANE) in question (e.g., GigabitEthernet0/0.9might be for your ship’s NIPRNet
enclave). To translate from bits/sec to Kbps, divide by 1,000.
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4. Please list the order in which you disconnected and connected services from one
AOR to the next. Because SATCOM missions usually change significantly, use two
di"erent rows in the table. Be aware that some SATCOM shifts occur completely
ashore as the NOC patches your connection to a di"erent ADNS Border Router. On
the other hand, network enclaves can have just one row for both the disconnection
and (re)connection.

SATCOM Mission/Network Enclave (e.g., NIPRNet,
CENTRIXS-K, CBSP, WGS #1 8 Mbps)

Disconnect
DTG

Connect DTG
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5. Please describe why you decided on the order that you listed in the previous question.
You could have one or multiple reasons so please ‘X’ all that apply and provide
amplifying information as applicable in place of the “_______” blanks. If you are not
the person that made this decision (or recommendation) on what order to complete
the shift, please ascertain this information from that person.

X Reason

My ship has (or I have) always shifted our SATCOM and IP network services in this
order.

The Joint Fleet Telecommunications Watch O!cer (JFTOC) (or someone at Naval
Computer and Telecommunications Area Master Station (NCTAMS)/Naval Computer
and Telecommunications Station (NCTS)) directed my ship to shift services in this
order because _______.

ADNS or other Naval Information Warfare Center (NIWC) documentation (document
#_______) recommends this procedure.

My commanding o!cer (CO) directed us to shift services in this order because
_______.

My squadron or strike group commander or sta" member directed the ship to shift
services in this order because _______.

The Numbered Fleet Commander (or higher) or sta" member directed the ship to shift
services in this order because _______.

We needed to shift _______ [before/after] _______ because _______ (e.g., scheduled
video teleconference (VTC), operational event/task, mission requirement).

Any other reason(s): _______.

6. For the previous question, if you were not the person that made this decision (or
recommendation) on what order to complete the shift, please enter the job title (e.g.,
ship’s COMMO) and rank (e.g., LT, CIV) of the person that decided on this order?
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7. From the perspective of SATCOM and IP network services availability, to what degree
are you satisfied with this CHOP: Very Dissatisfied, Dissatisfied, Neither Satisfied
nor Dissatisfied, Satisfied, or Very Satisfied?

8. What circumstance(s) led you to select the level of satisfaction that you did in the
previous question?

9. To what extent do you see room for improvement in the process of shifting SATCOM
and IP network services when conducting a CHOP from one AOR to another: To no
extent, To a small extent, To a moderate extent, To a great extent, or To a very great
extent?

10. Unless you answered the previous question “to no extent,” what ideas do you have for
improving the process of shifting SATCOM and IP network services when conducting
a CHOP from one AOR to another?

11. As the person completing this survey, what is your rank (e.g., LTJG, CWO2, ITC)?
12. As the person completing this survey, what is your job title (e.g., COMMO)?
13. Please provide any other comments or feedback on the CHOP process for shifting

SATCOM and IP network services between AORs that you would like the researchers
to consider.

Completion: As a reminder, all survey data must be unclassified; the researcher cannot
accept any classified information via this survey form. Please submit your completed survey
form to the student researcher, CDR Christopher Landis, via this anonymous “file request”
on the NPS subdomain of Box, which is accredited to store CUI: [redacted address]. Please
do not upload any classified information. If for any reason you determine that it is in your
ship’s or your best interest not to participate, you can simply refuse to participate by not
submitting this completed survey form.

Statement of Agreement: I have read the information provided above. I have been given
the opportunity to ask questions and all the questions have been answered to my satisfaction.
I have been provided a copy of this form for my records and I agree to participate in this
study. I understand that by agreeing to participate in this research, I do not waive any of my
legal rights.

Points of Contact: If you have any questions or comments about the research, or you
experience an injury or have questions about any discomforts that you experience while
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taking part in this study please contact the Principal Investigator, Dr. Joshua A. Kroll,
Faculty Advisor, 831-656-3988, jkroll@nps.edu. Questions about your rights as a research
subject or any other concerns may be addressed to the Navy Postgraduate School IRB Chair,
Dr. Larry Shattuck, 831-656-2473, lgshattu@nps.edu.

Thank you, again, for your time and support of this research.

Acronyms Used in this Survey:
[All are defined in-line or incorporated in the list on page xiii.]
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APPENDIX C:
Email RFI to USG Federal Agencies

To whom it may concern at the [Agency/Organization],

I am a U.S. Naval O!cer working toward a Computer Science PhD at the Naval Postgrad-
uate School (NPS) in Monterey, CA, and am requesting your response to this request for
information (RFI) in support of my research.

I am researching how organizational factors a"ect the formation and implementation of
policy in cybersecurity and privacy. As one of my case studies, I am looking into the
Department of Homeland Security Binding Operational Directive (BOD) 18-01 (https:
//www.cisa.gov/binding-operational-directive-18-01), specifically the email security pro-
visions for Sender Policy Framework (SPF) and Domain-based Message Authentication,
Reporting, and Conformance (DMARC). An online query of public Domain Name Sys-
tem (DNS) records detected the following:

- Domain Nonconforming Property
- [List Specific to Recipient]

I recognize that every organization has unique needs and that a one-size-fits-all approach to
cybersecurity is not always e"ective and am wondering why this domain does not conform
with the details of BOD 18-01. For each domain identified, please identify the reason(s)
for your organization’s approach and unique considerations. For example, these reasons
could be technical barriers, policy barriers, manpower issues, sta!ng/prioritization issues,
or other reasons. If you are willing to share this information with me for the benefit of my
research, I am interested in knowing why the policy has not been implemented.

I have previously served as a network administrator and so also recognize that competing
interests are often at play between cybersecurity objectives, mission requirements, and
usability.

If you would like to respond anonymously, you may upload your response as a file to
[redacted address]. It is an NPS subdomain of Box and has been accredited to store controlled
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unclassified information (CUI), thus meeting the safeguarding requirements of 32 CFR part
2002 (https://www.ecfr.gov/current/title-32/subtitle-B/chapter-XX/part-2002).

Confidentiality: Any information that is obtained during this study will be kept confidential
to the full extent permitted by law. As a U.S. Government-operated research university,
NPS and its sta" (including the researchers) are bound by restrictions on handling sensitive
government information. All e"orts, within reason, will be made to keep your personal
information in your response confidential but total confidentiality cannot be guaranteed. If
the researcher quotes any portion of your submission, you will be identified anonymously,
for example, “One organization approached this from the perspective of, ‘. . . ’ ”

Thank you for your time and support of this research.
[signature block]
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APPENDIX D:
Our SPF and DMARC Explanation

Thank you for your response and willingness to support my research.

I have the impression that there may be some confusion regarding the purpose of SPF
and DMARC records. SPF and DMARC help you protect your domain against spoofing
and impersonation, regardless of whether an email server exists in your domain. When
configured properly, others’ email servers can verify whether a received email claiming to
be from your domain is authorized to have come from your domain and handle it accordingly.

• SPF prevents sender email address domain spoofing by verifying the IP address of
the mail server from which it received the email with the specified list of allowed
IP addresses in the SPF record. Please see RFC 7208 for more information: https:
//datatracker.ietf.org/doc/html/rfc7208

• A DMARC record informs servers that have received email from its domain what to
do with messages that fail SPF (or DKIM) verification: nothing, quarantine, or reject.
It also indicates the recipient for reports on attempts to spoof its domain as an email
source. Please see RFC 7489 for more information: https://datatracker.ietf.org/doc/
html/rfc7489

Because you indicated that you do not have an email server in your domain, a recommended
configuration to disallow email spoofing of your domain include the following SPF and
DMARC records:

"v=spf1 -all"

. . . as a DNS TXT record for [your domain] indicates that “all” servers fail (“-”) the test of
whether they are authorized to transmit email on behalf of your domain.

"v=DMARC1; p=reject; pct=100; fo=1;

rua=mailto:reports@dmarc.cyber.dhs.gov"

. . . as a DNS TXT record for the _dmarc.[your domain] subdomain communicates to servers
receiving email (appearing to be) from your domain that it should “reject” “100” percent
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of it that does not pass the SPF (or DKIM) test (“fo=1”)2 and that it should send aggregate
reports of these events to the specified email address.

Implementing these policies for your domain would protect against others spoofing it and
align your configuration with the SPF and DMARC configurations specified in BOD 18-01.

Thank you, again, for your time and consideration in this matter.

Very respectfully,
Chris Landis

2After sending this email, we discovered an error: The failure reporting options (FO) field determines what
types of failures should trigger a failure report for sending to the reporting uniform resource identifiers (URIs)
for failure data (RUFs). Without an RUF field, the FO field is meaningless [266].
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Supplementals

To access the supplemental material(s) listed here, contact the Dudley Knox Library (https:
//libanswers.nps.edu/) or, for publicly releasable theses and supplementals only, visit the
thesis pages in the library’s Calhoun database (https://library.nps.edu/nps-theses).

Supplemental #1 of 4: Chat Use Data Collection (CUI-CTI): Sociotechnical Data Collected
from the Fleet

Supplemental #2 of 4: Afloat Tactical Network Descriptions (CUI-CTI): Detailed Systems
Descriptions Supporting the Research on Communications Shifts and System Developments
for the U.S. Navy’s Afloat Tactical Networks

Supplemental #3 of 4: Fleet Communications Shifts Data Collection (CUI-CTI): Sociotech-
nical Data Collected from the Fleet while Deployed

Supplemental #4 of 4: Email Security Query Data (Unclassified): SPF, DMARC, and
STARTTLS Data
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