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The Network Interdiction Problem  

GOALS 
 After completing this packet midshipmen should be able to:  

(1) Identify three applications of network interdiction in real-life problems; 

(2) Model a network flow problem using graphical models and flow-balance constraints;  

(3) Convert a min max or max min problem formulation into standard max or min formulations; 

(4) Modify the basic formulation of a network interdiction problem to deal with: 

  (a) allowing only attacks that completely destroy arcs  

  (b) the removal of nodes 

  (c) multiple sources and sinks 

 

BACKGROUND 
On June 29, 2012 a huge storm ripped through Virginia, Maryland and the District of Columbia. The 

Derecho storm packed wind gusts ranging between 60 and 80mph and left 1.2 million people without 

power in the sweltering heat. Utilities crews from as 

far away as Canada rushed to restore power but it 

took nearly a week until full power was restored. Just 

one month later, the power grid in India failed, 

leaving nearly 10% of the world’s population in the 

dark. These incidents raise questions about network 

reliability: How robust are our electric power grids? 

How badly does power transmission drop if portions 

of the grid fail? Which parts of the grid are most 

vulnerable and which parts are most important? If 

the grid is deliberately targeted, where should the 

attacker strike to ensure maximum damage while 

using a limited amount of resources? And, if we seek 

to preemptively defend the grid from attack, where should we improve our defenses?  

The power grid problem is just one of many network interdiction problems that can be analyzed using 

techniques from Operations Research. For instance, network 

interdiction problems arise in cyber security [6], drug 

interdiction [10], military planning [5], anti-terrorism 

operations [2,8], and hospital infection control [3]. After 

completing this course packet, produced with funding from 

the Defense Information Assurance Program (DIAP) and 

based on a paper [11] by Professor R. K. Wood of the Naval 

Postgraduate School, you’ll be able to model and solve 

sophisticated network interdiction problems.  

A runner avoids dangerous debris after D.C.’s Derecho storm. 

The pic is too small to read, but the crushed car has a “For 

Sale” sign! Pic: chandlerswatch.com 

Drugs seized by the USS Nicholas. Pic: military.com 
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MODELING NETWORK FLOW 
We model a power grid using a network (N,A), consisting of a set N of nodes and a set A of directed arcs.  

For instance, each node might represent one of three sites: a source, a location where power is 

generated (e.g. a power plant); a sink, a location where power is consumed (e.g. a house or a business); 

or a transshipment point, a location through which power is transmitted but is neither generated nor 

consumed (e.g. a transformer station). We’ll concentrate on the case where there is a single source 

node s and a single sink node t in the network.  

If i and j are two nodes, then the arc (i,j) is in the set A if it is possible to send power from node i to node 

j.  We will always assume that if (i,j) is in A then i ≠ j – that is, there are no loops in our network. To each 

arc (i,j) we associate two numbers: the throughput capacity tij is the maximum amount of power that 

can be sent along the arc (measured in KW/h) and the cost cij is the cost to the attacker to reduce the 

throughput capacity of the arc to zero. We’ll assume the proportionality assumption: reducing the 

throughput capacity of arc (i,j) to a fraction of tij costs the same fraction of cij.  

The objective of the utility is to maximize the total flow F, to send as much power from the source s to 

the sink t as possible, subject only to the throughput capacities of the arcs. The attacker’s objective is to 

minimize the maximum total flow at a cost less than a fixed number b. Here b represents the resource 

budget available to the attacking side.   

THE UTILITY’S PROBLEM 
For each arc (i,j), we introduce a flow variable Xij that measures the amount of power passing through 

the arc (measured in KW/h). Of course we cannot send more power through an arc (i,j) than its 

throughput capacity so 0 ≤ Xij ≤ tij. As well we require that the same amounts of power come into and 

out of each node, so for each transshipment node n we must have1 

     X    X  

   

  

   

  

The utility is trying to maximize the total flow ∇s, which can be expressed as the net flow out of the 

source node,  X              . So the utility is trying to solve the following linear program. 

 

   UTILITY’S INITIAL TOTAL FLOW PROBLEM:  

 max ∇    X                    (max total flow) 

 S.T.     X    X             for each transshipment node n   N   (flow balance constraint) 

                         0 ≤ Xij ≤ tij   for each arc (i,j)   A.               (capacity constraint) 

We now make some minor changes to the utility’s initial model in order to put the model in standard 

form. First, rather than just defining ∇s to be the net flow out of the source s, we impose the condition  

∇s ≤ ∑j  N Xsj - ∑i  N Xis and replace the objective with max ∇s. Since we are trying to maximize ∇s this will 

                                                           
1
 The symbol   in the displayed equation should be read as “is an element of the set” so that the phrase “i   N” is 

read as “i is an element of the set N”, that is, “i is a node”.  
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force ∇s = ∑j  N Xsj - ∑i  N Xis. Moreover, we can replace each flow balance condition with an inequality, 

 X    X          . Though this appears to allow more power to flow out of a transshipment node 

than comes into the node, this turns out not to matter. After all, we are ensuring that all the power sent 

out of the source node must be passed along to the sink, and if more power arrives at the sink that is 

fine because this extra power is not measured by the objective function ∇s. Finally, we add a variable 

and constraint that encode what is happening at the sink t. The net flow into the sink is  

∑i  N Xit - ∑j  N Xtj. Adding an unrestricted in sign variable ∇t to this equation, we can certainly ensure that  

∇t + ∑i  N Xit - ∑j  N Xtj ≤ 0. The utility’s total flow problem is now formulated as follows.  

 

   UTILITY’S TOTAL FLOW PROBLEM:  

 max  ∇                                                 (max total flow) 

  S.T.     X    X             for each transshipment node n   N    (flow balance constraint) 

                         ∇    X    X                                                                      (node s constraint) 

             ∇   X    X                                                                        (node t constraint) 

                         Xij ≤ tij   for each arc (i,j)                                 (capacity constraint) 

             Xij ≥ 0 for each arcs (i,j)                          (non-negativity) 

                         ∇s and ∇t unrestricted in sign (free variables) 

EXAMPLE 1: Consider the network pictured on the right (numbers next to edges indicate the 

throughput capacity of the edge).   

The utility’s LP for this example is as follows. 

 max  ∇s   

    S.T.       ∇s +  Xs1 + Xs2 + Xs3                                              - X4s  ≤  0 

                          Xs1                    – X1t + X21                                                         ≤  0 

                                   Xs2                     – X21 – X23                           ≤ 0 

                                             Xs3                               + X23 – X34 – X3t         ≤ 0 

                                                                                  X34         – X4s ≤ 0 

                     ∇t                           + X1t                             + X3t         ≤ 0 

                  Xs1 ≤ 2, Xs2 ≤ 6, Xs3 ≤ 4, X1t ≤ 3, X21 ≤ 2, X23 ≤ 2, X34 ≤ 2, X3t ≤ 5, X4s ≤ 2 

                 Xs1, Xs2, Xs3, X1t, X21, X23, X34, X3t, X4s ≥ 0; ∇s and ∇t URS.  
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THE ATTACKER’S PROBLEM 
The attacker is trying to minimize the total flow ∇s by reducing the throughput capacity on some of the 

arcs. For each arc (i,j), let Yij represent the proportion of flow on arc (i,j) eliminated by the attacker. 

Midshipmen should convince themselves that 0 ≤ Yij ≤ 1. The capacity constraint in the utility’s linear 

program then changes to 0 ≤ Xij ≤ tij(1– Yij). The total cost to the attacker C    c              must be less 

than the budget b. So the attacker is trying to solve the following problem.  

  ATTACKER’S INITIAL PROBLEM: 

 min   max  ∇                                               (max total flow) 

  S.T.                                                                                                      (budget constraint) 

                          X    X             for each transshipment node n   N    (flow balance constraint) 

                         ∇    X    X                                                                      (node s constraint) 

             ∇   X    X                                                                        (node t constraint) 

                         Xij ≤ tij(1-Yij)   for each arc (i,j)   A                           (capacity constraint) 

             Xij ≥ 0 and Yij ≥ 0 for each arc (i,j)   A                   (non-negativity) 

                         Yij ≤ 1 for each arc (i,j)   A                                                                     (proportion constraint) 

                         ∇s and ∇t unrestricted in sign (free variables) 

It helps to be more precise in the way that we formulate this problem. Note that the attacker is first 

choosing the values of the variables Yij (subject to some constraints: ∑cij Yij ≤ b and 0 ≤ Yij ≤ 1) and then 

the utility is choosing the values of the flow variables Xij so as to maximize the total flow ∇s. Of course 

the attacker wishes to minimize this maximal total flow. There are really two optimization problems 

going on here – an inside optimization problem faced by the utility and an outside optimization problem 

faced by the attacker. When dealing with the inside problem, we can treat the variables Yij as 

parameters that have been fixed. In this way, the throughput capacity tij of each edge (i,j) has been 

reduced to tij(1-Yij) but the quantity tij(1-Yij) should be thought of as a new constant, the new throughput 

capacity of the edge.  

The attacker’s problem is an unusual problem in that we are trying to minimize the maximum of a linear 

function, rather than just the linear function itself. These kinds of objective functions arise in many 

applications. For instance, when placing an internet router, you might want to minimize the maximum 

time that it takes for a message to reach any of the client computers. Similarly, if we are going to build a 

new fire station, we might want to build at a location that minimizes the maximum time for a truck to 

reach the location of a potential fire. Such functions also arise in the theory of two-person zero-sum 

games. There, one player wants to select their strategy (or mix of strategies, each played with a certain 

probability) in order to minimize the value of his opponent’s most dangerous play. In this situation the 

player minimizes the opponent’s maximum payout by selecting the so-called Minimax strategy. Though 

this is a very conservative strategy, according to Col. Haywood [7], it was actually the officially-

advocated strategy in the U.S. Army’s operations manual during the Second World War. (Midshipmen 

should think of arguments both for and against adopting such a strategic framework for evaluating 

military options.) . The U.S. Navy’s current approach to war fighting is more complicated, involving game 
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theory, but also a lot of modeling and simulation. Interested midshipmen should check out the website 

of the Department of W.A.R. at the Naval War College.2    

MINIMAX TO MINIMIN 
We want to change the formulation of the attacker’s objective from a min max to a min min formulation 

so that we can use the methods of linear programming on our problem. That is, we need a different way 

to change the internal max LP into a min LP with the same optimal objective function value. This 

formulation of the difficulty should be setting off alarm bells in your head! The Strong Duality Theorem 

says that a primal max LP and its dual min LP have the same objective function values as long as the max 

LP is feasible and bounded. Of course, the utility’s max LP is both feasible and bounded (convince 

yourself of this fact!). If the throughput capacities of the edges are given by constants tij, then the dual 

of the UTILITY’S TOTAL FLOW PROBLEM is the following LP (here θij is the dual variable for the capacity 

constraint, αs is the dual variable for the source constraint, αt is the dual variable for the sink constraint, 

and αn is the dual variable for the flow balance constraint at node n).  

 UTILITY’S DUAL PROBLEM: 

  min                 

 S.T.              

                                         for every arc (i,j)   A 

        for every arc (i,j)   A 

   αn ≥ 0 for each node n  

   θij ≥ 0 for each arc (i,j)   A. 

This program should look familiar: it is the standard form of the min-cut problem for a network. Of 

course, in retrospect this should be obvious: we’ve just found an instance of the celebrated max-flow 

min-cut theorem from network programming.  

MAX-FLOW MIN-CUT THEOREM: In a network with one source and one sink, the maximum flow from 

the source to the sink is equal to the value of the minimum cut that separates the source and the sink. 

Recall that the optimal solution to the min-cut problem actually has αn   {0,1} for each node n (and the 

cut is given by the arcs that go from nodes with α = 1 to nodes with α = 0). Moreover in the min-cut 

problem , we are trying to minimize a nonnegative linear combination of the θij so we must make each 

θij as small as possible. This, together with the constraints θij ≥ αi – αj and θij ≥ 0, forces θij = max(αi - αj, 0) 

(pause and convince yourself that this is true). It follows that we can restrict θij to be in {0,1} without 

affecting the optimal value of the min-cut program.  

Now we return to the attacker’s problem. The attacker is trying to minimize the maximum total flow, so 

it is enough to minimize the minimum cut through the network after taking into account the effects of 

the proposed attack. Recall that Yij is the proportion of the throughput capacity of arc (i,j) that will be 

eliminated by the attack. The attack is feasible if its total cost comes in under budget: ∑ cijYij ≤ b. After 

                                                           
2
 www.usnwc.edu/Reearch---Gaming /War-Gaming.aspx 

http://www.usnwc.edu/Reearch---Gaming%20/War-Gaming.aspx


Prof. Will Traves Network Interdiction     Page 6 of 12 

  

the attack the throughput capacity of arc (i,j) is tij(1-Yij) so that the objective function for the minimum 

cut becomes ∑ tij(1-Yij)θij. So the attacker is trying to solve the following problem. 

 

  ATTACKER’S MODIFIED PROBLEM 1:  

  min                         

 S.T.                   

                                         

                                         for every arc (i,j)  

         for every arc (i,j)  

   αk   {0,1} for each node k  

   θij   {0,1} for each arc (i,j) 

   0 ≤ Yij ≤ 1 for each arc (i,j).  

The objective function is not linear because it includes the product Yijθij. However, we can get around 

this problem. Suppose that we replaced (1-Yij)θij with the variable Bij and added the constraints Bij ≥ θij – 

Yij and Bij ≥ 0. Since we are trying to minimize ∑ tij(1-Yij)θij = ∑ tijBij, a nonnegative linear combination of 

the Bij’s, each Bij must be as small as possible. So the constraints Bij ≥ θij – Yij and Bij ≥ 0 actually force Bij = 

max(θij – Yij, 0). We can check that max(θij – Yij, 0) = (1-Yij)θij by examining two cases. 

1. If θij = 1 then max(θij – Yij, 0) = max(1-Yij, 0) = 1-Yij because Yij ≤ 1 and  (1-Yij)θij also equals 1-Yij. 

2. If θij = 0 then max(θij – Yij, 0) = max(-Yij, 0) = 0 because Yij ≥ 0 and (1-Yij)θij also equals 0.  

Making these substitutions, we obtain the following problem.  

 

  ATTACKER’S MODIFIED PROBLEM 2: 

  min                 

 S.T.                   

                                         

                                         for every arc (i,j)  

                 for every arc (i,j)  

        for every arc (i,j)  

   αk   {0,1} for each node k  

   θij   {0,1} for each arc (i,j)  

   0 ≤ Yij ≤ 1 for each arc (i,j). 

  

 We can further simplify this model by arguing that there must be an optimal solution in which the 

constraint Bij + Yij – θij ≥ 0 holds with equality.   Again there are two cases to consider.  

1. If θij = 0 then the constraint reads as Bij + Yij ≥ 0, which holds automatically since Bij ≥ 0 and  

Yij ≥ 0.  But since we want to minimize the objective function, we must select Bij = 0 and Yij = 0, in 

which case Bij + Yij – θij = 0. 
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2. If θij = 1 then the constraint requires that Bij ≥ 1 – Yij. Then to minimize the objective function, we 

must select Bij = 1 – Yij, in which case, Bij + Yij – θij = 0. 

Since Bij + Yij – θij = 0 we can replace θij by Bij + Yij, giving rise to the following mixed integer programming 

model for the attacker’s problem.   

ATTACKER’S FINAL PROBLEM: 

  min                 

 S.T.                   

                                         

                                             for every arc (i,j)  

   αk   {0,1} for each node k  

   Bij ≥ 0 for each arc (i,j)  

   0 ≤ Yij ≤ 1 for each arc (i,j). 

EXAMPLE 2: Let’s use the same network as in Example 1 but we impose the conditions that cij = tij for 

each arc (i,j)   A and give the attacker a budget of b = 4 units. Then the attacker’s final problem is:  

ATTACKER’S FINAL PROBLEM: 

  min  2Bs1 + 6Bs2 + 4Bs3 + 3B1t + 2B21 + 2B23 + 2B34 + 5B3t + 2B4s 

 S.T.   2Ys1 + 6Ys2 + 4Ys3 + 3Y1t + 2Y21 + 2Y23 + 2Y34 + 5Y3t + 2Y4s ≤ 4 

                                          

                                             for every arc (i,j)  

   αk   {0,1} for each node k  

   Bij ≥ 0 for each arc (i,j)  

   0 ≤ Yij ≤ 1 for each arc (i,j). 

This is an easy problem to solve on a computer – even Excel’s Solver finds the solution immediately. The 

optimal solution is to spend all four units of the budget, taking out the arc (1,t) entirely and reducing the 

arc (3,t) to capacity 4. This reduces the maximal flow from 8 to 4.  

EXAMPLE 3: Let’s use the same network as in Example 1 but we impose the following cost conditions: 

cs1=4, cs2=10, cs3=7,c1t=6,c21=2,c23=1,c34=1,c3t=10,c4s=1 and give the attacker a budget of b = 4 units. Then 

the attacker’s final problem is:  

ATTACKER’S FINAL PROBLEM: 

  min  2Bs1 + 6Bs2 + 4Bs3 + 3B1t + 2B21 + 2B23 + 2B34 + 5B3t + 2B4s 

 S.T.   4Ys1 + 10Ys2 + 7Ys3 + 6Y1t + 2Y21 + 1Y23 + 1Y34 + 10Y3t + 1Y4s ≤ 4 

                                          

                                             for every arc (i,j)  

   αk   {0,1} for each node k  

   Bij ≥ 0 for each arc (i,j)  

   0 ≤ Yij ≤ 1 for each arc (i,j). 
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The optimal solution is to take out the arc (2,3) entirely and reduce the arc (s,3) to 57% of its starting 

capacity. This reduces the maximal flow from 8 to approximately 5.28. An optimal flow is Xs1 = 2, Xs2=1, 

X21=1, X1t =3, Xs3=2.28, X3t=2.28, X23=X34=X4s=0. How can you recover an optimal flow if you are just given 

optimal values for the Yij’s, the Bij’s, and the αk’s? 

EXERCISE 1: Use the same network as in Example 3 but give the attacker a budget of b = 9 units. How 

does the attacker’s plan change? Draw a rough sketch of the graph of (maximal) network flow versus 

budget for this example.  

VARIANTS AND EXTENSIONS 
 There are many variants of our network interdiction problem. For instance, we might want to consider 

the case where an attack does not have any effect unless the attacker spends enough resources to 

completely destroy an arc. In this case we want to restrict the attacker so that they cannot make a 

partial interdiction on an arc, i.e. we want to replace the constraint 0 ≤ Yij ≤ 1 with Yij   {0,1}. 

 

EXERCISE 2: Use the same network and budget as in Exercise 1 but only allow the attacker to attack arc 

(i,j) if the attacker spends cij resources, i.e. impose the constraints Yij   {0,1}.  Do you expect the optimal 

flow to be greater or less than in Exercise 1? Now implement and solve the model. How does the 

attacker’s plan change?  

In several of the Examples, the attacker tried to eliminate flow that passed through node 3. How could 

we modify our model to allow the attacker to eliminate a node for a specified cost c3? Here’s a simple 

solution: double up the node – for example node 3 would be replaced by nodes 3a and 3b, joined by the 

arc (3a,3b) with infinite (or arbitrarily large) capacity and cost c3. Replace incoming arcs (i,3) with arcs 

(i,3a) and outgoing arcs (3,j) with arcs (3b,j). Now taking out node 3 in the original network is equivalent 

to taking out the arc (3a,3b) in the new network. In this model we need to restrict the attacker so that 

they either take out the arc (3a,3b) completely or not at all, so we require Y(3a,3b)   {0,1}.  

EXAMPLE 4: Let’s use the same network and costs as in Example 3 but we give the attacker a budget of 

9 units and we also allow the attacker the option to eliminate node 3 at a cost of 7.5 units.   Then the 

attacker’s final problem is (terms in red are new):  

ATTACKER’S FINAL PROBLEM: 

  min  2Bs1 + 6Bs2 + 4Bs3a + 3B1t + 2B21 + 100B(3a,3b) + 2B23a + 2B3b4 + 5B3bt + 2B4s 

 S.T.   4Ys1 + 10Ys2 + 7Ys3 + 6Y1t + 2Y21 + 7.5 Y(3a,3b) +  1Y23 + 1Y34 + 10Y3t + 1Y4s ≤ 9 

                                          

                                             for every arc (i,j) (including (3a,3b)) 

   αk   {0,1} for each node k (including 3a and 3b) 

   Bij ≥ 0 for each arc (i,j) (including (3a,3b)) 

                             Y(3a,3b)   {0,1} 

   0 ≤ Yij ≤ 1 for each arc (i,j). 
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The optimal solution is for the attacker to take out node 3 entirely and to take out 25% of arc (1,t), 

reducing the maximal total flow to 2.25.  

EXERCISE 3: Use the same network and costs as in Example 3 but give the attacker a budget of 9 units 

and allow the attacker the option to eliminate node 1 at a cost of 5 units (the attacker no longer has the 

option to remove node 3). Implement and solve the model.  

 

What if there are more than one source and more than one sink in the network? The utility’s goal is still 

to send as much power from the sources to the sinks while satisfying the capacity constraints of each arc 

and the attackers wish to reduce this maximal flow as much as possible.  One way to deal with such 

problems is to add a new source node S and a new sink node T, as well as indestructible infinite capacity 

arcs (S,si) from S to each source si and indestructible infinite capacity arcs (tj, T) from each sink tj to the 

sink T. This produces a new network with the same optimal flow properties as the original network, but 

now there is just a single source S and a single sink T.  

 

EXAMPLE 5: Consider the following network (as before, the label on an arc (i,j) denotes its throughput 

capacity tij) and assume that the cost to attack arc (i,j) is cij = 2tij. Assume that the attacker has a budget 

of 3 units.

Adding a source node S and a sink node T gives the following network. 
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Then attacker’s final problem is:  

   

  ATTACKER’S FINAL PROBLEM: 

  min 100B(S,s1)+100B(S,s2)+3B(s1,1)+2B(s2,1)+B(s2,2)+3B(1,t1)+B12+B(2,t1)+B(2,t2)+100B(t1,T)+100B(t2,T) 

 S.T.  200B(S,s1)+200B(S,s2)+6B(s1,1)+4B(s2,1)+2B(s2,2)+6B(1,t1)+2B12+2B(2,t1)+2B(2,t2)+200B(t1,T)+200B(t2,T) ≤ 3 

                                   

                       Y(S,s1) = Y(S,s2) = Y(t1,T) = Y(t2,T) = 0        

                                      for every arc (i,j)  

          αk   {0,1} for each node k  

                       Bij ≥ 0 for each arc (i,j)  

                       0 ≤ Yij ≤ 1 for each arc (i,j). 

 

One optimal solution is to attack arc (1,t1) with all 3 resources, reducing the flow in the network from 5 

to 3.5. This same reduction can also be achieved by attacking arc (2,t1) with 1 resource and arc (2,t2) 

with 2 resources.  

 

EXERCISE 4: Find the optimal attack plan for the network pictured below. The label on arc (i,j) is the 

value of tij, the cost for an arc of the form (si,n) is c(si,n) = 2t(si,n) and the cost of an arc of the form (1,tj) is  

c(1,sj) = t(1,sj)+3j. Assume that the attacker has a budget of 12 units. 

There are many more types of network interdiction problems, some of which are variants on the setup 

that we developed here and others that are completely different. For instance, we could assign 

capacities to each node as well, limiting the total amount of power that transits through the node, and 

we could allow the attacker to degrade this capacity at a certain price.  

Another interesting interdiction problem starts by assigning supply amounts at the sources and demand 

amounts at the sinks. The cost associated with an arc is then viewed as the cost for the utility to 
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transport 1 unit of power across the arc and the utility wants to meet the demand targets at minimum 

cost. Failure to meet the demand targets incurs a penalty that depends on the amount of demand that 

remains unmet. In this setting the attacker expends resources to increase the utility’s cost to transmit 

power across particular arcs. The attacker’s goal is to increase the utility’s cost as much as possible while 

still meeting budget constraints. A version of this kind of problem was first studied by Ford and 

Fulkerson in the 1970’s [reference needed].  

One extension of the network interdiction problem seems particularly relevant for security analysis and 

network administrators. In the network fortification problem the administrators know that an attacker is 

ready to attack the network. The administrators have a defense budget that they can use to harden 

their network (for instance, they can increase the cost to attack some of the arcs). The attacker will then 

attack the network. The administrators want to select a defense plan that will maximize the network 

flow following the attack. This leads to a nested sequence of max’s and min’s. The administrators have 

an objective that looks like “max min max flow”. While we were able to dualize the innermost problem, 

it turns out that we cannot easily dualize the next problem (certain variables are constrained to be 

integers and we can’t easily dualize mixed integer programs). The network fortification problem is a 

topic of current research (see the survey paper by Snyder et al. [9] for more details).  

For students looking to read more about network interdiction, I suggest the survey paper by Professor 

Wood [11], the original paper by Fulkerson and Harding [4], and the classic text by Ahuja, Magnanti, and 

Orlin [1]. Of course there are many possible research projects in network interdiction that are accessible 

to midshipmen. For an example of a good project, I’d suggest looking at MIDN Alison Aichele’s 2010 

honors thesis [2], which was presented to the Military Operations Research Society (MORS).  MIDN 

Aichele analyzed the value of using node removal attacks to disrupt terrorist networks, such as the 

terrorist network that attacked the USA on 9/11/01. 
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