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Abstract—This paper follows on the authors’ recent work that
developed a network-wide attack detector and isolator. Having
determined that the sensor of a regulated process is compromised,
the problem shifts to maintaining the stability of the subject
process and the integrity of the greater physical plant. First,
measurements gathered at other processes, interconnected at the
physical layer, provide estimates of the output of the process
under attack through a bank of state observers. Next, a weighted
consensus algorithm fuses all of these estimates into information
that is actionable, being independent of the deceptive sensory
data. The estimation error is shown to be sector-bounded. To
address the resulting latency time in regulation, the authors
employ a self-triggered control policy whose aim is to stabilize the
attacked process. Furthermore, they test the proposed concept
by simulation and demonstrate the safe operation of the physical
plant.

I. INTRODUCTION

Networked Control Systems (NCS) provide the ability to
define and operate clustered or distributed communication
methods over various distances and protocols required for a
System of Systems to behave as directed [1], [2]. Attractive
features of NCS include the communication of operational
information among network nodes, the “force multiplier”
effect for supervisors at the Human Machine Interface (HMI),
and scalability at low cost. These same abilities, however,
allow for adversarial actors who desire access to any network
node assigned to a controller, actuator, or sensor. Furthermore,
it is possible that malicious agents interfere with the behavior
of any given node on the system without an apparent effect;
herein lay the motivations of addressing attacks of deception
on NCS.
Stability and physical safety after attacks at the lower

physical level is critical to the well-being of the overall system.
Given numerous possibilities, the scope of the present work
is narrow by addressing specifically attacks of deception. The
proposed method lies within the system-theoretic framework
for cyber-attacks presented in [3]–[5]. These attacks manage
to introduce an anomaly in one of the sensor nodes of the
NCS without any of the statistical characteristics of a fault.
Previously, the authors focused solely on anomaly detection
and identification [6]. In the present paper, they investigate
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effects on the safety and stability of the NCS given that a
cyber-attack has been identified.
The contributions of the present paper to the aforementioned

system-theoretic framework are the following: 1) analysis of
state reconstruction for the attacked process; 2) development of
a weighted consensus algorithm and quantification of its error;
and 3) stabilization by means of self-triggered control. The
scope of the present work has been further limited to consider
the possibility of one attack at a time, as the authors aim is
proof of concept. In future work, the authors will investigate
multiple attacks and address the question of existence of a
“core” of trusted sensor nodes.
In the next section, the basic architecture of NCS is in-

troduced. Specifically, Section II-A details the main model-
ing assumptions. In Section II-B, the authors describe the
replay attack and the mitigation of its effect from far-flung
observations as has been developed in their recent work [6].
Section II-C investigates the feasibility of estimating a state
variable–whose direct measurement is corrupted–from avail-
able sensors elsewhere in the NCS drawing upon the theory
of observable subgraphs [7], [8]. In Section II-D, the au-
thors introduce a bank of reduced-order models, which are
observable by construction, as bases for state reconstruction.
The fusion of multiple estimates of the state variable of
interest and their respective error bounds is presented in
Section II-E. The authors introduce a strongly connected ad
hoc network and implement a weighted-average consensus
algorithm [9], [10]. Consensus algorithms are tolerant to time-
varying, directed communication links [11] and time-delayed
communication [12]. The ad hoc consensus network adds
to the overhead cost of the NCS. The added cost, however,
is less than that of a centralized algorithm. The far-flung
observers can run on existing hardware, in lieu of local fault
detectors, and incur no additional cost to overhead. Finally,
Section III studies the use of a self-triggering control policy
[13] that uses the consensus algorithm output to regulate the
system once an attack has been detected. Self-triggered control
strategies update and communicate information aperiodically
based on the latest available system information. This update-
on-demand aperiodic control policy not only significantly
reduces the overhead cost of the NCS (in comparison to
periodic implementations) [13], but it also allows the non-
continuous operation of observers and consensus protocols



as well as the hardening of the communication system by
reducing the required communication bandwidth.

II. NCS WITH SELF-AWARENESS
Figure 1 depicts a NCS with multiple processes, whose

states are denoted as xi, i∈{1, . . . ,n}. Shown is a typical
Single Input Single Output (SISO) loop including sensor, Si,
controller, CONi, and actuator, ACTi. The horizontal double
solid line represents the communication layer of the NCS.
The sensor Si is shown under Attack of Deception (AoD).
Specific to the proposed approach, unit O(i)

j is an estimator of
the i-th process from data collected at the j-th process’s site.
Given that the deceptive output yDi cannot be used, a bank
of observers O(i)

j will be employed to provide an estimate
ŷi in order to maintain control of the i-th process. The NCS
interface with the physical network is modeled in the next
section.
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Fig. 1: Networked Control System

A. The Physical Network
Without loss of generality, each state xi is scalar and its

value equals the deviation of the physical variable of the
process from its operating point. Normally, the deviation from
the operating point of a process is expected to settle at zero.
Interconnections between any two processes at the physical
layer (e.g., dashed line in Fig. 1), are captured by the adjacency
matrixM= [mji]. By convention, mji= 1 indicates that an edge
issued from x j to xi exists; for mji = 0 implies no edge. Let x
be the vector of the states of all processes. Assuming linearity,
the aggregate state evolves as follows:

ẋ= Ax, A∈R
n×n (1)

The state matrix A is decomposed as follows:

A=MT◦P (2)

where ◦ denotes the Hadamard product and P the matrix of
model parameters.

A subset of r≤n processes is regulated by means of SISO
control systems. The remainder of processes are unregu-
lated. Denote regulated states as xiq where q = 1, . . . ,r and
iq∈{1, . . . ,n}. The anatomy of the i-th row of the state matrix
A reveals the equation below:

ẋi = aiixi+∑
j �=i
ai jx j

For the regulated iq-th process, the diagonal entry of A is as
follows:

aiqiq = aiq +biquiq

The input uiq is produced by the controller CONiq below:

uiq =−kiqyiq (3)

Normally, the output yiq of the sensor Siq is an ideal measure-
ment of the state

yiq = ciqxiq

where ciq = 1. Let y be the collection of all output variables
(measured or not). Thus,

y=Cx, C∈R
n×n (4)

where C is diagional with cii = 1 for i = iq and cii = 0 for
i �=iq. Define the matrix

Ci = i−th row of C

which maps the aggregate state, x, to the specific output yi as
follows:

yi =Cix

The following three assumptions apply to the proposed ap-
proach: 1) all regulated processes are stable in the closed-loop
(they may be open-loop unstable); 2) all unregulated processes
are stable; 3) the state matrix A is diagonally dominant by row
(and hence stable). For the attacks of deception considered, a
regulated process becomes, in effect, unregulated and possibly
unstable after the event.

B. Process under Attack of Deception

Consider the replay attack introduced in [14]. Suppose
sensor Siq reports a recorded version of its output, yDiq , to the
fault detector (or the HMI) while it is feeding back an attack
signal, yAiq , to the controller CONiq . The equation of the iq-th
process becomes:

ẋiq = aiqxiq −biqkiqy
A
iq + ∑

j �=iq
aiq jx j

and, as a result, the process is no longer regulated. Absence of
regulating action will allow xiq to deviate from its operating
point at zero; if aiq > 0, the state xiq will grow exponentially.
Given the anomalous behavior of sensor Siq , the desideratum
for recovery of the NCS is an estimate of the output yiq or
state xiq .



C. Observable Sub-Graphs
The authors’ method produces an estimate, ŷ(iq,is), of the

output yiq from measurement of the output yis of a “far-flung”
is-th process, s= 1, . . . ,r−1, is∈{1, . . . ,n}. The state variable
xiq must be reconstructable from data gathered at Sis and local
knowledge of the model (A,Cis). Since the model (A,Cis) is not
observable in general, the authors have developed an approach
to identify observable albeit reduced-order models (A(iq)is ,C(iq)

is )
as bases for state reconstruction. The authors’ approach in
[6] employs the main result of an early work on controllable
subspaces [7]. The graph of an unobservable model contains
a maximal subgraph whose number of edges determines the
dimension of the model’s observable subspace.
The proposed approach constrains the number of candidate

subgraphs to ones that contain the node of the state variable
to be estimated. Such candidate subgraphs are associated with
reduced-order models that can be used to reconstruct the state
variable.

D. Far-flung Estimators for the Attacked Process
In general, the method of the preceding section results in

m≤r−1 observable reduced-order models below:

żis = A
(iq)
is zis +B

(iq)
is wis , yis =C

(iq)
is zis , yiq =C

(iq)
iq zis

where s = 1, . . . ,m, s �=q, and is∈{1, . . . ,n}. The partial state
vector zis comprises those components of full vector x that
lie on the path from node iq, whose sensor is reporting false
data, to the regulated node is. In the omitted dynamics term
B(iq)is wis , the vector wis is complementary to zis containing the
components of x that are not on the path xiq→xis . The reduced-
order matrices A(iq)is , C

(iq)
is , and C

(iq)
iq are derived from A, Cis ,

and Ciq , respectively, by elimination of rows (if applicable)
and columns associated with those nodes that do not lie on
the path.
Upon detection of attack on process iq, reconstruction of

the state xiq (or yiq ) commences using the following bank of
far-flung estimators O(iq)

is :

˙̂zis = A
(iq)
is ẑis +G

(iq)
is (yis − ŷis), ŷis =C

(iq)
is ẑis , ŷ(iq,is) =C

(iq)
iq ẑis

The resulting estimation error, eis = zis− ẑis , evolves in accor-
dance with the following equation:

ėis = (A(iq)is −G(iq)
is C

(iq)
is )eis +B

(iq)
is wis , e(iq,is) =C

(iq)
iq eis

where the output error is defined as

e(iq,is) = yiq − ŷ(iq,is) (5)

In the zero-state response, the output error, e(iq,is), is bounded
as follows:

‖e(iq,is)‖≤γ(iq)is ‖wis‖ (6)

where γ(iq)is is the L2 gain of the observer O
(iq)
is . Solving

for the G(iq)
is that results in the minimum γ(iq)is can be cast

as convex optimization subject to Linear Matrix Inequality
constraints [15].

E. The Consensus ad hoc Network
After each estimate ŷ(iq,is) has converged, the bank of

observers O(iq)
is reaches agreement on the global estimate, ŷCiq ,

by means of a weighted average consensus algorithm [9],
[10]. The consensus algorithm requires information exchanges
between each unit O(iq)

is and its neighbors in the bank of
observers, in turn, necessitating an ad hoc network with the
existing NCS [16]. Consensus algorithms are guaranteed to
converge even under very mild assumptions on the com-
munication network [17]. They are tolerant to time-varying,
directed communication links [11] and time-delayed commu-
nication [12].
To get the consensus value ŷCiq , each “far-flung” estimate

ŷ(iq,is) is updated further according to the continuous-time
dynamics [16]

˙̂y(iq,is) = ∑
ip
(ŷ(iq,ip)− ŷ(iq,is)) (7)

where the cardinal number of the index set for ip is equal to
the number of its neighbors in the ad hoc network.
As shown in [16], if the ad hoc network is undirected,

i.e., communication among nodes is bidirectional, then the
consensus value, ŷCiq , is the average of the initial “far-flung”
estimates

ŷCiq =
1
m∑

is
ŷ(iq,is) (8)

From Eqs. (5) and (8) we have

ŷCiq =
1
m∑

is

(
yiq − e(iq,is)

)
= yiq −

1
m∑

is
e(iq,is) (9)

Let eCiq = yiq − y
C
iq , the error between the actual state and the

consensus value. The consensus error is then expressed

eCiq =
1
m∑

is
e(iq,is) (10)

Taking the norm of both sides, we find

‖eCiq‖= ‖
1
m∑

is
e(iq,is)‖ ≤

1
m∑

is
γ(iq)is ‖wis‖ (11)

The above sector bound is essential for the recovery of the
attacked iq-th process in terms of stability and safety.
If the fidelity of each observer O(iq)

is can be assessed prior
to the application of the consensus algorithm, employing a
weighted-average schema will be advantageous. There are a
couple of ways to weight the estimates ŷ(iq,is). One could factor
in the length of the path xiq→xis or the L2 gain γ(iq)is . In the
case of weighted-average consensus with desired weighting
factors ψ(iq,i1), ...,ψ(iq,is), ...,ψ(iq,im), the consensus algorithm
in Eq. (7) is modified as follows [10]:

ψ(iq,is)
˙̂y(iq,is) = ∑

ip
(ŷ(iq,ip)− ŷ(iq,is)) (12)

It is straight-forward to show that the resulting consensus error
is still bounded by a weighted-average of the estimation errors.



III. SELF-TRIGGERED CLOSED-LOOP CONTROL

Once an AoD to the iq-th process has been identified,
the problem shifts to regulating the system with minimum
performance degradation. To this end, this section proposes a
self-triggered control policy that utilizes the consensus output,
ŷCiq , in lieu of yiq (see Eq. (3)).
Consider again the dynamics of the iq-th process

ẋiq(t) = aiqiqxiq(t)+biquiq(t)+ ∑
j �=iq
aiq jx j(t) (13)

In a self-triggered control implementation, the control signal
is given by

uiq(t) =−kiq ŷ
C
iq(tiq,k), ∀ t ∈ [tiq,k, tiq,k+1) (14)

where {tiq,k}k∈{0,1,2,···} is the divergent sequence of update
times for the iq-th controller and kiq is a control gain
rendering aiq − biqkiq < 0. Note that the control signal is
updated at discrete, time-varying intervals of time, denoted
by τiq,k = tiq,k+1− tiq,k, and held constant between sampling
times. This aperiodic implementation allows sufficient time for
the reduced-order observers and consensus protocol to settle
and can significantly reduce the dependence and use of the
communication network [18]. To avoid cluttering of equations,
the iq subscript will be omitted from the time variables.
The main control objective of the self-triggered control law

is to stabilize xiq near its operating point, while reducing the
communication overhead. If one let δiq > 0 be the maximum
admissible deviation of xiq from its zero operating point, then,
the control objective can be rephrased as follows. Design a
sequence of update times {tk}k∈{0,1,2,···} with control law (14)
such that xiq is uniformly ultimately bounded with ultimate
bound δiq , while enlarging the inter-execution intervals τk.
Consider the closing statement in Section II-A that all

other processes x j are regulated or, at least, stable and that
A is diagonally dominant by row. Then, it is safe to say
that deviations of xiq from its operating point will dominate
deviations of all other processes. Departing from this premise,
the following two assumptions can be made.
Assumption 3.1: ∃γCiq ,δ

C
iq > 0 such that the consensus error

eCiq = xiq − ŷ
C
iq is bounded, i.e.,

∥∥∥eCiq(t)
∥∥∥≤ γCiqmax

{∥∥xiq(t)∥∥ ,δCiq
}
, ∀ t ≥ 0 (15)

Assumption 3.2: ∃ρiq ,σiq ≥ 0 such that
∥∥∥∑ j �=iq aiq jx j(t)

∥∥∥≤

ρiq
∥∥xiq(tk)∥∥+σiq for all t ∈ [tk, tk+1).
Assumption 3.1 follows from (11) with γCiq =

1
m ∑is γ(iq)is

and from the premise that xiq dominates all other states in
wis whenever the former is sufficiently large. Assumption
3.2 follows similarly, where σiq captures the effects of other
processes whenever xiq is small.
Let τmin > 0 denote the minimum time required to operate

the observers and consensus protocol and τmax the maximum

inter-execution interval enforced for robustness purposes. De-
fine

h(ŷCiq(tk),τk) :=
∥∥ξiq(tk+ τk)

∥∥−∥∥∥ŷCiq(t,k)
∥∥∥eλiq τk +φiq(τk)

φiq(τk) := σiq e
aiq τk−1
aiq

(16)

where τmin ≤ τk ≤ τmax, λiq < 0, and

ξiq(tk+ τk) = eaiq τk ŷCiq(tk)−
(
eaiq τk−1
aiq

)
biqkiq ŷCiq(tk) (17)

is a prediction of xiq at t = tk+ τk and eaiq τk−1
aiq

= τk whenever
aiq = 0. Now, the control task is to find the largest τk ∈
[τmin,τmax] that guarantees h(ŷCiq(tk),τk)≤ 0 [13]. Accordingly,
one can define the self-triggering rule as follows:

τk = max
τ

{τmin ≤ τ ≤ τmax | h(ŷCiq(tk),τ)≤ 0} (18)

if
∥∥∥ŷCiq(tk)

∥∥∥≥ (1+ γCiq)δ
C
iq and τk = τmin otherwise.

Up to now it has been assumed that ∃τk ∈ [τmin,τmax]
for which a solution to (18) exists. The next proposition
will establish the existence of a positive τ�min satisfying (18)
under some mild assumptions and for

∥∥∥ŷCiq(tk)
∥∥∥≥ (1+ γCiq)δ

C
iq .

By definition, the case when
∥∥∥ŷCiq(tk)

∥∥∥ < (1+ γCiq)δ
C
iq always

chooses τk = τmin.
Proposition 3.1 (Minimum Inter-Execution Interval): As-

sume that (3.2) holds for some σiq < (biqkiq −aiq)(1+ γCiq)δ
C
iq

and choose λiq ∈ (aiq − biqkiq + σiq/(δCiq + γCiqδ
C
iq ),0). Then,

∃τ�min > 0 such that τk ≥ τ�min ∀k.
Proof: It is easy to show that h(ŷCiq(tk),0) = 0 and

lim
τk→0+

∂h(ŷCiq (tk),τk)
∂τk

< 0. Then, by continuity of h(ŷCiq(tk),τk), one
can conclude the existence of some τ�min > 0 satisfying (18)
for all k.
Note that as long as τmin (the time required by the observers

and consensus protocol to settle) is equal or less than τ�min, the
self-triggering rule from (18) can be digitally implemented.
Now, one is left to prove that the control law (14) with self-
triggering rule (18) guarantees the stability of the iq-th process.
Proposition 3.2 (Convergence and Boundedness of xiq ):

Assume ∃λiq < 0,τmax > τmin > 0 such that

(
1+ γCiq

)
eλiq τ +

(
γCiq +

ρiq
aiq

)
eaiq τ < 1+

ρiq
aiq

(19)

holds for all τk ∈ [τmin,τmax], τmin ≤ τ�min. Then, the sampled-
data control input (14) with self-triggering rule (18) guaran-
tees ultimate boundedness of xiq with ultimate bound δiq =
max{(1+ γCiq)δ

C
iq ,ηiq}, where

ηiq =
(
eλiq τmin +ρiq e

aiq τmin−1
aiq

) 1+γCiq
1−γCiq

δCiq

+ eaiq τmin−1
aiq

(
σiq +

∥∥biqkiq∥∥(1+ γC1q)δ
C
iq

)



Proof: Consider first the case of
∥∥∥ŷCiq(tk)

∥∥∥≥ (1+ γCiq)δ
C
iq ,

which implies that
∥∥∥eCiq(t)

∥∥∥ ≤ γCiq
∥∥xiq(t)∥∥ according to As-

sumption 3.1, and rewrite (17) as

ξiq(tk+ τk) = eaiq τk(xCiq(tk)− e
C
iq(tk))

−
∫ τk
0 e

aiqσdσbiqkiq ŷCiq(tk) (20)

Similarly, the solution to (13) for t ∈ [tk, tk + τk] can be
computed as

xiq(tk+ τk) = eaiq τk xCiq(tk)−
∫ τk
0 e

aiqσdσbiqkiq ŷCiq(tk)

+∑ j �=iq
∫ τk
0 aiq jx j(σ)eaiqσdσ

Then, (20) can be written as

ξiq(tk+ τk) = xiq(tk+ τk)− eaiq τk eCiq(tk)

−∑ j �=iq
∫ τk
0 aiq jx j(σ)eaiqσdσ (21)

Re-arranging (21) one obtain∥∥xiq(tk+ τk)
∥∥≤

∥∥ξiq(tk+ τk)
∥∥+ eaiq τk

∥∥∥eCiq(tk)
∥∥∥

+
∫ τk
0

∥∥∥∑ j �=iq aiq jx j(σ)
∥∥∥eaiqσdσ

and using the fact that h(ŷCiq(tk),τk)≤ 0 as well as Assumption
3.2 yields∥∥xiq(tk+ τk)

∥∥≤ eλiq τk
∥∥∥ŷCiq(tk)

∥∥∥−φiq(τk)+ e
aiq τk

∥∥∥eCiq(tk)
∥∥∥

+ eaiq τk−1
aiq

(
σiq +ρiq

∥∥xiq(tk)∥∥)
≤

(
eλiq τk + γCiqe

λiq τk + γCiqe
aiq τk

)∥∥xiq(tk)∥∥
+ρiq e

aiq τk−1
aiq

∥∥xiq(tk)∥∥
Now, if (19) holds for some λiq < 0, one obtain that∥∥xiq(tk+ τk)

∥∥< eλiq τk
∥∥xiq(tk)∥∥ , ∀

∥∥∥ŷCiq(tk)
∥∥∥≥ (1+ γCiq)δ

C
iq

which further implies that xiq converges to a neighborhood of

zero with bound
1+γCiq
1−γCiq

δCiq (the later obtained from Assumption
(3.1)).
Finally, consider the case of

∥∥∥ŷCiq(tk)
∥∥∥< (1+ γCiq)δ

C
iq , which

implies that τk = τmin and
∥∥xiq∥∥<

1+γCiq
1−γCiq

δCiq . Manipulating (21)

one can obtain that
∥∥xiq(tk+ τmin)

∥∥ < ηiq . Then, choosing
δiq = max{(1+ γCiq)δ

C
iq ,ηiq} guarantees that xiq is ultimately

bounded by δiq and the proof is complete.

IV. EXAMPLE: ATTACK OF DECEPTION AND RECOVERY
Consider an NCS interfacing with n = 9 processes inter-

connected at the physical layer as depicted in Fig. 2. State
variables xi, for i = {1, . . . ,9}, are deviations of the physical
variable of each process from its respective operating point.
Under normal conditions, then, xi are expected to settle at zero.
In this example, sensor S1 is under attack of deception as

defined in Section II-B. The method of Section II-C finds
minimum paths from node x1 to “far-flung” regulated nodes

and their sensors. There exist three sensors S j or outputs
y j, j = {3,5,9}, attached to the end nodes, respectively, of
three paths starting at node x1. On Fig. 2, the minimum
path x1→x5 is highlighted. Each of these paths is the foun-
dation for the construction of three reduced-order models
(A(1)j ,C(1)

j ), j = {3,5,9}, which are observable. In turn, these
models are bases for the design, respectively, of observers
O(1)
j , j = {3,5,9}, to estimate the state x1 from outputs y j,
j = {3,5,9}. The estimates of y1, namely, ŷ(1, j), j = {3,5,9}
are the initial values of the respective nodes of the consensus
ad hoc network.

Node 1

Node 2

Node 3

Node 4

Node 5

Node 6

Node 7

Node 8

Node 9

Fig. 2: The graph of the Physical Network; the minimum path
from node 1 to node 5 is highlighted.

It is assumed that the attack on sensor S1 starts at t = 25 [s]
and that it feeds to the controller CON1 the signal yA1 = −1.
The process under attack is open-loop unstable with dynamics
given by (13) for a1 = 0.05, b1k1 = −0.15 and a1 j = −0.01
for j ∈ {4,7,9} and a1 j = 0 otherwise. The time constants
for the self-triggering rule are given by τmin = 5.0 [s], τmax =
20.0 [s] and τ�min = 6.15 [s], while the convergence rate for the
triggering rule is chosen as λ1 =−0.09.
Fig. 3 illustrates the response of the system under the

AoD and proposed control startegy. The first time that the
control signal is updated after the attack has taken place
(t = 35.9 [s]), the attack is undetected, the corrupted signal
is fed back into the system, and the process starts deviating
very quickly from its operating point. The second time that the
controller is updated (t = 42.7 [s]), the attack is identified and
the control strategy described in Section III is initialized. As
can be seen from Fig. 3, the process is successfully stabilized
and x1 remains bounded by 0.042 for all future times. It is
worth to mention that during the extent of the simulation,
the control signal is updated only 24 times, which represents
a reduction in the communication network’s overhead. For
sake of completeness, Fig. 4 illustrates the estimates of the
observers with the weighted consensus algorithm over time.
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ŷ
1
j
(t
)

ŷ
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V. CONCLUSION AND FUTURE WORK

The authors have proposed a method for the recovery of
an NCS that has suffered an Attack of Deception (AoD)
on one of its sensors. After such attack has been detected,
a self-triggered controller closes the loop using a weighted-
average consensus estimate and its associated sector-bounded
error. The method leverages connections to far-flung processes
in order to identify reduced-order observers and eventually
reconstruct the missing information from an ad hoc con-
sensus network. The self-triggered control policy allows for
intervals between updates long enough for the fusion of far-
flung estimates. Moreover, it mitigates the effect of the AoD
stabilizing the NCS and maintaining safe performance. The ad
hoc consensus network adds to the overhead cost of the NCS;
the far-flung observers can run on existing hardware, in lieu of
local fault detectors, and incur no additional cost to overhead.
The preliminary results in the present paper demonstrate proof
of concept for the case of a single attack at a time. In future,
the authors will extend their work to multiple attacks and

address the question of existence of a “core” of trusted sensor
nodes.
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