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Abstract—From electricity distribution to water management,
higher levels of efficiency and performance have been attained
by the synergy of computers, communications, and control.
This higher level of performance, however, comes at a cost
to system security. Cyber-Physical Systems (CPS) have intrin-
sic vulnerabilities that malicious agents can explore in order
to harm the integrity of the system. An attacker employing
deception-based methods seeks to have their target believe an
incorrect version of reality. This paper describes two anomaly
detection approaches using, respectively, micro-level and process-
level techniques which are then combined into one cross-level
hypothesis test. The process-level (also referred as macro-level)
detector uses the physical interconnections that exist between
the multiple sensors and implements a consensus algorithm to
determine if one sensor is reporting anomalous values. The micro-
level detector uses measurements of the integrated circuit power
supply current draw sampling several times per clock cycle
to determine if the code running inside the micro-controller
of a sensor has been altered. One example of a sensor-based
deception attack the present work focuses on is a simple replay
attack launched from one sensor within the system that aims
to mislead controllers while eluding conventional fault detectors.
The theoretical performance of the proposed method is evaluated
in two laboratory experiments.

I. INTRODUCTION

A. Motivation
Cyber-Physical Systems (CPS) make up a very large portion

of today’s infrastructure. CPS differ from traditional computer
software and network systems in that there is some physical
connection to the world that is being used to measure and often
control processes (see Fig. 1). Control systems that regulate
our critical infrastructure such as power systems or water
treatment plants rely on sensors located at the physical site and
communicate data to controllers via a network. These sensors
possess computing capabilities in order to accomplish their
tasks, which makes them vulnerable attack surfaces.

In industrial applications, temperature sensors are ubiq-
uitous since they access a physical quantity that carries
actionable information. Operators of oil pipelines measure
temperature along with pressure to detect leaks and monitor
the rate of corrosion on carbon steel pipelines [1], [2]. In data
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Fig. 1. Overview of two proposed detector schemes in relation to the physical
plant. The detector at the macro-level uses multiple sensor readings to report
deviations in the operating point, while micro-level detectors self-monitor
activity using power supply side-channel measurements.

centers, temperature is a key environmental variable controlled
using HVAC systems [3], [4].

While the physical side of the emerging CPS field has
received less attention than the software or network security
side, researchers have warned of cyber-attacks targeting ma-
terial assets [5], [6], [7]. Indeed, control systems that have
a physical component have an inherent danger when attacks
reach actuators and the plant itself can be damaged. In 2014,
one notable attack took place in Germany against a steel plant
and prevented the normal shutdown of a blast furnace [8].

B. Previous Work

One of the first studies on attacks of deception and in
particular replay attacks was reported in [9]. These attacks can
mislead a fault detector or Human Machine Interface (HMI)
to accept readings as normal while at the same time supply
false inputs to the controller. When a control system operating
at a desired steady state receives an arbitrary input instead of
correct feedback, it will move away from that state to a lower-
performing or unsafe state. In [9], it was demonstrated that



Fig. 2. Deception of the planned replay attack for this work, instead of
reading current values from the ADC output, code was changed to read from
previously stored values in memory to send.

replay attacks eluded the conventional χ2 test on residuals and
proposed a redesign of the LQG controller so that processing
of the residuals eventually led to detection. Subsequent work
has investigated statistical consistency of residuals using the
CUSUM procedure [10].

In the authors’ previous work [11], an anomaly detection
method was developed that circumvents the problem of full-
graph observability by identifying observable sub-graphs as
basis for a bank of state estimators. Furthermore, the informa-
tion on process estimates is fused using a weighted average
consensus algorithm. A consensus algorithm is a protocol
that all nodes in the localized network follow to update their
respective estimate. Consensus algorithms are guaranteed to
converge even under very mild assumptions on the com-
munication network being tolerant to time-varying, directed
communication links [12] and time-delayed communication
[13]. Their companion work [14] investigates how to recover
stability and regulate the system with minimum performance
degradation once an attack has been detected. This approach
forms the basis of the macro-level detector.

At the micro-level, side-channel power analysis is a well
studied topic in computer security circles [15], but most focus
has been on extracting secret information such as encryption
keys from these unintended outputs. Other researchers [16]
[17] [18] have proposed using power measurements as a
method of detecting anomalous behavior. In [19], the authors
demonstrated the ability to determine which class of instruc-
tions, related to hardware usage, are being run on a multi-cycle
micro-controller, the TI MSP430, instantiated on an FPGA
testbed. A modified version of this method has been used to
form the micro-level detector.

C. Contributions

The authors developed a framework for detecting a cyber-
attack as it is being staged at the micro-controller-level (or
“micro-level”) and as it is being deployed at the process-
level (or “macro-level”). An attack may be asymptomatic
at the macro-level but its traces could be discovered at the
micro-level and vice versa. The present work proposes a way
to combine data from two disparate sources, as shown in
Fig. 1 in essence, synthesizing the macro- and micro-level

Fig. 3. Representation of two interconnected processes of the CPS each with
their own sensor, controller, and actuator. One sensor is suspected of sending
incorrect data, the macro-level detector will use the readings of neighboring
sensors to determine the presence of a deception attack.

approaches to form a single “cross-level” detector. The goal
is to demonstrate that the cross-level detector is more accurate
than the sum of its constituent parts. To substantiate the
framework of the cross-level detector, a physical experiment
which models a HVAC system in a server control room
is under development. Currently, two separate experiments
were conducted to validate the statistical models used for
the joint analysis. The attack model supposes a replay attack,
as depicted in Fig. 2, launched from one of six sensors that
reports normal readings despite the temperature at its location
which is elevated. It assumes the attacker has an ability to
access the sensor micro-controller firmware and can change
the code.

D. Paper Organization

Section II describes the macro-level approach and Sec-
tion III describes the micro-level Integrated Circuit (IC) side-
channel power measurement scheme. Section IV presents a
framework to combine these methods to form a cross-level
detector using the Neyman-Pearson hypothesis test. Section V
describes the experiments carried out to form the framework
for cross-level detection. Section VI reports the performance of
each detection scheme. Section VII offers concluding remarks
and discusses future work.

II. MACRO-LEVEL DETECTION

A. Model of the Physical Plant

The physical plant comprises processes Pi where i =
1, . . . , n. The state of Pi is assessed by the state variable xi,
which evolves according to the following equation:

Pi : ẋi = aixi + biui + vi +

n∑
j 6=i

aijxj

On the right-hand-side, the first term captures the internal
dynamics of the i-th process; the second channels the control
input ui; the third represents a disturbance vi; the fourth
models the influence of other process on xi. All variables are
functions <+→<.

Two interconnected processes Pi and Pj and their respective
control systems are depicted in Fig. 3. Sensor Si produces yi,



a measurement of the state; controller Ci the action ui; and
actuator Ai implements the control input. Fig. 3 also indicates
a “vector of attack” through sensor Si.

B. The Deception Attack and its Objectives

The closed-loop control system Si→Ci→Ai regulates yi
about a desired operating point, OPi, while it makes the
process Pi insensitive to the disturbance vi. For example,
consider controller Ci as follows:

Ci : ui =
{ ki(OPi − yi), yi > OPi

0, yi ≤ OPi

where ki > 0 a proportional gain. The controller Ci turns on
the actuator Ai when the measurement yi exceeds OPi. Should
the loop be opened, the effect of the disturbance would not
be rejected and yi would move away from OPi. A deception
attack on sensor Si seeks to exploit such vulnerability.

Here, a single parameter θ is used to reflect the presence of
an attack as follows:

θ =

{
θ1 : attack present

θ0 : attack not present

Under the null hypothesis (θ = θ0), sensor Si sends a current
measurement of the state xi to controller Ci as follows:

Si : yi = xi + wi (θ = θ0)

where wi represents zero-mean sensor noise with standard
deviation σw. Then, the control ui regulates the process based
on the present value of yi. In the closed loop, the variable xi
eventually settles about its operating point value.

Under the alternate hypothesis (θ = θ1), a compromised
sensor Si launches an attack by reporting false data, yai . For
the duration of the attack, the sensor signal is

Si : yi = yai (θ = θ1)

and, as a result, the loop is more sensitive to the disturbance
vi and less stable.

The primary objective of the deception attack is to cause the
state xi to deviate from its operating point. As an immediate
result, the attack disrupts the normal operation of process
Pi. Through the interactions of the process Pi with other
processes, the impact of the attack can be far-reaching. If
unchecked, the attack may drive state variables outside safety
limits causing actual damage to the physical plant.

C. Assessing Evidence of Attack at the Macro Level

Subject to discovery of observable sub-graphs, estimates
of xi can be obtained from measurements of other sensors
should sensor Si be under suspicion. Consider sensors Sj , Sk
and Sl that measure processes Pj , Pk, and Pl respectively.
Process Pj is depicted on Fig. 3. From the method developed
in [11], nodes on an observable sub-graph allow each sensor
to estimate independently the state xi based on the sub-graph
model. These nodes can then exchange their estimates and
reach consensus on a global estimate, ŷci , of xi, using a

consensus algorithm. Consensus is reached when all nodes
have converged to the same value.

Let ŷij be the estimate of xi by sensor-node Sj . A sample
of the signal ŷij is used to initialize the consensus algorithm,
which evolves faster than the process dynamics according to
the following model [20]

˙̂yij =
∑
k∈Nj

(ŷik − ŷij),

where Nj is the set of nodes within the geographic vicinity of
Pj . If the resulting consensus network is undirected, i.e., com-
munication among nodes is bidirectional, then the consensus
value, ŷci , is an average of the initial states estimates

ŷci =
1

card(Ni)

∑
j∈Ni

ŷij , (1)

where Ni is the set of sensor-nodes on the observable sub-
graph and card(·) denotes the cardinality of a set.

Based upon the observation xH = ŷci , the macro-level
(using the H subscript for high level) hypothesis test accepts or
rejects θ1. The null and alternate hypotheses correspond with
two Gaussian populations having different medians, respec-
tively, mH(θ0) and mH(θ1) but the same standard deviation,
σH . The center of the null distribution is

mH(θ0) = E[yi]

where E[yi] denotes the expected value of the measurements
from sensor Si. Variance is due to the sensor noise wi and,
therefore, σH = σw. The alternative distribution’s center is

mH(θ1) = mH(θ0) + dH

where the distance between, dH , determines the signal-to-
noise ratio dH

σH
of the detector. The alternate hypothesis θ1

is accepted, if the evidence xH = ŷci is ν-times more likely
to be an event from the alternative than the null distribution.
Equivalently [21], θ1 is accepted if xH≥τH where the thresh-
old

τH = E[yi] +
dH
2

+ σH
2 η

dH
(2)

and η = ln ν.

III. MICRO-LEVEL DETECTION

Cyber Attacks can be targeted at many different layers of
the control system architecture, such as the network level or
the computers performing regulatory functions. The method
described below focuses on how a physical signature, the time
capture of the current passing into a micro-controller, within
one sensor can be used to detect changes in that sensor’s
operation that may not be detectable by other methods.

With the goal of determining a single parameter of detection
to combine with the macro-level detector, a simplified method
using the same hardware and collection method as [19] was
proposed and verified. A set of power supply current wave-
forms over a certain window of clock cycles is collected when
the sensor Si is operating in a known good (baseline) state
and averaged together to form a reference waveform bi(n),



Fig. 4. Example of power traces collected from micro-level detector. The
modeled replay attack has extra increment instructions since it is not reading
from the same ADC register location as the original code.

where 0 < n < Nmax for Nmax observations, otherwise
known as a golden waveform. Fig. 4 shows two example
waveforms, the top trace is taken when running the baseline
code sequence, the bottom after the replay attack code has
been inserted. Then after deployment, new power supply traces
ai(n) are collected and compared to the golden waveform by
first removing their dc components (the mean over one sample)
aac(n) = ai(n)−adc(n) then calculating a correlation metric,

ρi =

∑Nmax

n=1 aac(n) · bac(n)√∑Nmax

n=1 aac(n)aac(n) ·
∑Nmax

n=1 bac(n)bac(n)
. (3)

If the calculated correlation coefficient, xL = ρi from sensor
Si, between a test sample and a golden waveform exceeds a
threshold then this detector reports an anomaly. The median
and variance of the metric for the null hypothesis was experi-
mentally determined based on a large number of measurements
of the correlation value for test samples collected while the
micro-controller was running the known good code.

Then a signal-to-noise ratio ( dLσL
) can be selected to de-

termine dL and the alternative hypothesis median can be
calculated using

mL(θ1) = mL(θ0)− dL.

Here the displacement is negative since the power profiles
collected during a deceptive attack are less correlated to the
golden waveform.

The threshold τL is then determined based on the multipli-
cation factor ν as shown in (2).

IV. CROSS-LEVEL DETECTION

Consider the following vector of macro- and micro-level
observations, respectively, xH and xL, defined in the preceding

sections:

X =

[
xH
xL

]
=

[
ŷci
ρi

]
Based upon X , the cross-level hypothesis test accepts or
rejects θ1. The null and alternate hypotheses correspond with
two-dimensional Gaussian distributions having different medi-
ans, respectively, M(θ0) and M(θ1) but the same covariance
matrix below:

R =

[
σ2
H σHL

σHL σ2
L

]
The diagonal entries are variances of the macro- and the micro-
level observations. On the cross-diagonal the entries are

σHL = E[xHxL]−mHmL

Following the Neyman-Pearson approach [21], the log-
likelihood ratio function is

Λ(X) = (M(θ1)−M(θ0))TR−1(X −X0)

where X0 = 1
2 (M(θ1) +M(θ0)). Having selected a threshold

η, one performs the hypothesis test below:

if Λ(X) ≥ η, accept θ1
if Λ(X) < η, reject θ1

where η = ln ν. As discussed earlier, the test accepts θ1 if
the observation is ν-times more likely to be an event from the
alternative than the null distribution.

V. EXPERIMENTAL DESIGN

The eventual goal for this project is to model a six-
compartment server room with a simple HVAC system that
uses one temperature measurement as an input to a controller
that will actuate fans to keep the rooms below a safe operating
temperature. In this work, two separate open-loop experiments
were conducted to validate each anomaly detector.

The macro-level experiment, shown in Fig. 5(a), is com-
prised of n = 6 TI LM34 temperature sensors spaced
diagonally on a 8′′×8′′× 1

8

′′ aluminum plate. Sensor S1 lay
directly on top of the thermoelectric heater, which simulated
heating load. The remaining sensors S2, . . . , S6 were mounted
at 1′′, 3′′, 5′′, 7′′ and 9′′ from the heater. Each sensor was con-
nected to an LPC1768 ARM micro-controller (mbed) which
communicated the temperature measurements along a CAN
bus at 20Hz. An additional mbed monitored the CAN bus and
communicated these temperatures over a serial connection to
a PC running MATLAB for data processing.

The experiment evaluated the probability of detection, that
is, the rate at which θ1 was accepted when true. The heater was
driven with 2A at 4.6V and the temperature field was allowed
to increase until reach steady-state. At some point during the
transient phase, the mbed attached to the first sensor (on top
of the heater) commenced the replay attack by recording 10
temperature samples and then reported those values in a loop
despite the continued heating of the plate. As the system
reached steady state, each temperature sensor was polled 50



(a) Macro-level Analysis Setup (b) Micro-level Analysis Setup

Fig. 5. In (a), the experiment consists of six LM34 temperature sensors
mounted on an aluminum plate connected to six micro-controllers communi-
cating via CAN bus. The heating element is located in the upper right corner
of the plate. In (b), a custom-designed board is shown with the FPGA under
test and side-channel power supply current probes.

times. The temperature values at the distant nodes, y2, . . . , y6,
were used to estimate the temperature at the suspected node,
y1, using a heat conduction model of temperature field on the
plate. The average of two consecutive sensor estimates from
each sensor node ŷ12, . . . , ŷ16 was an initial condition for the
consensus algorithm in (1) to predict ŷc1, the global estimate
of process x1.

At the micro-level, the micro-controller of a single sensor
replicated by an instantiation of an openMSP430 on an FPGA
testbed (Fig. 5 (b)), where two different code sequences, as
shown in Fig. 2 were looped and the power supply current
traces were captured as described in Section III. In the baseline
code sequence, the first mov instruction reads the sampled
ADC data at its peripheral address. The second instruction
moves the data available at the ADC’s buffer to the transmit
buffer of the CAN bus. For the replay attack, prior ADC values
are sampled and stored in memory, and an increment operation
advances an index through these memory locations.

To better model an affordable and deployable system, the
signals collected from an oscilloscope sampling at 200 MSPS
were decimated (down to 40 MSPS) and quantized (from
16-bit values to 12-bit values) using MATLAB functions to
obtain power trace samples that are more realistic for a future
embedded detection system. These lower fidelity samples were
used to obtain the micro-level results below.

VI. RESULTS

As delineated in Section II, the macro-level hypothesis test
accepts or rejects θ1 based upon the observation xH = ŷc1.
The standard deviation is σH = 1◦F. The null distribution
is centered about the expected value of the measurements
from sensor S1, here, mH(θ0) = 124.75◦F. The alternative
distribution’s center is placed at dH = 2σH = 2◦F apart,
which results in mH(θ1) = 126.75◦F and signal-to-noise ratio
at dH

σH
= 2. Here, the multiplication factor was ν = 2 (or

η = 0.6931 ) and the threshold was τH = 126.10◦F.
Fig. 6 illustrates a single experiment of a replay attack

on sensor S1. Sensor node estimates ŷ12, ŷ13, ŷ14, ŷ15, ŷ16
are [126.05 126.35 125.69 126.16 126.27] ◦F respectively.
Consensus is reached in less than two time steps yielding a

Fig. 6. The results of one macro-level experiment, where Node 1 is subjected
to a replay attack with mH(θ0) = 124.75◦F. Nodes 2-6 estimate the process
state x1 and reach an average consensus value of xH = ŷc1 = 126.22◦F.

consensus value of ŷc1 = 126.22◦F. The consensus value is
compared to τH and since ŷc1 > τH the alternate hypothesis
θ1 (which is true) is accepted. In 30 different experiments, the
alternate hypothesis θ1 is accepted at a rate of 80.0% and the
results validate the theoretical detection probability (or power)
of the test. In the null experiments (no attack present), the null
hypothesis θ0 is accepted at a rate of 91.97%.

For the micro-level experiment, the median and standard
deviation of the null distribution were found to be mL(θ0) =
0.9299 and σL = 0.1356 as described in Section III. Using a
signal-to-noise ratio of dL

σL
= 1.365 the alternate distribution’s

center is placed dL = 0.1851 below, yielding mL(θ1) =
0.7448. To demonstrate the same multiplication factor, ν = 2,
used for macro-level detection, the threshold was determined
to be τL = 0.9062 using (2).

Fig. 7 illustrates distributions respectively for the correlation
coefficients determined from 1000 runs of the golden sequence
(blue = null) and the replay attack sequence (red = alternate)
power supply current waveforms when the sensor Si is under
attack, as described in Fig. 2. Based on τL = 0.9062, the
alternate hypothesis θ1 is accepted at a rate of 87.32% and
the null hypothesis θ0 is accepted at a rate of 78.64%.

Fig. 7. A correlation coefficient given in (3) was used as the micro-level
metric. Histograms of the metric ρ are shown for two populations with 1000
sample points each. Two normal regression curves are shown.



VII. CONCLUSION AND FUTURE WORK

The authors presented two cyber-attack detectors that take
observations at different levels of a CPS in order to identify
attacks of deception. A process–or macro–level detector uti-
lizes the known physical interconnections that exist among
different processes to determine anomalies in the readings
of a sensor. The micro-controller or micro–level detector
measures the power consumption of the sensor’s integrated
circuit to detect abnormal sequences of operation. A cross-
level detector that combines the information from both de-
tectors is proposed using a Neyman-Pearson hypothesis test
with the aim of achieving more accurate overall detection.
Experimental results with a network of six temperature sensors
yielded high rates of detection when the macro- and micro-
level detectors are evaluated independently. In the near future,
the authors expect to experimentally test the synthesized cross-
level method with the hypothesis of achieving higher detection
rates and lower false alarm rates when the combined approach
is employed. In addition, the authors expect to characterize the
conditions at which one detector may outperform the other and
develop metrics to better tune the cross-level detector.

A. Complex Attacks

Future work will aim to study the effect and identification
of more sophisticated attacks. Specifically, future research
extensions include the detection of simultaneous replay attacks
on multiple sensors and the identification of stealthy replay
attacks of higher frequency (i.e., rapid succession of stealthy
attacks to the same sensor). While, short-lived attacks in a
single sensor may have undetected and negligible effects on
a single process; the aggregated effect of attacks on multiple
processes or an increase in the frequency [22] at which they
are initiated (even if they are all short-lived), may eventually
lead to unsafe and even unstable behavior. Therefore, it is
important to study the effect that multiple attacks can have in
the entire CPS and how such stealthy attacks can be identified.

B. Resilient Control

In addition, future work will address the task of recovery
and stability once an attack or multiple attacks have been de-
tected. Many industrial control applications are safety-critical
and need to maintain operational normalcy despite suspicion
of an attack [5], [6]. One solution, previously presented in
[14], is to stabilize the CPS using the consensus outcome
(i.e., ŷCi ) in lieu of data from compromised sensors. Event-
triggered [22] and self-triggered control [14] policies can be
used along the consensus algorithm. Both control strategies
update critical control information aperiodically based on the
current (event-triggered) or the latest available (self-triggered)
system information, which in turns, minimize the dependence
and burden of the communication network.
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